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1 Overview

1.1 Purpose

This Privacy Management Plan 
(plan) has five purposes, being to:

• meet the requirement to have such 
a plan under s 33 of the Privacy and 
Personal Information Protection Act 
1998 (NSW) (PPIPA)

• demonstrate to members of 
the public how we meet our 
obligations under PPIPA and the 
Health Records and Information 
Privacy Act 2002 (NSW) (HRIPA)

• provide staff with the necessary 
knowledge and skills to manage 
personal and health information 
appropriately and in accordance 
with the law

• enhance the transparency of our 
operations, and

• illustrate our commitment to 
respecting the privacy rights 
of customers, clients, staff and 
members of the public.

This plan uses plain language, not 
the exact wording of the law, to 
describe our legal obligations and 
how we will comply with them. 
We have chosen to simplify the 
language in order to make our 
obligations easier to understand. 
This plan does not cover the full 
complexity of privacy law as it 
applies to us and does not cover all 
exemptions or situations.

Essentially, this plan is an 
educational tool, and as such 
should not be treated as substitute 
to PPIPA and HRIPA. If in doubt, 
you should always check the 
wording of PPIPA and HRIPA and 
seek guidance from the Privacy 
Officer (contact details at Part 
3.3 of this plan) or the Privacy 
Commissioner (contact details at 
Part 8.2 of this plan).

We recognise that privacy 
management is a continuous and 
evolving process that reflects 
the changing environment of 
information management. This 
plan will change with amendments 
to functions, legislation and 
technology. Reviewing and 
updating this plan is central to 
this process.

In this plan, a reference to us, we or 
our is a reference to Sydney Trains.

http://www.legislation.nsw.gov.au/maintop/view/inforce/act+133+1998+cd+0+N
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+133+1998+cd+0+N
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+133+1998+cd+0+N
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+71+2002+cd+0+N
http://www.legislation.nsw.gov.au/maintop/view/inforce/act+71+2002+cd+0+N
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2 Definitions

All terminology in this plan is taken 
to mean the generally accepted 
or dictionary definition with 
the exception of the following 
terms which have a specifically 
defined meaning:

Collection refers to the way 
in which we acquire or gather 
personal or health information. 
Collection can be by any means, 
including a written or online form, 
a verbal conversation, a voice 
recording or taking a picture or 
image. Unsolicited information 
is not considered to have 
been ‘collected’.

Disclosure means when we make 
known to an individual or body, 
personal or health information 
that the individual or body did 
not previously know. A transfer 
of personal or health information 
within Sydney Trains, from one unit 
to another, can involve a disclosure 
by the first unit.

Health information is a subset 
of personal information. Health 
information relates to the physical 
or mental health or disability of an 
individual or information provided 
or generated in the delivery of a 
health service; see s 6 of HRIPA for 
the full definition and Part 4.2 of 
this plan for more details.

Health record means an 
ongoing record of health care for 
an individual.

Health records linkage system 
means a computerised system that 
is designed to link health records 
for an individual held by different 
organisations for the purpose of 
facilitating access to health records; 
see HPP 15 of HRIPA for the 
full definition.

Holding personal and health 
information: Information is held by 
us if it is in possession or control 
of the information, including when 
the information is in the possession 
or control of a person employed 
or engaged by us in the course of 
such employment or engagement. 
This means that we will be 
considered to hold personal and 
health information if it is processed 
by a contractor or service provider 
on our behalf and will remain 
responsible for how our contractors 
or service providers handle such 
information in accordance with 
the privacy principles; see s 4(4) 
of PPIPA and s 9 of HRIPA for the 
full definition.

Identifier is usually a number 
that is assigned to an individual in 
conjunction with that individual’s 
health information for the 
purpose of uniquely identifying 
them; see s 4(1) of HRIPA for the 
full definition.

Information & Privacy 
Commission is an independent 
NSW Government agency with 
responsibilities to promote privacy 
rights for the people of NSW. 
The Commission is headed by 
the Information Commissioner 
and the Privacy Commissioner; 
see www.ipc.nsw.gov.au for 
more details.

Personal information is information 
or an opinion that identifies or 
could reasonably identify an 
individual; see s 4 of PPIPA for the 
full definition and Part 4.1 of this 
plan for more details.

http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+pt.1-sec.6+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+sch.1+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.4+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.4+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+pt.1-sec.9+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+pt.1-sec.4+0+N?tocnav=y
http://www.ipc.nsw.gov.au
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.4+0+N?tocnav=y
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Privacy Commissioner is the 
person having the functions set 
out in s 36 of PPIPA. Their role 
is to resolve privacy complaints, 
protect and enhance privacy rights 
in NSW and ensure NSW public 
sector agencies uphold the privacy 
principles under PPIPA and HRIPA.

Privacy principles refer to the 
Information Protection Principles 
set out in Division 1 of Part 2 of 
PPIPA and the Health Privacy 
Principles set out in Schedule 1 
of HRIPA. The privacy principles 
set out the baseline standards for 
all NSW public sector agencies 
when handling personal and 
health information.

Public sector official is generally 
a person who is employed or 
engaged by a public sector 
agency, or employed in the 
Government Service; see s 3(1) of 
PPIPA and s 4(1) of HRIPA for the 
full definition.

Sensitive personal information 
refers to personal information 
about an individual’s race, 
ethnicity, religion, sexuality, 
political or philosophical beliefs 
or membership of a trade union; 
see s 19(1) of PPIPA.

Staff means all permanent and 
temporary staff, staff seconded 
from another organisation, 
contractors and consultants.

Transport Agencies includes 
Transport for NSW, Roads and 
Maritime Services, Sydney Trains, 
NSW Trains, State Transit Authority, 
RailCorp and WestConnex Delivery 
Authority for the purposes of 
this plan.

Unsolicited information refers to 
personal or health information that 
we receive without having asked 
for it.

Use in the context of the privacy 
principles is when Sydney Trains 
avails itself of personal or health 
information in its control or 
possession and applies that 
information for its own purposes.

http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.4-div.2-sec.36+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.2+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.2+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+sch.1+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+sch.1+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.3+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.3+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+pt.1-sec.4+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.2-div.1-sec.19+0+N?tocnav=y
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3 Introduction

3.1 Introduction to Sydney Trains 
and its privacy context

On 1 July 2013, Sydney Trains 
replaced RailCorp as the provider 
of metropolitan train services for 
Sydney. Intercity services from 
the Sydney CBD that were also 
formerly operated by RailCorp are 
now run by the new agency NSW 
Trains, who also operates regional 
services to destinations around 
NSW and Brisbane, Canberra 
and Melbourne. Regional services 
were previously operated by 
CountryLink. 

Pursuant to s 11 of the Transport 
Administration (General) Regulation 
2013, Sydney Trains has the 
functions of RailCorp under ss 6, 
7, 9, 11 and 11A of the Transport 
Administration Act 1988 (Transport 
Administration Act). They include 
but are not limited to:

• operating railway 
passenger services

• holding, managing, maintaining 
and establishing rail 
infrastructure facilities

• operating other transport services, 
including bus services, whether or 
not in connection with its railway 
services, and 

• acquiring, selling, leasing or 
otherwise disposing of its land.

Sydney Trains is a ‘public sector 
agency’ for the purposes of 
PPIPA and HRIPA, by virtue of the 
definitions of ‘public sector agency’ 
provided in s 3(1) of PPIPA and 
s4(1) of HRIPA. We collect, hold, 
use and disclose personal and 
health information for the purpose 
of carrying out our functions. We 

take the privacy of our customers, 
staff and stakeholders seriously 
and will protect privacy pursuant to 
PPIPA and HRIPA with reference to 
this plan.

PPIPA and HRIPA set out baseline 
privacy standards or ‘privacy 
principles’ which we must comply 
with. PPIPA covers personal 
information other than health 
information, and requires us 
to comply with 12 Information 
Protection Principles (IPPs). 
The IPPs cover the complete 
information life cycle from 
collection through to disposal. 
The IPPs include obligations 
with respect to data security, 
data quality and rights of access 
and amendment to one’s own 
personal information, as well as 
how personal information may 
be collected, used and disclosed. 
There are also specific provisions in 
Part 6 of PPIPA for public registers.

Health information is regulated by 
a different set of principles set out 
in HRIPA. While health information 
is excluded from the definition of 
‘personal information’ in PPIPA, 
it can be viewed as a type of 
personal information that relates 
to information about the physical 
or mental health of an individual or 
information provided or generated 
in the delivery of a health service. 
There are 15 Health Privacy 
Principles (HPPs) with which we 
must comply. Like the IPPs, the 
HPPs cover the entire information 
life cycle, but also include some 
additional principles with respect 
to anonymity, trans-border data 
flows, linkage of health records and 
the use of unique identifiers. This 

http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.3+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+pt.1-sec.4+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.2+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.6+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+sch.1+0+N?tocnav=y
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plan will not discuss the principle 
of anonymity as it is not relevant to 
our functions.

There are exemptions to many of 
the privacy principles and public 
register provisions. Exemptions 
can be found in PPIPA and HRIPA, 
and in regulations, privacy codes 
of practice and public interest 
directions. Where exemptions 
or public register provisions are 
particularly relevant to our work, 
they have been noted in Part 5 of 
this plan. 

3.2 Privacy management across 
the Transport Agencies

On 1 November 2011, Transport for 
NSW (TfNSW) was established 
under the Transport Legislation 
Amendment Act 2011 (NSW) as 
the centrepiece of the reshaped 
Transport Cluster. The Act 
established a new model to ensure 
fully integrated planning and policy 
across all modes of transport and 
to place the customer at the centre 
of everything in Transport.

Under the new operating 
model, TfNSW is responsible for 
strategy, integration, coordination 
and improving the customer 
experience – including planning, 
program administration, policy and 
regulation, procuring transport 
services, infrastructure and 
freight and regional development. 
Transport operators – including 
Roads and Maritime Services, State 
Transit, Sydney Trains and NSW 
Trains – focus on the provision of 
safe, clean, reliable and efficient 
transport services. TfNSW then 
purchases these transport services 
on behalf of the NSW Government 
using performance based contracts. 

Historically, the privacy function 
has been managed completely 
separately by the different agencies 
across Transport. This resulted 
in different levels of service to 
customers and an inconsistent 
approach across agencies. There 
was no strategic management 
across agencies of training, 
education, advisory and compliance 
services; no consistency in forms, 
templates or material provided 
to the public; and multiple 
and confusing entry points for 
customers seeking privacy-related 
services or information.

In 2013, Transport introduced a 
new, more flexible and efficient 
model, to make the most of the 
possibilities and opportunities 
presented by the clustering of the 
Transport Agencies and to provide 
a better service to customers.

Under the new model, teams of 
TfNSW staff are deployed within 
TfNSW, Roads and Maritime 
Services and Sydney Trains. Staff 
deployed to work within these 
agencies report to the agency’s 
nominated Senior Officer (Manager 
– Information & Privacy) on day-to-
day operational matters. The State 
Transit Authority and NSW Trains 
privacy function is performed 
by an officer employed by that 
agency who also performs other 
duties. TfNSW provides strategic 
direction and coordination across 
the agencies.
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Figure 1: Privacy Structure across the Transport Agencies
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The new Transport-wide model 
ensures a better service for 
customers, through:

• providing a customer-service-
focussed single entry point for 
members of the public via the 
Resource and Compliance Unit 
located in TfNSW

• ensuring consistent Privacy 
Management Plans which meet 
legislative requirements

• advocating for better privacy 
practices throughout the 
businesses, and

• ensuring processes, forms and 
templates across the Transport 
Agencies comply with legislative 
requirements and focus on 
the customer.

The new staffing model ensures 
efficiencies of scale are achieved, 
with staff able to be flexibly 
deployed across the agencies in line 
with work requirements.
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3.3 Privacy Officer

The Privacy Officer acts as a 
focal point for all matters related 
to privacy and the handling of 
personal and health information. 

The role of the Privacy Officer is to:

• provide advice to management, 
staff and business partners on 
privacy and the application of 
PPIPA and HRIPA

• provide a first point of contact 
for members of the public for all 
matters related to privacy and the 
handling of personal and health 
information within the organisation

• participate in the development 
of new initiatives within the 
agency that have a potential 
privacy impact

• handle, or refer for attention of 
the appropriate business area 
the handling, of privacy enquiries 
or requests for access to and 
amendment of personal and 
health information

• conduct internal reviews into 
possible breaches of PPIPA 
and HRIPA

• ensure any privacy-related policies 
and procedures are up-to-date 
and available

• ensure appropriate web content is 
available to provide information to 
customers on how the organisation 
handles privacy matters

The Privacy Officer is the person 
who holds the position of Manager 
Information & Privacy.

The Privacy Officer can be 
contacted as follows:

Post:  The Privacy Officer 
 Information & Privacy Unit 
 Sydney Trains 
 PO Box K349 
 Haymarket NSW 1238

Phone:  02 8922 1308

Email:

GIPAInfo@transport.nsw.gov.au

3.4 Principal Manager – 
Information & Privacy

The role of the Principal Manager – 
Information & Privacy is to:

• provide overall vision and 
direction on privacy for the 
Transport Agencies

• manage and provide guidance to 
the Transport Agencies to ensure 
the effective management of 
PPIPA and HRIPA

• develop privacy-related policies 
and procedures for the Transport 
Agencies in close consultation with 
the agencies

• develop and deliver a privacy 
awareness program for the 
Transport Agencies, including 
a program for the Transport 
Executive and business area 
managers on all aspects of PPIPA 
and HRIPA

• build and maintain an effective 
working relationship with the 
Privacy Commissioner

• assist the Transport Agencies in 
providing consistent and high-
quality privacy services
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• monitor performance of the 
Information & Privacy Units 
to identify opportunities and 
implement strategies to improve 
quality of service delivery to 
customers and stakeholders

• ensure the Information & Privacy 
Units across the Transport 
Agencies are adequately resourced

• approve any privacy-related 
materials developed

• monitor compliance with 
PPIPA and HRIPA across the 
Transport Agencies

• monitor data breaches and 
privacy incidents on behalf of the 
Transport Agencies

• identify privacy issues and, in 
close consultation with agency 
line management, implement 
improvements to privacy practices 
across the Transport Agencies, and

• prepare, promote, review, update 
and assist to implement agency 
Privacy Management Plans.

The Principal Manager – Information 
& Privacy can be contacted 
as follows:

Post:  Principal Manager –  
 Information & Privacy 
 Information & Privacy Unit 
 Transport for NSW 
 PO Box K659 
 Haymarket NSW 1240

Phone:  02 8202 3768

Email:  
privacyofficer@transport.nsw.gov.au

3.5 Responsibilities of employees 
and contractors 

All our employees and contractors 
are required to comply with the 
PPIPA and HRIPA, including the 
IPPs and HPPs when handling 
personal and health information 
held by Sydney Trains. Both Acts 
contain criminal offence provisions 
applicable to employees and 
contractors of Sydney Trains 
who misuse personal and health 
information; see Part 6.7 of this plan 
for more details. 

This plan aims to assist Sydney 
Trains’ employees and contractors 
to understand and comply with 
their obligations under both the 
PPIPA and HRIPA. If employees 
and contractors are uncertain as 
to whether certain conduct may 
breach their privacy obligations, 
they should seek the advice of the 
Sydney Trains Privacy Officer. 

Sydney Trains’ employees and 
contractors should identify 
whether any of their new projects 
or programs are likely to raise any 
privacy issues. The Information & 
Privacy Commission has developed 
a checklist to assist employees 
identify when they should consult 
their agency Privacy Officer early 
in a project’s design stage. Please 
utilise the checklist and contact 
the Sydney Trains Privacy Officer if 
need be. The Sydney Trains Privacy 
Officer can assist with assessing the 
privacy impacts of any new project 
or program. 

mailto:privacyofficer@transport.nsw.gov.au
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4 Personal and health information held 
by us

4.1 What is personal information?

Personal information is defined in 
s 4 of PPIPA. In summary, personal 
information is information or an 
opinion that identifies or could 
reasonably identify an individual. 
Common examples of personal 
information can include a person’s 
name, bank account details, 
fingerprints, or a photograph 
or video. It can also include 
information that is recorded (for 
e.g. on paper or contained in a 
database) and also information 
that is not recorded (for e.g. verbal 
conversations). A person’s identity 
may be apparent where neither the 
name nor a photograph is involved, 
but the information about the 
person is such that it could not be 
referring to anyone else.

Exclusions as to what constitutes 
personal information can be found 
at ss 4(3) and 4A of PPIPA. There 
are 13 exclusions to the definition of 
personal information under PPIPA, 
including:

• information about an individual 
who has been dead for more than 
30 years

• information about an individual that 
is contained in a publicly available 
publication, and

• information or an opinion about 
an individual’s suitability for 
appointment or employment as a 
public sector official.

Common examples of information 
falling within the exclusions include 
your own recruitment records, 
referee reports and performance 
appraisals, as well as information 

provided in the White Pages, a 
newspaper or a court judgment 
available on the internet. PPIPA 
also excludes from its sphere of 
operation certain information which 
may be held in connection with 
a number of activities authorised 
under a variety of legislation. 
For more information on these 
exclusions reference should 
be made to ss 4(3) and 4A of 
PPIPA or contact made with the 
Privacy Officer.

4.2 What is health information?

Health information is defined 
in s 6 of HRIPA. Health 
information means:

• personal information that is also 
information or an opinion about:

 – a person’s physical or mental 
health or disability

 – a health service provided, or to be 
provided, to a person

 – a person’s express wishes about 
the future provision of health 
services to themselves

• other personal information 
collected to provide a 
health service

• other personal information 
about an individual collected in 
connection with the donation of an 
individual’s body parts, organs or 
body substances, or

• genetic information that is or 
could be predictive of the health 
of a person or their relatives 
or descendants.

http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.4+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.4+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.4a+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.4+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.4a+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.1-sec.4a+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+pt.1-sec.6+0+N?tocnav=y
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Exclusions as to what constitutes 
health information pursuant to 
HRIPA can be found at s 5(3) of 
HRIPA. There are 15 exclusions to 
the definition of health information 
under HRIPA, which include some 
of the exclusions listed above at 
Part 4.1 of this plan. An example of 
information excluded by HRIPA is 
the results of a pre-employment 
medical check to assess a person’s 
suitability to a job which requires 
the person to drive a train.

HRIPA also excludes from its sphere 
of operation certain information 
which may be held in connection 
with a number of activities 
authorised under a variety of 
legislation. For more information on 
these exclusions, reference should 
be made to s 5 of HRIPA or contact 
made with the Privacy Officer.

4.3 Main kinds of personal and 
health information held by us

Sydney Trains holds a range of 
personal and health information 
in a number of locations and in a 
range of formats. The main kinds 
of personal and health information 
held by Sydney Trains, including a 
high level explanation of how those 
kinds of information are related 
to Sydney Trains’ functions and 
activities, are set out below: 

• Sydney Trains’ Customer Service 
Directorate holds personal 
and health information about 
customers who have been 
involved in incidents, such as falls, 
on Sydney Trains’ property. This 
personal and health information is 
collected by Sydney Trains from 
its customers for the purposes 
of assisting them during and 
after incidents. Sydney Trains’ 
Customer Service Directorate may 
also hold personal information 
about customers who have 
witnessed incidents on Sydney 

Trains’ property and provided 
their accounts of the incidents to 
Sydney Trains.

• Sydney Trains’ Customer Service 
Directorate holds personal 
information about some customers 
who have lost property on 
Sydney Trains’ train carriages and 
other premises.

• Sydney Trains does not routinely 
store individualised health records 
about its staff who are involved in 
rail safety work. Health assessment 
reports are usually received in 
form of certificates of fitness to 
complete rail safety work. Medical 
results or specialist reports are not 
shared with the business from the 
medical provider. Fitness for duty 
reports differ from standard health 
assessment certificates and are 
released with the written consent 
of the employee.

•  Examples of health information 
held by Sydney Trains include:

 – Local business units may keep a 
record of occupational vaccination 
history for WHS purposes and 
to facilitate vaccination for 
employees as appropriate. 

 – Drug and alcohol reports 
that require review by Chief 
Health Officer

 – Health information requested 
only by Chief Health Officer 
relating to complex medical 
case management. This 
information may be requested 
as per the National Standards 
for Assessment of Rail 
Safety Workers.

 – Medical certificates 

 – Fitness for duty reports 
requested under National 
Standard for Assessment of Rail 
Safety Workers

http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+pt.1-sec.5+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+pt.1-sec.5+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+pt.1-sec.5+0+N?tocnav=y
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• Sydney Trains Customer Service 
Directorate holds personal 
information about customers 
who have been issued with 
infringements such as fare evasion. 

• Database Consultants Australia 
(DCA), a contractor to Sydney 
Trains, holds personal information 
about customers who have 
been issued with infringements 
such as fare evasion. DCA is 
contracted to Sydney Trains for 
the purposes of maintaining and 

issuing infringements, such as fare 
evasion, to customers by Sydney 
Trains’ Transport Officers. The 
type of personal information held 
by DCA will include photographs 
of customers’ identification, 
such as a driver’s licence, that 
are taken by Sydney Trains’ 
Transport Officers in the process of 
issuing infringements.
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5 How we manage personal and 
health information

5.1 Introduction

As noted above, there are 12 IPPs 
and 15 HPPs that we must comply 
with when handling personal and 
health information respectively.

We have chosen to simplify the 
discussion of the IPPs and HPPs 
by using plain language and not 
the exact wording of the law. For 
readability purposes, this document 
has condensed the principles 
into the following set of 13 plain 
language principles:

• limiting our collection of personal 
and health information – IPP 1 & 
HPP 1

• how we collect personal and health 
information – the source – IPP 2 & 
HPP 3

• how we collect personal and health 
information – the method and 
content – IPP 4 & HPP 2

• notification when collecting 
personal and health information – 
IPP 3 & HPP 4

• retention and security – IPP 5 & 
HPP 5

• transparency – IPP 6 & HPP 6

• access – IPP 7 & HPP 7

• correction –IPP 8 & HPP 8

• accuracy – IPP 9 & HPP 9

• use – IPP 10 & HPP 10

• disclosure – IPPs 11 & 12 and HPPs 
11 & 14

• identifiers – HPP 12

• linkage of health records – HPP 15

This plan will not discuss HPP 13 
(anonymity) as it is not relevant to 
our functions.

This part of the plan should not 
be treated as a substitute for the 
principles set out in PPIPA and 
HRIPA as it does not cover the 
full complexity of the principles 
and does not cover all exemptions 
or situations. Further, although 
this part of the plan discusses 
exemptions to the privacy 
principles in a general way, different 
exemptions may apply as between 
an IPP and its equivalent HPP. 
If in doubt, staff should always 
check the wording of the privacy 
principles contained within PPIPA 
and HRIPA and seek guidance 
from the Privacy Officer or 
Privacy Commissioner.

This part of the plan relates 
mainly to the way in which 
Sydney Trains handles personal 
and health information collected 
from customers, clients or 
members of the public. It does 
not comprehensively address staff 
records, which are administered 
in accordance with the NSW 
Government Personnel Handbook.

http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.2+0+N?tocnav=y
http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+sch.1+0+N?tocnav=y
http://www.dpc.nsw.gov.au/__data/assets/file/0004/103774/Personnel_Handbook.pdf
http://www.dpc.nsw.gov.au/__data/assets/file/0004/103774/Personnel_Handbook.pdf
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5.2 Information Protection 
Principles and Health 
Privacy Principles

5.2.1 Limiting our collection of personal 
and health information – IPP 1 & 
HPP 1

We will only collect personal and 
health information if:

• it is for a lawful purpose that is 
directly related to one of our 
functions, and

• it is reasonably necessary for us to 
have the information.

We will ensure that the collection 
of personal or health information is 
not prohibited by law. We won’t ask 
for personal or health information 
unless it is directly related to our 
functions or activities (including 
as set out in Schedule 1 of the 
Transport Administration Act and 
summarised in Part 3.1 of this plan) 
and it is reasonably necessary 
for us to perform those functions 
or activities. We will especially 
avoid collecting sensitive personal 
information if we don’t need it; 
see Part 5.2.11 of this plan for an 
explanation of what constitutes 
sensitive personal information.

By limiting our collection of 
personal and health information 
to only what we reasonably need, 
it is much easier to comply with 
our other privacy obligations. 
When requesting personal or 
health information on behalf of 
the agency, we should only ask 
for information that is reasonably 
necessary to the task at hand.

The list in Part 4.3 of this plan 
explains how the main kinds of 
personal and health information 
collected by us are related to our 
functions and activities.

Exemptions

PPIPA and HRIPA contain 
exemptions to the operation of this 
principle. They include:

• unsolicited information

• personal information collected 
before 1 July 2000, and

• health information collected before 
1 September 2004.

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.

5.2.2 How we collect personal and health 
information – the source – IPP 2 & 
HPP 3

We collect personal or health 
information directly from the person 
unless they have authorised otherwise 
or, in the case of health information, it 
would be unreasonable or impractical 
to obtain the information directly 
from the individual.

If we need personal or health 
information about an individual, 
we will ask that individual directly, 
except as follows:

• where a person is under 16 years 
of age, we may instead collect 
personal information from their 
parent or guardian

• where the individual has authorised 
collection of the information from 
someone else, we may collect the 
information from that nominated 
person, and

• where it would be unreasonable 
or impracticable to collect health 
information from an individual, we 
may collect health information from 
another source. The Information & 
Privacy Commission’s Handbook 
to Health Privacy provides some 

http://www.legislation.nsw.gov.au/fragview/inforce/act+109+1988+sch.1+0+N?tocnav=y
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/hripa_health_handbook.pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/hripa_health_handbook.pdf
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examples of when it might be 
unreasonable or impractical 
to collect health information 
directly from the person. Health 
information should be collected in 
accordance with these guidelines.

This principle is designed to 
limit the collection of personal 
information where the individual 
concerned is not aware that such 
a collection is occurring. Such 
secret or undisclosed collections 
prevent individuals exercising their 
rights. By collecting information 
direct from the source, it will 
also be easier for us to comply 
with other privacy obligations 
too, like ensuring the accuracy 
of the information, and obtaining 
consent for any disclosures of 
the information.

Exemptions

PPIPA and HRIPA contain 
exemptions to the operation of this 
principle. They include:

• unsolicited information

• personal information collected 
before 1 July 2000

• health information collected before 
1 September 2004

• personal information used 
for law enforcement or 
investigative purposes

• where another law authorises or 
requires us not to comply with 
this principle

• where non-compliance is 
otherwise permitted, implied or 
contemplated, and

• in the case of personal information, 
where compliance would 
disadvantage the individual.

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.

5.2.3 How we collect personal and health 
information – the method and 
content – IPP 4 & HPP 2

When collecting information from an 
individual, we will:

• not collect excessive personal or 
health information

• not collect personal or health 
information in an unreasonably 
intrusive manner, and

• ensure that personal and health 
information collected is relevant, 
accurate, up-to-date and complete

We collect personal and health 
information in a variety of ways, 
including in writing, by email, 
through our website, over the 
phone, by fax, or in person; see 
Part 4.3 of this plan for further 
details. We will take reasonable 
steps to ensure that information 
we collect from an individual is not 
unreasonably intrusive or excessive, 
and is relevant, accurate, up-to-
date and complete.

To determine what might be 
reasonable steps, we will consider:

• the purpose for which the 
information was collected

• the sensitivity of the information

• how many people will have access 
to the information

• the importance of accuracy to the 
proposed use

• the potential effects for the 
individual concerned if the 
information is inaccurate, out-of-
date or irrelevant

• the opportunities to subsequently 
correct the information, and

• the ease with which agencies can 
check the information.
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Exemptions

PPIPA and HRIPA contain 
exemptions to the operation of this 
principle. They include:

• unsolicited information

• personal information collected 
before 1 July 2000, and

• health information collected before 
1 September 2004.

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.

5.2.4 Notification when collecting 
personal and health information – 
IPP 3 & HPP 4

When collecting personal or health 
information from an individual, we 
will take reasonable steps to tell 
the person:

• the fact that the information is 
being collected

• what it will be used for

• what other parties (if any) routinely 
receive this type of information 
from us

• whether the collection is required 
by law (and if so, which law) or 
is voluntary

• what the consequences will be for 
the person if they do not provide 
the information to us

• that they have a right to access and/
or correct their personal and health 
information held by us, and

• the name and contact details of 
the agency collecting and holding 
the information.

When collecting health information 
about an individual from a third party, 
we take reasonable steps to ensure 
the individual is generally aware of 
the notification matters above.

Individuals providing their personal 
and health information to us have a 
right to know how the information 
they provide us will be used and 
disclosed. Notification allows 
a person to make an informed 
decision about whether they want 
to give their personal or health 
information to us. Notification is 
not required if the information is 
not collected directly from the 
individual, except in the case of 
health information. In the case 
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of health information, we are 
obliged to take reasonable steps to 
ensure the individual is generally 
aware of the notification matters 
unless we are exempt because of 
circumstances described in the 
Information & Privacy Commission’s 
Statutory Guidelines on the 
Collection of Health Information 
from a Third Party.

Notification is usually provided 
to individuals through a ‘privacy 
notice’ at the initial time of 
collection or as soon as we can 
afterwards. Privacy notices can 
be in writing or verbal. Generally, 
privacy notices are included 
on an application form used to 
collect information, or in the case 
of inbound calls to call centres, a 
recorded message or verbal notice.

An example template privacy 
notice – for applications under the 
Government Information (Public 
Access) Act 2009 (NSW) (GIPAA) 
– is attached in Annexure A to this 
plan. This template can be used as 
a guide to the types of matters to 
address in a privacy notice for any 
Sydney Trains project, program or 
process in which personal or health 
information is collected. Any new 
project, program or process which 
might collect personal or health 
information should be reviewed 
by the Privacy Officer to ensure 
an adequate privacy notice has 
been prepared.

If we collect personal or health 
information from a non-English 
speaking background individual, 
the Community Language Privacy 
Notice should be used. The 
Information & Privacy Commission’s 
Best Practice Guide Privacy and 
People with Decision-making 
Disabilities explains how to notify 
a person who has limited capacity 
to understand.

Exemptions

PPIPA and HRIPA and the 
Information & Privacy Commission’s 
Statutory Guidelines on the 
Collection of Health Information 
from a Third Party contain 
exemptions to the operation of this 
principle. They include:

• unsolicited information

• personal information collected 
before 1 July 2000

• health information collected before 
1 September 2004

• the individual concerned has 
expressly consented to the 
non-compliance

• some law enforcement and 
investigative purposes

• where another law authorises or 
requires us not to comply

• where non-compliance is otherwise 
permitted, implied or contemplated

• where compliance would 
disadvantage the individual, and

• where notification in relation 
to health information would be 
unreasonable or impracticable.

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.

http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/statutory_guidelines_health_info_collection_third_parties.pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/statutory_guidelines_health_info_collection_third_parties.pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/statutory_guidelines_health_info_collection_third_parties.pdf
http://www.ipc.nsw.gov.au/privacy/ipc_resources/translations/privacy_communitylanguage.html
http://www.ipc.nsw.gov.au/privacy/ipc_resources/translations/privacy_communitylanguage.html
http://www.lawlink.nsw.gov.au/Lawlink/privacynsw/ll_pnsw.nsf/vwFiles/bpg_disability_2004_updated_2005.pdf/$file/bpg_disability_2004_updated_2005.pdf
http://www.lawlink.nsw.gov.au/Lawlink/privacynsw/ll_pnsw.nsf/vwFiles/bpg_disability_2004_updated_2005.pdf/$file/bpg_disability_2004_updated_2005.pdf
http://www.lawlink.nsw.gov.au/Lawlink/privacynsw/ll_pnsw.nsf/vwFiles/bpg_disability_2004_updated_2005.pdf/$file/bpg_disability_2004_updated_2005.pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/statutory_guidelines_health_info_collection_third_parties.pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/statutory_guidelines_health_info_collection_third_parties.pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/statutory_guidelines_health_info_collection_third_parties.pdf
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5.2.5 Retention and security – IPP 5 & 
HPP 5

We will take reasonable security 
safeguards to protect personal 
and health information from 
loss, unauthorised access, use, 
modification or disclosure, and 
against all other misuse. We 
will ensure personal and health 
information is stored securely, not 
kept longer than necessary, and 
disposed of appropriately.

Where it is necessary for personal or 
health information to be transferred 
to a person in connection with the 
provision of a service to us, we will 
take steps to prevent unauthorised 
use and disclosure of that information.

Information security is fundamental 
to information privacy. Security 
measures include technical, physical 
and administrative actions.

Sydney Trains IT systems are 
designed to ensure that only 
authorised users can access them. 
Access controls are also employed 
to give access to information 
required for the user’s particular 
role and functions.

The use of strong passwords by 
staff is enforced when using work 
computers, portable devices and 
email communications. Security 
software has been deployed 
across all network components, 
including the servers and network 
gateways. Security considerations 
are also taken into account in 
arrangements for data transmission 
(including encryption and password 
protection where appropriate), 
backup and storage.

Physical security is an important 
part of ensuring information is 
not inappropriately accessed. Our 
staff have access to secure storage 

spaces near their workstations to 
secure documents and devices 
which may contain personal 
or health information. Sydney 
Trains requires its staff not to 
leave information and documents 
containing personal and health 
information on open desks but 
to ensure such information is 
stored securely.

Keeping information for only as 
long as necessary is an effective 
way of reducing the risk that it may 
be mishandled. We follow best 
practice in records management for 
both electronic and paper records, 
and apply retention periods and 
disposal schedules in accordance 
with the State Records Act 1998 
(NSW) (State Records Act). When 
no longer required, we destroy 
personal and health information in a 
secure manner as appropriate.

Where it is necessary for personal 
or health information to be 
transferred to a third party provider 
for the purposes of providing us 
with a service, we develop and 
execute contract terms that would 
prevent them from unauthorised 
use or disclosure of personal or 
health information that we hold.

Exemptions

There are no direct exemptions to 
the operation of this principle in 
regards to personal information 
under PPIPA. HRIPA, however, 
includes the following exemptions:

• where another law authorises or 
requires us not to comply, and

• where non-compliance is permitted 
under law.

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.

http://www.legislation.nsw.gov.au/maintop/view/inforce/act+17+1998+cd+0+N
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5.2.6 Transparency – IPP 6 & HPP 6

We will enable anyone to know, on 
request to the Privacy Officer:

• whether we are likely to hold their 
personal and health information

• the nature of the personal and 
health information

• the main purposes for which we 
use their personal and health 
information, and

• their entitlement to access their 
personal and health information.

We have a broad obligation to 
the community to be open about 
how we handle personal and 
health information. This is different 
to collection notification, which 
is more specific, and generally 
given at or before the time of 
collecting information.

The development and publication 
of this plan promotes accountability 
and increases the transparency 
of our information handling 
practices. The plan sets out the 
types of personal and health 
information we hold and explains 
our privacy obligations under 
the law, including the purposes 
for which we use the information 
and an individual’s entitlement 
to access their information. Such 
a plan encourages openness 
and a proactive approach to 
privacy compliance.

This plan will be easily accessible 
on our website and available to 
download and print. For more 
information on our privacy 
practices, Sydney Trains staff and 
members of the public can contact 
the Privacy Officer.

If a person wishes to know whether 
we hold personal or health 
information relating to that person, 

they should contact the Privacy 
Officer. If we do hold personal or 
health information relating to a 
person, the Privacy Officer can also 
let that person know the nature of 
that information, the main purposes 
for which the information is used, 
and the person’s right of access to 
that information.

Exemptions

PPIPA and HRIPA contain 
exemptions to the operation of this 
principle. They include:

• if another law authorises or 
requires us not to comply

• where non-compliance is 
otherwise permitted, implied or 
contemplated, and

• where the provisions of GIPAA 
impose conditions or limitations 
(however expressed).

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.

5.2.7 Access – IPP 7 & HPP 7

We will allow people to access their 
personal and health information 
without excessive delay or expense. 
We will only refuse access where 
authorised by law, and we will provide 
written reasons, if requested.

Providing an individual access 
to their own information gives 
them the opportunity to find out 
what information we hold about 
them. We will let customers, 
staff and other individuals see 
their own personal and health 
information in accordance with 
PPIPA and HRIPA, in many cases 
at no cost and through an informal 
request process.
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We may at our discretion charge 
people for access to their health 
information provided that those 
charges are not excessive (i.e. they 
should be limited to recovery of 
our reasonable costs). We will not 
impose charges for the making of 
the access request but only for 
the provision of access. Where we 
decide to impose charges, we will 
seek the individual’s agreement 
to those charges before providing 
access. Access to personal 
information under PPIPA is free 
of charge.

In relation to personnel records, 
access will depend on the file 
type. Any information pertaining 
to an individual’s suitability for 
appointment of employment 
as a public sector official is not 
covered by PPIPA or HRIPA. Files 
about disciplinary matters and 
grievances are confidential and 
access is generally provided only 
to the staff member to whom the 
file relates. Establishment files, 
which hold information about the 
establishment of positions, may be 
viewed by staff at the discretion of 
a Human Resources staff member. 
Generally, staff may inspect files 
under supervision and will also be 
able to take photocopies of material 
on their file.

The Information & Privacy 
Commission’s Best Practice Guide 
Privacy and People with Decision-
making Disabilities explains how to 
provide access to information held 
about a person who has limited or 
no capacity.

For more information on how to 
request access to personal or 
health information from TfNSW, see 
Part 7 of this plan.

Exemptions

PPIPA and HRIPA contain 
exemptions to the operation of this 
principle. They include:

• Some health information collected 
before 1 September 2004

• where another law authorises or 
requires us not to comply

• where non-compliance is 
otherwise permitted, implied or 
contemplated, and

• the provisions of GIPAA that 
impose conditions or limitations 
(however expressed).

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.

5.2.8 Alteration – IPP 8 & HPP 8

We will allow people to update or 
amend their personal and health 
information, to ensure it is accurate, 
relevant, up-to-date, complete and 
not misleading. Where practicable, 
we will notify any other recipients of 
any changes.

Providing individuals with 
access to and correction of their 
information ensures individuals 
have control over their information 
by providing an opportunity to 
correct inaccurate, irrelevant 
and out-of-date information. We 
actively encourage people to help 
us keep any information we hold 
about them accurate, up-to-date 
and complete by contacting us 
with updated information. In some 
cases, you may be able to amend 
your own personal information by 
accessing an online account (for 
e.g. your Opal Account or MyPay 
account).

http://www.lawlink.nsw.gov.au/Lawlink/privacynsw/ll_pnsw.nsf/vwFiles/bpg_disability_2004_updated_2005.pdf/$file/bpg_disability_2004_updated_2005.pdf
http://www.lawlink.nsw.gov.au/Lawlink/privacynsw/ll_pnsw.nsf/vwFiles/bpg_disability_2004_updated_2005.pdf/$file/bpg_disability_2004_updated_2005.pdf
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Once a request has been made 
to amend information, we must 
determine whether or not the 
personal or health information 
at issue is accurate, relevant, 
up-to-date, complete and not 
misleading. If the answer is ‘no’ 
then we must make appropriate 
amendments – whether by way of 
corrections, deletions or additions. 
When amending the information 
we will have regard to the 
purpose for which the information 
was collected.

If the answer is ‘yes’ to the above 
question and the individual still 
insists on an amendment, we can 
decline to do so, but must allow the 
person to add a statement about 
the requested changes to our 
records. An example of a situation 
where it would be appropriate 
to attach a statement, instead of 
amending the information, would 
be a disputed medical diagnosis 
or an opinion about whether a 
person’s political or social views 
are correct.

Where practicable, we will 
also notify recipients of any 
amendments. We will consider the 
following factors when determining 
what is practicable:

• who the recipients of the 
information are

• the purpose for which the 
information was collected

• the sensitivity of the information

• the number of people who will 
have access to the information

• the importance of accuracy of 
the information

• the potential effects to the 
individual concerned if the 
information is inaccurate, out-of-
date or irrelevant

• the ease of notifying recipients, and

• the costs of notifying recipients.

Requests for changes to personnel 
records will be processed by 
HR and in accordance with 
relevant policies.

If there is any doubt about whether 
a request for amendment of 
personal or health information 
is from the individual to whom 
the information relates (or their 
authorised representative), or 
if there is doubt about such a 
request, the request should be 
referred to the Privacy Officer.

For more information on how 
individuals may request an 
amendment of their personal or 
health information, see Part 7 of 
this plan.

Exemptions

PPIPA and HRIPA contain 
exemptions to the operation of this 
principle. They include:

• some health information collected 
before 1 September 2004

• if another law authorises or 
requires us not to comply

• where non-compliance is 
otherwise permitted, implied or 
contemplated, and

• the provisions of GIPAA that 
impose conditions or limitations 
(however expressed).

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.
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5.2.9 Accuracy – IPP 9 & HPP 9

Before using personal or health 
information, we will take reasonable 
steps to ensure that the information 
is relevant, accurate, up-to-date, 
complete, and not misleading.

We will take reasonable steps 
to ensure that personal and 
health information is still relevant 
and accurate before we use it. 
We ensure that information is 
recorded in a consistent format and 
attempt to confirm the accuracy 
of information collected from 
a third party or a public source 
where practicable. We will not use 
personal or health information that 
we know is based on misleading or 
erroneous information.

We only need to take reasonable 
steps to check the information – 
although more steps will be needed 
if the use may disadvantage the 
person; for example, where the 
law enforcement exemption may 
apply. What might be considered 
‘reasonable steps’ will depend 
upon the circumstances, but some 
factors to take into account are:

• the context in which the 
information was obtained

• the purpose for which we collected 
the information

• the purpose for which we now 
want to use the information

• the sensitivity of the information

• the number of people who will 
have access to the information

• the potential effects for the person 
if the information is inaccurate 
or irrelevant

• any opportunities we’ve already 
given the person to correct 
inaccuracies, and

• the effort and cost involved in 
checking the information.

Exemptions

There are no direct exemptions to 
the operation of this principle under 
PPIPA and HRIPA.

5.2.10 Use – IPP 10 & HPP 10

We may use personal and health 
information for:

• the primary purpose for which it 
was collected

• a directly related 
secondary purpose

• another purpose where it is 
reasonably necessary to prevent or 
lessen a serious and imminent threat 
to life or health, or

• another purpose for which the 
person has consented.

As a general principle, Sydney 
Trains uses personal and health 
information that it collects for the 
purpose for which it was collected. 
The relevant purpose should have 
been set out in a privacy notice; see 
6.2.4 of this plan.

A directly related secondary 
purpose is a purpose that is very 
closely related to the purpose for 
collection and would be the type 
of purpose that people would quite 
reasonably expect their information 
to be used for. Examples of uses 
that are directly related to each 
other include quality assurance 
activities such as monitoring, 
evaluating and auditing.

Further to the circumstances 
set out above, we may also use 
health information to lessen or 
prevent a serious threat to public 
health or safety; management of 
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health services; training; research 
purposes; finding a missing person; 
for law enforcement purposes and 
in respect of suspected unlawful 
activity, unsatisfactory professional 
conduct or breach of discipline.

The Information & Privacy 
Commission’s Best Practice Guide 
Privacy and People with Decision-
making Disabilities explains how 
to seek consent for a secondary 
use or disclosure of personal 
information from a person who 
has limited or no capacity. The 
Information & Privacy Commission’s 
Statutory Guidelines on Research 
and Statutory Guidelines on Training 
explain how health information can 
be used or disclosed for research 
and training purposes.

Exemptions

PPIPA and HRIPA contain 
exemptions to the operation of this 
principle. They include:

• law enforcement and 
investigative purposes

• where another law authorises or 
requires us not to comply

• where non-compliance is otherwise 
permitted, implied or contemplated

• in the case of health information, to 
lessen or prevent a serious threat 
to public health or public safety

• some research purposes

• in the case of health information, 
finding a missing person, and

• information sent to other agencies 
under the administration of the 
same Minister or Premier for the 
purposes of informing the Minister 
or Premier.

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.

5.2.11 Disclosure – IPPs 11 & 12 and 
HPPs 11 & 14

We may disclose personal 
information if:

• the disclosure is directly related 
to the purpose for which the 
information was collected, and we 
have no reason to believe that the 
individual concerned would object 
to the disclosure

• the individual has been made aware 
in accordance with a privacy notice 
under s 10 of PPIPA that information 
of the kind in question is usually 
disclosed to the recipient, or

• we reasonably believe that the 
disclosure is necessary to prevent 
or lessen a serious and imminent 
threat to life or health.

Higher protections are afforded to 
sensitive personal information. We 
can generally only disclose sensitive 
personal information when the person 
has consented to the disclosure or 
when it is necessary to prevent a 
serious and imminent threat to life 
or health.

We can generally disclose health 
information when the person has 
consented to the disclosure; the 
disclosure is directly related to the 
purpose for which it was collected 
and the individual would reasonably 
expect us to disclose the information 
for that purpose; or the disclosure 
is necessary to prevent or lessen a 
serious and imminent threat to life, 
health or safety.

Most disclosures by Sydney Trains 
in the course of performing its 
functions will not only be related to 
the primary purpose and within the 
individual’s expectations but also 
explained in a privacy notice.

http://www.lawlink.nsw.gov.au/Lawlink/privacynsw/ll_pnsw.nsf/vwFiles/bpg_disability_2004_updated_2005.pdf/$file/bpg_disability_2004_updated_2005.pdf
http://www.lawlink.nsw.gov.au/Lawlink/privacynsw/ll_pnsw.nsf/vwFiles/bpg_disability_2004_updated_2005.pdf/$file/bpg_disability_2004_updated_2005.pdf
http://www.lawlink.nsw.gov.au/lawlink/privacynsw/ll_pnsw.nsf/vwFiles/PNSW - Statutory Guidelines on Research (II) .pdf/$file/PNSW - Statutory Guidelines on Research (II) .pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/statutory_guidelines_training.pdf
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In the event that we want to 
disclose information that is not 
covered by the exemptions, an 
individual can give us consent to 
disclose their personal or health 
information for a secondary 
purpose. HRIPA allows an 
‘authorised person’ to consent on 
behalf of the individual concerned.

Disclosure of personal information 
for any other purpose needs to 
be tested against the exemptions 
outlined below. Disclosures of 
health information should be tested 
against the exemptions outlined 
in Schedule 1 of HRIPA. Before 
disclosing personal or health 
information for any other purpose, 
staff should check with the Privacy 
Officer. Requests for personal or 
health information from outside 
bodies, including from government 
agencies, should be referred to the 
Privacy Officer to assess whether 
an exemption applies.

The Information & Privacy 
Commission’s Best Practice Guide 
Privacy and People with Decision-
making Disabilities explains how 
to seek consent for a secondary 
use or disclosure of personal 
information from a person who 
has limited or no capacity. The 
Information & Privacy Commission’s 
Statutory Guidelines on Research 
and Statutory Guidelines on Training 
explain how health information can 
be used or disclosed for research 
and training purposes.

Exemptions

PPIPA and HRIPA contain 
exemptions to the operation of this 
principle. They include:

• the individual concerned has 
consented to the use for a 
secondary purpose

• law enforcement and 
investigative purposes

• when it is authorised or required by 
a subpoena, warrant or statutory 
notice to produce

• if another law authorises or 
requires us not to comply

• where non-compliance is otherwise 
permitted, implied or contemplated

• in the case of health information, to 
lessen or prevent a serious threat 
to public health or public safety

• some research purposes

• in the case of health information, 
compassionate reasons

• finding a missing person, and

• information sent to other agencies 
under the administration of the 
same Minister or Premier for the 
purposes of informing the Minister 
or Premier.

Trans-border disclosure of 
health information

We can only transfer health 
information outside NSW if one of 
the following applies:

• the individual concerned 
has consented

• if it is necessary for a contract 
with (or in the interests of) the 
person concerned

• if it will benefit the person 
concerned and it is impracticable 
to obtain their consent but we 
believe the person would be likely 
to give their consent

• we reasonably believe that the 
recipient of the information is 
subject to a law or binding scheme 
equivalent to the HPPs

• we have bound the recipient by 
contract to privacy obligations 
equivalent to the HPPs, or

• if it is permitted or required by 
legislation or any other law.

http://www.legislation.nsw.gov.au/fragview/inforce/act+71+2002+sch.1+0+N?tocnav=y
http://www.lawlink.nsw.gov.au/Lawlink/privacynsw/ll_pnsw.nsf/vwFiles/bpg_disability_2004_updated_2005.pdf/$file/bpg_disability_2004_updated_2005.pdf
http://www.lawlink.nsw.gov.au/Lawlink/privacynsw/ll_pnsw.nsf/vwFiles/bpg_disability_2004_updated_2005.pdf/$file/bpg_disability_2004_updated_2005.pdf
http://www.lawlink.nsw.gov.au/lawlink/privacynsw/ll_pnsw.nsf/vwFiles/PNSW - Statutory Guidelines on Research (II) .pdf/$file/PNSW - Statutory Guidelines on Research (II) .pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/statutory_guidelines_training.pdf
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We can, however, disclose health 
information (whether within or 
outside NSW) to prevent a serious 
and imminent threat to life, health 
or safety of an individual or a 
serious threat to public health 
or safety.

Trans-border disclosure of 
personal information

We must not disclose personal 
information to any person or body 
in a jurisdiction outside NSW or to a 
Commonwealth agency unless:

• a relevant privacy law that applies 
to personal information concerned 
is in force in that jurisdiction, or

• the disclosure is permitted under a 
privacy code of practice.

These restrictions, however, 
are dependent on the Privacy 
Commissioner preparing a 
code which relates to the trans-
border disclosure of personal 
information. At the time of this 
plan’s publication, a code had not 
been prepared. As such, these 
restrictions have not commenced.

5.2.12 Identifiers – HPP 12

We will only identify individuals 
by using unique identifiers if it is 
reasonably necessary for us to carry 
out our functions.

We will ensure that we only assign 
unique identifiers to individuals in 
relation to their health information 
if it is reasonably necessary for 
us to carry out our functions 
efficiently. Such functions are set 
out in Schedule 1 of the Transport 
Administration Act and summarised 
in Part 3.1 of this plan.

Identifiers are used to uniquely 
identify an individual and their 
health records. An identifier does 
not need to use a person’s name 
as they are designed to be unique 
to a specific individual (for e.g. a 
customer number, unique patient 
number, tax file number or driver’s 
license number). Identifiers will be 
perceived as health information and 
subject to HRIPA.

Exemptions

There are no direct exemptions to 
the operation of this principle.

5.2.13 Linkage of Health Records – HPP 15

We only use health records linkage 
systems if an individual has provided 
or expressed their consent, unless the 
linkage is for research purposes and 
has been approved in accordance 
with statutory guidelines.

We will only use health records 
linkage systems when individuals 
have expressly consented to their 
information being included on such 
a system, or for research purposes 
which have been approved by 
an Ethics Committee and in 
accordance with the Statutory 
Guidelines on Research.

Exemptions

HRIPA contains exemptions to 
the operation of this principle. 
They include:

• health information collected before 
1 September 2004

• where another law authorises or 
requires us not to comply, and

• where non-compliance is otherwise 
permitted, implied or contemplated

http://www.legislation.nsw.gov.au/fragview/inforce/act+109+1988+sch.1+0+N?tocnav=y
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/privacy_statutory_guidelines_research.pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/privacy_statutory_guidelines_research.pdf


Sydney Trains Privacy Management Plan – July 2014 28

Before staff rely on an exemption, 
they should check with the 
Privacy Officer.

5.3 Privacy codes of practice

PPIPA and HRIPA permit the 
development of privacy codes of 
practice by an agency which may 
modify the application of an IPP, 
HPP or public register provision. A 
code may exempt an agency from 
the requirement to comply with 
any or all of the privacy principles, 
or specify the manner in which 
the privacy principles are to be 
applied or followed by an agency in 
certain circumstances.

At the time of this plan’s 
publication, a privacy code of 
practice or health privacy code of 
pratice has not been developed by 
and approved for Sydney Trains.

5.4 Directions by the 
Privacy Commissioner

PPIPA and HRIPA allow the 
Privacy Commissioner to make 
directions that exempt agencies 
from complying with an IPP, HPP, 
privacy code of practice or health 
privacy code of practice. Directions 
could also be given to modify the 
application of an IPP, HPP, privacy 
code of practice or health privacy 
code of practice.

A factsheet has been developed to 
summarise the current Directions 
relevant to us and its impact 
on our handling of personal or 
health information.

5.5 Memoranda of Understanding

Sydney Trains has a Memorandum 
of Understanding (MOU) with 
the NSW Police Force for access 
to Sydney Trains information. 
This MOU provides a degree 
of assurance that information 
obtained from Sydney Trains is 
accessed, stored, maintained and 
disclosed for an agreed purpose 
within the terms of the agreement.

A factsheet has been developed 
to summarise the current MOUs 
applicable to us and its impact 
on our handling of personal or 
health information.
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5.6 Public registers

Part 6 of PPIPA prescribes special 
rules for personal and health 
information held on public registers, 
which is a register of personal 
or health information that is 
required by law to be, or is made, 
publicly available or open to public 
inspection, whether or not on 
payment of a fee.

Such rules regulate when we 
can disclose personal or health 
information contained in a public 
register, and when an individual 
can ask for their personal or health 
information to be suppressed from 
a public register.

We do not maintain any public 
registers for the purposes of PPIPA 
or HRIPA.

5.7 Offences

Both PPIPA and HRIPA contain 
criminal offence provisions 
applicable to public sector officials 
and persons who misuse personal 
and health information.

A table has been provided below 
for ease of reference.

Offence Maximum 
penalty

Legislative 
provision 

It is a criminal offence for a public sector official 
to corruptly disclose and use personal or health 
information.

Fine of up to 100 
penalty units 
($11,000) or 
imprisonment for 
two years, or both.

s 62 of PPIPA and 
s 68 of HRIPA.

It is a criminal offence for a person to offer to 
supply personal or health information that has 
been disclosed unlawfully.

Fine of up to 100 
penalty units 
($11,000) or 
imprisonment for 
two years, or both. 

s 63 of PPIPA and 
s 69 of HRIPA.

It is a criminal offence for a person – by threat, 
intimidation or misrepresentation – to persuade 
or attempt to persuade an individual:

• to refrain from making or pursuing a request to 
access health information, a complaint to the 
Privacy Commissioner or the NSW Civil and 
Administrative Tribunal, or an application for an 
internal review; or

• to withdraw such a request, complaint or 
application. 

Fine of up to 100 
penalty units 
($11,000).

s 70(1) of HRIPA.

A person must not – by threat, intimidation or 
misrepresentation – require another person to 
give consent under HRIPA, or require a person to 
do, without consent, an act for which consent is 
required.

Fine of up to 100 
penalty units 
($11,000).

s 70(2) of HRIPA. 

http://www.legislation.nsw.gov.au/fragview/inforce/act+133+1998+pt.6+0+N?tocnav=y
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Offence Maximum 
penalty

Legislative 
provision 

It is a criminal offence for a person to:

• wilfully obstruct, hinder or resist the Privacy 
Commissioner or a member of the staff of the 
Privacy Commissioner

• refuse or wilfully fail to comply with any lawful 
requirement of the Privacy Commissioner 
or a member of the staff of the Privacy 
Commissioner, or 

• wilfully make any false statement to or 
mislead, or attempt to mislead, the Privacy 
Commissioner or a member of the staff of the 
Privacy Commissioner

• in the exercise of their functions under PPIPA 
or any other Act. 

Fine of up to 10 
penalty units ($1100).

s 68(1) of PPIPA.

5.8 Effect of GIPAA on the 
release of personal and 
health information

PPIPA and HRIPA do not affect 
the operation of our obligations in 
relation to access to government 
information including personal and 
health information under GIPAA. 
As such, we may release your 
personal and health information to 
third parties under GIPAA despite 
the restrictions on the disclosure of 
personal information under PPIPA 
and HRIPA.

Under GIPAA, your personal and 
health information would not 
generally be disclosed to a third 
party unless there are public 
interest considerations in favour of 
disclosure that are not outweighed 
by the need to preserve the privacy 
of that information. In deciding 
whether to disclose your personal 
information to a person applying 
for access to that information, we 
may consult with you and take 
into account any objections you 
may have to the release of the 
information. If we decide to release 
the information anyway, we will tell 
you of our decision and your right 
to have it reviewed, and will not 
release the information while you 
still have the right to seek review.

For more information on 
GIPAA, please contact 
the Information Officer at 
information@transport.nsw.gov.au
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6 Privacy and other legislation relating to 
personal and health information

6.1 Privacy legislation

• Privacy and Personal Information 
Protection Act 1998 (NSW) (PPIPA)

• Health Records and Information 
Privacy Act 2002 (NSW) (HRIPA)

• Privacy and Personal Information 
Protection Regulation 2005 (NSW)

• Health Records and Information 
Privacy Regulation 2012 (NSW)

• Privacy Codes of Practice, 
Directions and Statutory Guidelines 
made under PPIPA and HRIPA

6.2 Other relevant legislation

Other legislation that may also 
affect the application of the privacy 
principles to Sydney Trains includes, 
but is not limited to, the following:

• Transport Administration Act 1988 
(NSW)

• Passenger Transport Act 1990 
(NSW)

• Criminal Records Act 1991 (NSW)

• Government Information (Public 
Access) Act 2009 (NSW)

• State Records Act 1998 (NSW)

• Workplace Surveillance Act 2005 
(NSW)

• Surveillance Devices Act 2007 
(NSW)

• Ombudsman Act 1974 (NSW)

• Public Interest Disclosures Act 1994 
(NSW)

• Telecommunications (Interception 
and Access) Act 1979 (Cth)

•  Workers Compensation Act 1987 
(NSW)

• Workers Compensation and 
Workplace Injury Management Act 
1998 (NSW)
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7 How to access and amend personal and 
health information held by us

7.1 Request to access and amend

We encourage you to contact 
the member of staff or unit 
holding your information if you 
wish to request access to and/or 
amendment of your own personal 
or health information. In some 
cases, you may be able to access 
and amend your own personal 
information by accessing an online 
account (for e.g. your Opal Account 
or MyPay account).

If you do not know which unit to 
contact regarding your request 
or your request has been denied, 
you may request access to and/
or alteration of your personal or 
health information from the TfNSW 
Information & Privacy Unit by email 
or post. To improve services to 
our customers, TfNSW centrally 
processes all requests made to the 
Transport Agencies and should be 
sent to:

Email: privacy@transport.nsw.gov.au

Mail:  The Privacy Officer 
 Transport for NSW 
 PO Box K659 
 Haymarket NSW 1240

The Transport Agency nominated 
on your application will make 
the decision on your request 
and will liaise with you about 
your application. TfNSW will 
acknowledge your request within 
5 working days and the Transport 
Agency responsible for the 
request will aim to respond within 
20 working days. Contact will 
be made to advise how long the 
request is likely to take, particularly 
if it may take longer than expected.

Your request should:

• include your name and contact 
details (postal address, telephone 
number and email address if 
applicable)

• state whether you are making the 
application under PPIPA (personal 
information) or HRIPA (health 
information)

• explain what personal or health 
information you want to access or 
amend, and

• explain how you want to access or 
amend it.

Application forms have been 
developed to assist you with your 
request. A copy of the application 
forms can be found at Annexure 
B and Annexure C to this plan. 
The application forms can also be 
found on our website. Although 
we encourage the use of such 
forms it is not compulsory for you 
to use them. The forms have been 
designed for your convenience only.

If Sydney Trains staff want to 
access and/or amend their 
personnel file, a request may 
be made to Transport Shared 
Services. Please contact HR 
Advisory on 1800 618 445 or at 
tfnswhr@transport.nsw.gov.au for 
more details.

mailto:privacy@transport.nsw.gov.au
mailto:tfnswhr@transport.nsw.gov.au
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8 Privacy complaints and internal reviews

A person who wishes to make a 
complaint in relation to privacy may 
do any of the following:

• make an informal complaint by 
contacting the Privacy Officer 
or using the general complaint 
process by contacting 131 500 
or filling out a form on the 
TfNSW website

• make a complaint with the Privacy 
Commissioner, or

• make a formal complaint by 
applying for an internal review 
of conduct.

8.1 How to make an 
informal complaint

We encourage people to try to 
resolve privacy concerns with us 
informally or at least contact the 
Privacy Officer to discuss the issue, 
before lodging an application for 
internal review.

Alternatively, you can use our 
general complaint process 
available by contacting 131 500 or 
filling out a form on the Sydney 
Trains website.

8.2 How to make a complaint with 
the Privacy Commissioner

You may make a privacy 
complaint directly to the Privacy 
Commissioner if you believe that we 
have breached an IPP, HPP, privacy 
code of practice or health privacy 
code of practice that applies to us.

For more information on how the 
Privacy Commissioner handles 
privacy complaints received 
from members of the public, 
please refer to the Information & 
Privacy Commission’s Protocol 
for Handling Privacy Complaints. 
Complaints directed to the 
Privacy Commissioner can only 
result in conciliated outcomes, 
whereas internal reviews (which 
are explained below) can lead to a 
binding determination by the NSW 
Civil and Administrative Tribunal 
(Tribunal), including an award of up 
to $40,000.

The Privacy Commissioner can be 
contacted as follows:

Office:  Information &  
 Privacy Commission 
 Level 11,  
 1 Castlereagh Street 
 Sydney NSW 2000

Post:  GPO Box 7011 
 Sydney NSW 2001

Phone:  1800 472 679

Fax:  02 8114 3756

Email:  ipcinfo@ipc.nsw.gov.au

8.3 How to apply for an internal 
review of conduct

A person who is aggrieved by the 
conduct of Sydney Trains in relation 
to personal or health information is 
entitled to an internal review of that 
conduct by us. An internal review is 
the process by which we manage 
formal, written privacy complaints.

http://www.transportnsw.info/en/contact-us/Feedback_Complaint.page?
http://www.transportnsw.info/en/contact-us/feedback/index.page?
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/guide_privacy_complaints_protocol.pdf
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/pdf/guide_privacy_complaints_protocol.pdf
mailto:ipcinfo@ipc.nsw.gov.au
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To improve services, TfNSW 
centrally processes all requests 
for internal reviews made to the 
Transport Agencies. You may apply 
in writing for an internal review by 
sending your request to the TfNSW 
Information & Privacy Unit by email 
or post:

Email: privacy@transport.nsw.gov.au

Mail:  The Privacy Officer 
 Transport for NSW 
 PO Box K659 
 Haymarket NSW 1240

The Transport Agency nominated 
on your application will make 
the decision on your request 
and will liaise with you about 
your application. TfNSW will 
acknowledge receipt of an internal 
review within 5 working days and 
the Transport Agency responsible 
for the internal review will aim to:

• complete the internal review within 
60 calendar days, and

• respond to the complainant in 
writing within 14 calendar days of 
deciding an internal review.

Contact will be made to advise how 
long the review is likely to take, 
particularly if it may take longer 
than expected.

An application for internal 
review must:

• be in writing

• be addressed to TfNSW and sent 
by email, fax or post

• specify an address in Australia to 
which the applicant is to be notified 
after the completion of the review, 
and

• be lodged at TfNSW within six 
months from the time the applicant 
first became aware of the conduct 
that they want reviewed.

An application form has been 
developed to assist individuals 
wishing to apply for an internal 
review. A copy of the application 
form can be found at Annexure D 
to this plan. The application form 
can also be found on our website. 
Although we encourage use of 
the form it is not compulsory for 
individuals to use it.

Applicants may also submit 
other relevant material along 
with their application. TfNSW will 
consider any relevant material 
submitted by the applicant or the 
Privacy Commissioner.

An application for internal review 
can be made on behalf of someone 
else. Where the applicant is 
not literate in both English and 
their first language and where 
there is no other organisation 
making the application on their 
behalf, staff should help the 
person to write their application. 
Staff should use a professional 
interpreter, if necessary. 
Applications in other languages 
will be accepted and translated, 
and all acknowledgements and 
correspondence to the applicant 
will be translated.

Applications for internal review 
or any written complaint about 
privacy received at any Sydney 
Trains premises should be 
forwarded to the Privacy Officer.

If the complaint is about an alleged 
breach of the IPPs, HPPs, privacy 
code of practice or health privacy 
code of practice, the internal review 
will be conducted by the Privacy 
Officer or by another person who:

• was not involved in the 
conduct which is the subject of 
the complaint

• is an employee or an officer of the 
agency, and

mailto:privacy@transport.nsw.gov.au
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• is qualified to deal with the subject 
matter of the complaint.

8.4 Extensions of time for 
lodgement of applications for 
internal review

While PPIPA allows applicants six 
months to apply for an internal 
review from the time the applicant 
first becomes aware of the conduct, 
Sydney Trains may accept late 
applications. Possible acceptable 
reasons for delay may be:

• the applicant’s ill-health or other 
reasons relating to capacity

• the applicant only recently 
becoming aware of his or her right 
to seek an internal review, or

• the applicant reasonably believing 
that he or she would suffer ill-
effects as a result of making an 
application at earlier time.

Some late applications may not 
be accepted if they cannot be 
investigated in a meaningful way. 
Final decisions on the acceptance 
of late applications will only be 
made by the Privacy Officer or 
under their delegation. Where the 
decision is made not to accept an 
application because of the lapse of 
time since the incident, the reason 
will be explained in a letter to 
the applicant.

8.5 Internal review process

 Figure 2: Internal review process

Individual makes 
complaint  in writing

Sydney Trains 
sends a letter to 
Applicant and 

Privacy 
Commissioner

Option to apply to 
the NSW Civil and 

Administrative 
Tribunal for 

external review

Sydney Trains 
conducts internal 

review

Sydney Trains 
notifies Applicant 

and Privacy 
Commissioner in 

writing of outcome

When we receive an internal review 
application the Privacy Officer will:

• send an acknowledgement letter to 
the applicant and advise that if the 
internal review is not completed 
within 60 days they have a right to 
seek a review of the conduct by the 
Tribunal, and

• as soon as practicable, send a letter 
to the Privacy Commissioner with 
details of the application. Sydney 
Trains will subsequently keep the 
Privacy Commissioner informed of 
the progress of the internal review.
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Internal review follows the process 
set out in the Information & 
Privacy Commission’s internal 
review checklist. When the internal 
review is completed, the Privacy 
Officer will notify the applicant in 
writing of:

• the findings of the review

• the reasons for those findings

• the action Sydney Trains proposes 
to take

• the reasons for the proposed 
action (or no action), and

• the applicant’s entitlement to have 
the findings and the reasons for the 
findings reviewed by the Tribunal.

We will also send a copy of that 
letter to the Privacy Commissioner, 
unless advised otherwise.

Statistical information about 
the number of internal reviews 
conducted must be maintained for 
the Annual Report.

8.6 External review by 
the NSW Civil and 
Administrative Tribunal

Individuals can seek an external 
review if they are not satisfied 
with the outcome of an internal 
review we have conducted or 
with our action in relation to the 
individual’s application for internal 
review. Individuals can also seek 
an external review if they do not 
receive an outcome of the review 
within 60 days.

To seek an external review, a 
person must apply to the Tribunal. 
Generally, a person has 28 days 
from the date of the internal review 
decision to seek an external review. 
A person must seek an internal 
review before they have a right to 
seek an external review.

The Tribunal has the power to make 
binding decisions on an external 
review. The Tribunal may make 
orders requiring us to:

• refrain from any conduct or action 
which breaches an IPP, HPP, 
privacy code of practice or health 
privacy code of practice

• perform in compliance with an IPP, 
HPP, privacy code of practice or 
health privacy code of practice

• correct information disclosed by 
Sydney Trains, or

• take steps to remedy loss 
or damage.

The Tribunal may also make 
an order requiring us to pay 
damages of up to $40,000 if the 
applicant has suffered financial 
loss, or psychological or physical 
harm because of the conduct of 
Sydney Trains.

For more information about seeking 
an external review including current 
forms and fees, please contact 
the Tribunal.

The Tribunal can be contacted 
as follows:

Office:  NSW Civil and  
Administrative Tribunal  
(NCAT) 
Administrative and Equal  
Opportunity Division 
Level 10,  
John Maddison Tower 
86-90 Goulburn Street 
Sydney NSW 2000

Phone:   1300 006 228 
02 9377 5859 (TTY)

Fax: 02 9377 5723

Website: www.ncat.nsw.gov.au

http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/doc/privacy internal review form checklist for respondent agency 1.doc
http://www.ipc.nsw.gov.au/agdbasev7wr/privacy/documents/doc/privacy internal review form checklist for respondent agency 1.doc
http://www.ncat.nsw.gov.au
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9 Policies and Practices

9.1 Policies and procedures

Our policies and procedures on 
managing information reflect 
the requirements of applicable 
legislation, NSW government policy 
and guidelines and appropriate 
Australian Standards.

We have a number of policies 
and procedures which have been 
prepared to inform and assist staff 
in protecting privacy. Any policies 
or procedures that may impact on 
the management of personal or 
health information are reviewed to 
ensure that they comply with PPIPA 
and HRIPA. They include:

• Code of Conduct

• Policy – Workplace Standards – 
Procedure: CCTV Code of Practice

• Policy – Workplace Standards – 
Code of Conduct 

• Policy – Workplace Standards 
– Procedure: Personal and 
Health Information

• Contractor 
Engagement Declaration

• Privacy Policy

• Personal and Health 
Information Procedure

TfNSW has also identified a need 
to draft a number of policies and 
procedures for the Transport 
Agencies to provide a consistent 
structure for the management of 
personal and health information, 
and to ensure compliance with 
PPIPA and HRIPA. We have 

made it a priority to implement 
such policies and procedures in 
consultation with TfNSW.

9.2 Dissemination of the plan, 
policies and procedures

Policies and procedures, including 
this plan, are communicated to 
staff in a range of ways, including 
through the Sydney Trains intranet, 
printed copies and training. The 
Code of Conduct specifically refers 
to the importance of protecting 
privacy and complying with PPIPA 
and HRIPA.

All policies and procedures are 
sourced, numbered, dated and 
owned by a specific management 
position, and are systematically 
reviewed and updated 
when necessary.

Any new policy or procedure, 
or any policy that is changed 
or updated, is undertaken 
in consultation with relevant 
business areas and receives 
the endorsement of senior 
management staff, including the 
Privacy Officer, Legal Counsel 
and the Chief Executive. Our staff 
are advised of new or updated 
policies and procedures through 
the intranet and, on occasion, 
targeted training.
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We will ensure that staff will be 
notified of this plan and will have 
easy access to a copy of the plan 
on our website and intranet.

Sydney Trains educates members 
of the public about its privacy 
obligations and the public’s privacy 
rights through:

• the publication of this plan on 
our website

• publishing privacy policies such 
as the Sydney Trains User Privacy 
Policy, and

• providing notices under s 10 
of PPIPA.
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10 Strategy for future development

We are currently undertaking an 
evaluation of our privacy practices 
pursuant to PPIPA and HRIPA. The 
evaluation will be used to:

• provide a high-level review of 
privacy practices across the 
Transport Agencies

• identify and evaluate the 
associated risks of potential 
non-compliance

• provide recommendations for 
promoting and maintaining 
compliance, and

• produce a privacy compliance 
assurance plan which will ensure 
areas of major risk are addressed.

TfNSW has made it a priority to 
develop a Privacy Management 
Framework for the Transport 
Agencies in consultation with 
those agencies.

A Privacy Management Framework 
will provide a consistent 
governance structure for the 
management of personal and 
health information and will be used 
to effectively demonstrate the 
importance of managing personal 
and health information consistently 
throughout all the agencies.
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11 Annexure A

 Example privacy notice 
under PPIPA on a GIPA 
application form

Sydney Trains must comply with 
the privacy principles set out in the 
Privacy and Personal Information 
Protection Act 1998 (NSW) (PPIPA).

Personal information provided on 
this form is collected and held by 
Sydney Trains for the purposes 
of processing your request for 
information under the Government 
Information (Public Access) Act 
2009 (NSW). Sydney Trains will 
only use your personal information 
for this purpose.

Sydney Trains may disclose your 
personal information to assess your 
application or to verify it. Otherwise 
we will not disclose your personal 
information without your consent 
unless required or authorised 
by law.

The provision of your personal 
information is voluntary. Personal 
information not relevant to this 
request for information should not 
be included on this application 
form. Please note that we may 
refuse access to the information 
requested if you do not provide 
proof of identity.

Your personal information will 
be held by Sydney Trains at 477 
Pitt Street, Sydney NSW 2000. 
Individuals generally have the right 
of access to and correction of their 
personal and/or health information 
held by Sydney Trains. Should 
you wish to access or amend your 
information held by us, please 
contact us at  
GIPAInfo@transport.nsw.gov.au
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12 Annexure B

ADMINISTRATIVE USE ONLY

Date received:

File Number:

Access to Personal Information
HOW TO REQUEST ACCESS TO YOUR PERSONAL INFORMATION: Individuals are able to request access to their own personal 
information under s 14 of the Privacy and Personal Information Protection Act 1998 (PPIPA) and HPP 7 of the Health Records 
and Information Privacy Act 2002 (HRIPA). To request access, you should first contact the unit or employee that holds your 
information (informal access).

WHEN TO USE THIS FORM: If you do not know which unit to contact regarding access to your information or informal access 
has been denied, you may request access by completing and submitting this form. If you need help filling out this form, please 
contact us on 02 8202 3768 or send an email to privacy@transport.nsw.gov.au. Please note that it is not a requirement under 
PPIPA or HRIPA that you complete an application form. This form is designed for your convenience only.

HOW TO LODGE THIS FORM: Please send your completed form and any supporting documents to:

By post:  The Privacy Officer 
Information & Privacy Unit 
Transport for NSW 
PO Box K659 
Haymarket NSW 1240

By email: privacy@transport.nsw.gov.au 

ADDITIONAL INFORMATION: We aim to respond to a request for access to personal information as quickly as possible. 
We will acknowledge your request for access within 5 working days and will aim to respond to your request within 20 working 
days. We will contact you to advise how long the request is likely to take, particularly if it may take longer than expected.

Charges do not apply for lodging this request. However, charges may apply to cover any administrative costs of providing access 
(for e.g. copying or printing records). We will contact you to discuss any charges that may apply.

 Mr   Mrs   Miss   Ms Given Names: 

Surname: 

Postal address:   

 State:   Postcode: 

Daytime telephone number/s: 1   2 

Email: 

 I agree to receive correspondence at the above email address.

Identification Documents

Transport Agency from which you are seeking documents 

When seeking access to your own personal information, we will need to establish your identity before providing you with any 
information. Please attach a certified copy of one of the following:

 Australian driver license    Current Australian passport    Other photo identification 

If you are completing this form on behalf of someone else, please attach evidence of your authorisation to do so. 

NOTE: Certified copy means that the original document has been verified and the copy has been signed and dated by an 
authorised person, for e.g., a Justice of the Peace, Doctor, Nurse, Dentist, Pharmacist or Legal Practitioner.

To improve services to our customers, Transport for NSW (TfNSW) centrally administers all requests made to the Transport 
agencies. The Transport agencies make the decisions on requests and will liaise with you about your application. 

 Transport for NSW  Sydney Trains  Roads and Maritime Services 

 NSW Trains   WestConnex Delivery Authority   State Transit Authority 

Applicant Details

SAMPLE
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DECLARATION & AUTHORITY 
I acknowledge that:

• I am the individual referred to in this request for access or that I am authorised to request access of the information provided in 
this application.

• All the information provided in this application is true, complete and correct and has been provided to Transport to enable it to 
respond to my request. 

• The personal information collected in response to my request may be provided to me in any form Transport considers 
appropriate (taking into consideration my preference/s noted above). 

• Transport may be unable to provide the information I have requested because it is no longer held by the agency.

• All or part of my request may be denied (as authorised or permitted by law). 

• Charges may apply to cover any administrative costs of providing access, and that provision of the information requested is 
conditional upon the cost of access being first paid by me.

Applicant’s signature:
 

7 
 

Date:
 

Details of Request

TfNSW and the Transport agencies are subject to the Privacy and Personal Information Protection Act 1998 (PPIPA) and Health 
Records and Information Privacy Act 2002 (HRIPA) which requires us to comply with the Information Protection Principles and Health 
Privacy Principles.

Your personal information is being collected by TfNSW and the Transport agencies to process your request for access to your 
information under PPIPA and/or HRIPA. The provision of personal information on this form is voluntary, however if you do not provide 
it we may not be able to process your application and provide access to your personal information. TfNSW and the Transport agencies 
will use your personal information to liaise with relevant business units to locate the information requested and facilitate access. We may 
also use your personal information for other management purposes. We will not disclose your personal information without your consent 
unless authorised or required by law.

Your personal information will be held by TfNSW at 18 Lee Street, Chippendale NSW 2008, which is where all applications are initially 
received. If your application is for information held by one of the Transport agencies, it will also be held by the relevant agency at:

• NSW Trains – 470 Pitt Street, Sydney NSW 2008
• Sydney Trains – Level 21, 477 Pitt Street, Sydney NSW 2008
• Roads and Maritime Services – Level 9, 101 Miller Street, North Sydney NSW 2060
• State Transit Authority – Level 4, 15 Bourke Road, Mascot NSW 2020

• WestConnex Delivery Authority – Level 18, 101 Miller Street, North Sydney NSW 2060

You have a right to access and correct any personal information that you provide to us. If you wish to do so, please contact us on 
02 8202 3768 or send an email to privacy@transport.nsw.gov.au

Access to Information 

Privacy Notice 

How do you prefer to access the information? 

 Inspect the document/s    Be provided with a copy of the document/s    Via email 

 Access in another form (please specify, for e.g. CD, DVD or USB): 

Please describe in detail the information you would like to access (attach additional pages if necessary):

Are you seeking access to your information under PPIPA or HRIPA?

 PPIPA    HRIPA

SAMPLE
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13 Annexure C

ADMINISTRATIVE USE ONLY

Date received:

File Number:

Alteration of Personal Information
HOW TO REQUEST ACCESS TO YOUR PERSONAL INFORMATION: Individuals are able to request amendment to their own 
personal information under s 15 of the Privacy and Personal Information Protection Act 1998 (PPIPA) and HPP 8 of the Health 
Records and Information Privacy Act 2002 (HRIPA). To request an amendment, you should first contact the unit or employee that 
holds your information (informal application to amend).

WHEN TO USE THIS FORM: If you do not know which unit to contact regarding your request to amend your information or 
your informal application to amend has been denied, you may request an amendment by completing and submitting this form. 
If you need help filling out this form, please contact us on 02 8202 3768 or send an email to privacy@transport.nsw.gov.au. 
Please note that it is not a requirement under PPIPA or HRIPA that you complete an application form. This form is designed for 
your convenience only.

HOW TO LODGE THIS FORM: Please send your completed form and any supporting documents to:

By post: The Privacy Officer 
 Information & Privacy Unit 
 Transport for NSW 
 PO Box K659 
 Haymarket NSW 1240

By email: privacy@transport.nsw.gov.au 

ADDITIONAL INFORMATION: We may decline to make amendments if we disagree with your proposed changes. In this 
circumstance, we will take reasonable steps to allow you to add a statement about the requested changes to your records. We 
aim to respond to a request for alteration of your personal information as quickly as possible. We will acknowledge your request 
within 5 working days and will aim to respond to your request within 20 working days. We will contact you to advise how long the 
request is likely to take, particularly if it may take longer than expected. Charges do not apply for lodging a request for alteration 
of your personal information.

Applicant Details

Identification Documents

Transport Agency from which you are seeking documents 

 Mr   Mrs   Miss   Ms Given Names: 

Surname: 

Postal address:   

 State:   Postcode: 

Daytime telephone number/s: 1   2 

Email: 

 I agree to receive correspondence at the above email address.

When seeking access to your own personal information, we will need to establish your identity before providing you with any 
information. Please attach a certified copy of one of the following:

 Australian driver license    Current Australian passport    Other photo identification 

If you are completing this form on behalf of someone else, please attach evidence of your authorisation to do so. 

NOTE: Certified copy means that the original document has been verified and the copy has been signed and dated by an 
authorised person, for e.g., a Justice of the Peace, Doctor, Nurse, Dentist, Pharmacist or Legal Practitioner.

To improve services to our customers, Transport for NSW (TfNSW) centrally administers all requests made to the Transport 
agencies. The Transport agencies make the decisions on requests and will liaise with you about your application. 

 Transport for NSW  Sydney Trains  Roads and Maritime Services 

 NSW Trains   WestConnex Delivery Authority   State Transit Authority 

SAMPLE
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DECLARATION & AUTHORITY 
I acknowledge that:

• I am the individual referred to in this request for alteration or that I am authorised to request alteration of the information 
provided in this application. 

• All the information provided in this application is true, complete and correct and has been provided to Transport to enable it to 
respond to my request. 

• Transport may decline to make any amendments if they disagree with my proposed changes. In this circumstance, Transport 
will take reasonable steps to allow me to add a statement about the requested changes to my records.

• All or part of my request may be denied (as authorised or permitted by law). 

Applicant’s signature:
 

7 
 

Date:
 

Details of Request

TfNSW and the Transport agencies are subject to the Privacy and Personal Information Protection Act 1998 (PPIPA) and Health 
Records and Information Privacy Act 2002 (HRIPA) which requires us to comply with the Information Protection Principles and Health 
Privacy Principles.

Your personal information is being collected by TfNSW and the Transport agencies to process your request to amend your information 
under PPIPA and/or HRIPA. The provision of personal information on this form is voluntary, however if you do not provide it we may not 
be able to process your application and facilitate alteration to your personal information. TfNSW and the Transport agencies will use your 
personal information to liaise with relevant business units to locate the information requested and facilitate alteration. We may also use 
your personal information for other management purposes. We will not disclose your personal information without your consent unless 
authorised or required by law.

Your personal information will be held by TfNSW at 18 Lee Street, Chippendale NSW 2008, which is where all applications are initially 
received. If your application is for information held by one of the Transport agencies, it will also be held by the relevant agency at:

• NSW Trains – 470 Pitt Street, Sydney NSW 2008
• Sydney Trains – Level 21, 477 Pitt Street, Sydney NSW 2008
• Roads and Maritime Services – Level 9, 101 Miller Street, North Sydney NSW 2060
• State Transit Authority – Level 4, 15 Bourke Road, Mascot NSW 2020
• WestConnex Delivery Authority – Level 18, 101 Miller Street, North Sydney NSW 2060

You have a right to access and correct any personal information that you provide to us. If you wish to do so, please contact us on 
02 8202 3768 or send an email to privacy@transport.nsw.gov.au

Privacy Notice 

I seek amendment of my personal information held by the Transport agency noted above. I claim that the document/s described 
below contain/s information that is:

 Inaccurate     Irrelevant     Out of date     Incomplete     Misleading

Please describe the document/s containing the information:

Please describe the information that needs to be amended:

Please describe what the information should be. Please attach any documentation which would support your request for alteration.

Please state your reasons for claiming the information in inaccurate, irrelevant, out of date, incomplete or misleading:

SAMPLE
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14 Annexure D

ADMINISTRATIVE USE ONLY

Date received:

File Number:

Privacy Complaint Form 
Request for an Internal Review of Conduct in relation to a Privacy Breach

WHAT IS AN INTERNAL REVIEW: An internal review provides individuals with a formal avenue for resolving privacy complaints under 
Part 5 of the Privacy and Personal Information Protection Act 1998 (PPIPA) and s 21 of the Health Records and Information Privacy 
Act 2002 (HRIPA). Individuals are able to request an internal review of conduct they believe has breached their privacy. The review 
includes an investigation into the relevant conduct of the agency and involves the NSW Privacy Commissioner.

RESOLVING YOUR COMPLAINT INFORMALLY: We encourage people to try to resolve privacy concerns with us 
informally before going through the internal review process, or at least contact us on 02 8202 3768 or send an email to  
privacy@transport.nsw.gov.au before lodging an application to discuss the issue. Alternatively, you can use our general 
complaint process available by contacting 131 500 or filling out a form on the website.

WHEN TO USE THIS FORM: If your privacy complaint cannot be resolved informally, you may request an internal review by 
completing and submitting this form. If you need help filling out this form, please contact us on the details above.

HOW TO LODGE THIS FORM: Please send your completed form and any supporting documents to:

By post: The Privacy Officer 
 Information & Privacy Unit 
 Transport for NSW 
 PO Box K659 
 Haymarket NSW 1240

By email: privacy@transport.nsw.gov.au  

ADDITIONAL INFORMATION: We will acknowledge your request for internal review within 5 working days. We will aim to 
complete the review within 60 calendar days and respond to you in writing within 14 calendar days of deciding the internal 
review. We will contact you to advise how long the review is likely to take, particularly if it may take longer than expected.

Applicant Details

 Mr   Mrs   Miss   Ms Given Names: 

Surname: 

Postal address:   

 State:   Postcode: 

Daytime telephone number/s: 1   2 

Email: 

 I agree to receive correspondence at the above email address.

Name of the Transport Agency Your Complaint Is About 

Please indicate which transport agency your privacy complaint relates to

 Transport for NSW  Sydney Trains  Roads and Maritime Services 

 NSW Trains   WestConnex Delivery Authority   State Transit Authority 

Transport for NSW co-ordinates privacy complaints in respect of all of the above transport agencies and your complaint will be 
referred to the relevant transport agency who will investigate your complaint and report back to you.

SAMPLE
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TfNSW and the Transport agencies listed above are subject to the Privacy and Personal Information Protection Act 1998 (PPIPA) and 
Health Records and Information Privacy Act 2002 (HRIPA) which requires us to comply with the Information Protection Principles and 
Health Privacy Principles.

Your personal information is being collected by Transport for NSW (TfNSW) in order to process your application and refer it to the 
relevant Transport agency for the conduct of an internal review under PPIPA and/or HRIPA. The provision of personal information by 
you on this form is voluntary, however if you do not provide it we may not be able to process your application. The relevant Transport 
agencies will use your personal information to liaise with relevant business units to conduct the internal review and will provide details of 
your application for internal review to the NSW Privacy Commissioner. TfNSW and the relevant transport agencies may need to disclose 
your complaint to third parties in order to properly investigate it or to verify the information you provide.  Otherwise, we will not disclose 
your personal information without your consent unless authorised or required by law.

Your personal information will be held by TfNSW at 18 Lee Street, Chippendale NSW 2008 which is where all applications are initially 
received. If your request for internal review concerns one of the Transport agencies, it will also be held by the relevant agency at:

• NSW Trains – 470 Pitt Street, Sydney NSW 2008
• Sydney Trains – Level 21, 477 Pitt Street, Sydney NSW 2008
• Roads and Maritime Services – Level 9, 101 Miller Street, North Sydney NSW 2060
• State Transit Authority – Level 4, 15 Bourke Road, Mascot NSW 2020
• WestConnex Delivery Authority – Level 18, 101 Miller Street, North Sydney NSW 2060

You have a right to access and correct any personal information that you provide to us. If you wish to do so, please contact us on 
02 8202 3768 or send an email to  privacy@transport.nsw.gov.au

Privacy Notice  

Role of the Privacy Commissioner in the internal review process

Under s 54(1) of PPIPA and s 21 of HRIPA we must provide details of your application to the NSW Privacy Commissioner for the 
purposes of enabling the Commissioner to fulfil his/her functions under PPIPA. The Privacy Commissioner may make submissions in 
relation to your application for internal review.

Details of Conduct

When did the conduct occur? 

When did you first become aware of this conduct by the transport agency?   

If more than 6 months have passed since you were first made aware of the conduct, please explain why you have taken more than 
6 months to make your complaint (attach additional pages if necessary):

Please describe in detail the conduct of the transport agency in respect of which you wish to make a privacy complaint (attach 
additional pages if necessary):  

Applicant’s signature:
 

7 
 

Date:
 

SAMPLE
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© Transport for NSW 2014

For further enquiries, contact the Privacy Officer at  
privacy@transport.nsw.gov.au

Disclaimer
While all care is taken in producing and publishing this work, no responsibility is taken or warranty made with respect to the accuracy of 
any information, data or representation. The authors (including copyright owners) and publishers expressly disclaim all liability in respect of 
anything done or omitted to be done and the consequences upon reliance of the contents of this publication. ISBN 978-1-922030-77-1
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