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Important message 
This document is one of a set of standards developed solely and specifically for use on 

Transport Assets (as defined in the Asset Standards Authority Charter). It is not suitable for any 

other purpose. 

The copyright and any other intellectual property in this document will at all times remain the 

property of the State of New South Wales (Transport for NSW). 

You must not use or adapt this document or rely upon it in any way unless you are providing 

products or services to a NSW Government agency and that agency has expressly authorised 

you in writing to do so. If this document forms part of a contract with, or is a condition of 

approval by a NSW Government agency, use of the document is subject to the terms of the 

contract or approval. To be clear, the content of this document is not licensed under any 

Creative Commons Licence. 

This document may contain third party material. The inclusion of third party material is for 

illustrative purposes only and does not represent an endorsement by NSW Government of any 

third party product or service. 

If you use this document or rely upon it without authorisation under these terms, the State of 

New South Wales (including Transport for NSW) and its personnel does not accept any liability 

to you or any other person for any loss, damage, costs and expenses that you or anyone else 

may suffer or incur from your use and reliance on the content contained in this document. Users 

should exercise their own skill and care in the use of the document. 

This document may not be current and is uncontrolled when printed or downloaded. Standards 

may be accessed from the Transport for NSW website at www.transport.nsw.gov.au 

For queries regarding this document, please email the ASA at 
standards@transport.nsw.gov.au or visit www.transport.nsw.gov.au 
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Preface 
The Asset Management Branch, formerly known as the Asset Standards Authority (ASA), is a 

key strategic branch of Transport for NSW (TfNSW). As the network design and standards 

authority for NSW Transport Assets, as specified in the ASA Charter, the ASA identifies, 

selects, develops, publishes, maintains and controls a suite of requirements documents on 

behalf of TfNSW, the asset owner. 

The ASA deploys TfNSW requirements for asset and safety assurance by creating and 

managing TfNSW's governance models, documents and processes. To achieve this, the ASA 

focuses on four primary tasks: 

• publishing and managing TfNSW's process and requirements documents including TfNSW 

plans, standards, manuals and guides 

• deploying TfNSW's Authorised Engineering Organisation (AEO) framework 

• continuously improving TfNSW’s Asset Management Framework 

• collaborating with the Transport cluster and industry through open engagement 

The AEO framework authorises engineering organisations to supply and provide asset related 

products and services to TfNSW. It works to assure the safety, quality and fitness for purpose of 

those products and services over the asset's whole-of-life. AEOs are expected to demonstrate 

how they have applied the requirements of ASA documents, including TfNSW plans, standards 

and guides, when delivering assets and related services for TfNSW. 

Compliance with ASA requirements by itself is not sufficient to ensure satisfactory outcomes for 

NSW Transport Assets. The ASA expects that professional judgement be used by competent 

personnel when using ASA requirements to produce those outcomes. 

About this document 

This standard provides the minimum performance requirements and recommendations for the 

onboard surveillance system for TfNSW heavy rail passenger rolling stock. It has been 

developed in consultation with stakeholders from Transport agencies. 

This standard is the second issue. 

Changes from the previous issue include incorporation of driver only operation requirements 

previously notified in TN 051: 2016 Update to T HR RS 13002 ST Passenger Rolling Stock 

Surveillance Systems, version 1.0 which is now withdrawn. 
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1. Introduction 
This document provides the minimum performance requirements and recommendations for the 

onboard surveillance system for TfNSW heavy rail passenger rolling stock.  

The surveillance system is used to monitor the safety of passengers on and nearby the train. 

The surveillance system enables the train's crew to view the train and platform interface, which 

aids the train departure and right of way procedure. It provides essential footage for 

post-incident investigations relating to train collisions and incidents that occur in the train or on 

the track. It also acts as a deterrent to crime. 

2. Purpose 
This standard details the requirements that equipment manufacturers which supply surveillance 

systems and equipment for use on TfNSW heavy rail passenger rolling stock need to meet to 

address security and operational issues. 

2.1. Scope 
This standard details the minimum performance requirements for surveillance systems installed 

and used on TfNSW heavy rail passenger rolling stock. 

Human factors requirements and information about human interactions are contained in the 

following standards: 

• T MU HF 00001 ST Human Factors Integration – General Requirements 

• T HR HF 00001 ST Human Factors Integration – Rolling Stock 

This standard does not include manufacturing or installation details for surveillance equipment. 

Manufacturing and installation requirements are in the following, which include but are not 

limited to, the reliability, availability, maintainability and safety (RAMS) requirements for the 

equipment used: 

• T HR RS 00117 ST Electric Circuits and Equipment for Passenger Rolling Stock  

• T HR RS 00126 ST Electronic Equipment Supplied for Passenger Rolling Stock 

• T HR RS 00164 ST Cable for Passenger Rolling Stock  

• T HR RS 01701 ST Mounting and Installation of Electrical Equipment  

2.2. Application 
This standard applies to new and altered heavy rail passenger rolling stock assets. Contracts 

and tenders for new or modified passenger rolling stock released before the issue of this 
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standard are exempt from the requirements of this standard unless otherwise directed by the 

TfNSW contract administrator (or applicable equivalent). 

3. Reference documents 
The following documents are cited in the text. For dated references, only the cited edition 

applies. For undated references, the latest edition of the referenced document applies. 

International standards 

IETF SSH File Transfer Protocol 

IETF RFC 959 File Transfer Protocol (FTP) 

IETF RFC 2347 TFTP Option Extension 

IETF RFC 2818 HTTP Over TLS 

Australian standards 

AS 60529 Degrees of protection provided by enclosures (IP Code) 

Transport for NSW standards 

T HR HF 00001 ST Human Factors Integration - Rolling Stock 

T HR RS 00100 ST RSU 100 Series – Minimum Operating Standards for Rolling Stock – 

General Interface Requirements 

T HR RS 00117 ST Electric Circuits and Equipment for Passenger Rolling Stock  

T HR RS 00126 ST Electronic Equipment Supplied for Passenger Rolling Stock 

T HR RS 00164 ST Cable for Passenger Rolling Stock  

T HR RS 01701 ST Mounting and Installation of Electrical Equipment 

T HR TE 41001 ST Packet Switched Networks - Wired Networks 

T MU TE 61007 ST Time Synchronisation of Industrial Automation and Control Systems 

T MU HF 00001 ST Human Factors Integration - General Requirements 

T MU SY 10001 ST Public Transport Closed Circuit Television (CCTV) Functional 

Requirements Standard 

Legislation 

Evidence Act 1995 (NSW) 
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4. Terms and definitions 
The following terms and definitions apply in this document: 

AO activity observation 

active any time when the train has been activated by a member of crew, maintenance or 

cleaning staff 

authorised staff a member of personnel authorised in accordance with operational 

requirements 

car a single vehicle, coach or trailer 

CCTV closed circuit television 

consist rolling stock such as vehicles, units, cars, wagons, sets, and locomotives marshalled 

together operating as a train set 

FTP file transfer protocol 

HTTPS hypertext transfer protocol secure 

IEDR internal emergency door release 

near real-time for the purposes of this standard a time delay of no longer than 0.5 seconds 

between an occurrence to the display of images 

normal state the condition when the train, set, or consist is in normal operational status 

PEI passenger emergency intercom 

presentation state the condition when the train, set, or consist is in an operational status 

during cleaning 

set a multiple unit train consist marshalled in a configuration intended for normal service 

operation (usually the minimum consist size multiple unit train) 

SFTP secure file transfer protocol 

TfNSW Transport for NSW 

TOS train operating system 

5. General operational requirements 
There shall be a method to display images in every crew cab appropriate to the tasks required. 

Human error and redundancy shall be considered in determining the appropriate design. 

All recorded images shall be stored in two separate cars on a set to provide redundancy of 

storage in the event of equipment failure and incidents. 
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The system and recording shall allow for the gathering of admissible evidence for the purposes 

of the Evidence Act 1995 (NSW). 

The closed circuit television (CCTV) system shall record the audio from all emergency 

passenger intercom activations. 

Any images displayed shall be displayed in near real-time. 

Storage units shall not lose data under any power failure conditions. 

The surveillance equipment shall provide a self-test functionality and report that the system is 

functioning correctly to the train operating system (TOS). 

The surveillance system shall be a colour system, using a wide dynamic range to adjust for 

external lighting. 

Forward facing cameras may be black and white in low light conditions but shall be capable of 

operating in colour in daylight conditions. 

If an internet protocol (IP) or ethernet system is employed, surveillance equipment shall comply 

with the data terminal equipment (DTE) to local area network (LAN) network interface 

requirements in accordance with T HR TE 41001 ST Packet Switched Networks - Wired 

Networks. 

6. Operational functional performance requirements 
Operational functional performance requirements of passenger rolling stock surveillance 

systems relate to the CCTV network as a whole, equipment (such as cameras and camera 

housings), the operation of the surveillance system (such as recording and retrieval of images), 

as well as coverage. 

6.1. CCTV network 
A failure of one or more cameras shall not affect the rest of the system. 

The CCTV system shall automatically operate whenever the train is active. 

6.2. CCTV cameras 
Each camera shall be clearly identified on the recording and CCTV monitors with a unique 

camera number, car number and location within the car (such as upper, lower or vestibule).  

The CCTV cameras shall have a frame rate consistent with their function. The minimum frame 

rates for different cameras are as follows: 

• internal and exterior cameras shall have a minimum frame rate of 6 frames per second  

• forward facing cameras shall have a minimum frame rate of 12 frames per second 



T HR RS 13002 ST 
Passenger Rolling Stock Surveillance Systems 

Version 2.0 
Issue date: 23 April 2021 

 

 
© State of NSW through Transport for NSW 2021  Page 10 of 15 
 

6.3. CCTV coverage 
All cameras shall operate at the minimum ambient lighting level to be expected in the area 

being monitored and will employ wide dynamic range to balance light. 

The CCTV system shall be configurable so that conditions for activation of cameras and 

recording of images are capable of being reconfigured. 

6.3.1. Internal cameras 
Each internal camera shall be installed within the field of view of another camera to ensure  that 

all acts of vandalism and other incidents are captured. 

The images of a person located at the furthest area of coverage of an internal camera shall be 

clear and identifiable. 

The minimum video surveillance coverage shall include all areas that passengers may occupy 

inside the train to enable identification, excluding toilets. 

The resolution for internal cameras shall be suitable for face recognition (FR) in accordance 

with T MU SY 10001 ST Public Transport Closed Circuit Television (CCTV) Functional 

Requirements Standard. 

6.3.2. External cameras 
External cameras shall be installed to provide unobstructed images of the platform interface in 

all locations in which the set can operate if required by business needs. 

The images from all the external cameras shall be recorded at all times when the train is active. 

The resolution shall be suitable for activity observation (AO) in accordance with 

T MU SY 10001 ST. 

External cameras and their housings shall not be mounted in a way that results in the 

infringement of vehicle gauges in accordance with T HR RS 00100 ST RSU 100 Series – 

Minimum Operating Standards for Rolling Stock – General Interface Requirements. 

6.3.3. Forward facing cameras 
One forward facing CCTV camera shall be provided at each terminal end of a consist to record 

the track, infrastructure, other trains, and objects on or about the track, to the extent permitted 

by the weather conditions, the ambient, incident and contrasting lighting conditions if required 

by business needs. 

The images from end of set cameras shall be recorded at all times when the train is active. 

The viewing of images from the forward facing cameras by the crew shall not be required. 
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The images from the forward facing camera shall provide unobstructed details of the following: 

• objects on or about the track 

• identification of speed boards and signal aspects 

The resolution shall be suitable for AO in accordance with T MU SY 10001 ST. 

The forward facing cameras shall be mounted in a fixed position. That is, after setup they shall 

not be able to move from side to side or up and down. 

Each forward facing camera shall adapt automatically to the prevailing lighting conditions 

independently of any other CCTV camera. 

The forward facing cameras shall be set up to simulate as far as practicable the view visible to 

the driver without artificially blocking any area. 

6.4. CCTV camera housing 
All internal cameras shall be contained in housings which comply with IP54 in accordance with 

AS 60529 Degrees of protection provided by enclosures (IP Code). 

All external cameras shall be contained in housings suitable for the environment in which the 

set operates. This includes dust and driving rain whilst travelling at high speed, and cleaning in 

the set wash facilities. 

6.5. CCTV operation 
Failure or freezing of any internal or external CCTV image shall be immediately obvious to crew 

through an indication displayed on the monitor. 

The crew shall be able to use the touch screen capability to increase the size of any of the 

CCTV images, one image at a time. Any displayed summary train status information shall 

remain visible when viewing an enlarged image. 

The train crew shall be able to select the mode of display of all images; that is, allowing manual, 

sequential, random, and programmable control of internal images, including the image display 

period. 

6.5.1. Cab with active guard's workstation 
Those persons viewing the images from the CCTV system, the responding to internal 

emergency door release (IEDR) activations and passenger emergency intercom (PEI) calls shall 

be able to use the CCTV monitor to do the following: 

• view all internal images from passenger areas  

• view all external images from the platform interface 

• view images associated with a PEI call and IEDR activation 
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If the PEI or IEDR activates, all monitors in the active cab shall then display the image from the 

camera giving coverage of the PEI or IEDR device, together with an indication of the location. 

If the PEI or IEDR, or both the PEI and IEDR are activated multiple times, all events shall be 

recorded and queued until such time as the call is answered. 

6.5.2. Cab with active driver's workstation 
CCTV monitors located in terminal cabs with active driver’s workstations shall default to a blank 

screen with negligible light output to avoid distracting the driver.  

If there is a need for a driver or other authorised persons to view CCTV images, the active 

monitor shall display required images including PEI and IEDR activations. In this event, once 

the consist travels above five kilometres per hour the CCTV monitor shall turn on and display 

images only if touched by a crew member. 

6.5.3. Driver only operation  
The following requirements shall apply where business requirements demand driver only 

operation (DOO). 

CCTV monitoring shall be provided to enable the following functions of the onboard surveillance 

system: 

• view the platform interface 

• view all internal and external images from passenger areas 

• view images associated with a PEI call and IEDR activation together with an indication of 

the location 

The allocation of onboard surveillance tasks to the driver shall be determined in line with the 

operational context and shall be demonstrated to be appropriate through the application of 

human factors analysis. 

The driver shall be provided with a method to view CCTV images as appropriate to conduct 

their allocated tasks. 

The CCTV monitor or monitors located in a terminal cab with an active driver’s workstation shall 

default to a blank screen with negligible light output to avoid distracting the driver when not 

required for an allocated surveillance task. 

If the PEI or IEDR, or both the PEI and IEDR are activated multiple times, all events shall be 

queued until such time as the call is answered. 
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6.6. CCTV monitors 
CCTV monitors shall be separate to the TOS display screens. 

CCTV monitors shall be capable of displaying views near real-time images of internal and 

external images. 

CCTV monitors shall display the date and time. 

Contrast and brightness controls shall be provided for each monitor to enable the crew to adjust 

the picture. 

At least one colour touch activated monitor shall be provided in each crew cab. 

The position of the monitors shall limit the effects of ambient light incident upon the monitor 

screens. Refer to T HR HF 00001 ST for further information. 

The size and layout of the CCTV monitors shall be based on the task requirements for image 

size and clarity.  

Every video image displayed on the CCTV monitor shall have the following marking in a corner 

of the image: 

• car number 

• camera location 

6.7. Recording of CCTV images 
The internal passenger area images, external images and the images from the forward facing 

cameras shall be recorded whenever the train is active. 

The CCTV system shall record both crew and passenger audio, synchronised to the image data 

from the initial activation of the passenger intercom until the call has been terminated. 

The CCTV system shall incorporate security features to prevent tampering or corruption of 

recordings. Any attempt to tamper or corrupt images shall be identified. 

The module for recording CCTV images shall be robust in construction and installation and be 

in accordance with T HR RS 00126 ST and T HR RS 01701 ST. 

The CCTV storage module design shall consider crashworthiness and the survivability of data 

needs in its construction and the choice of its location within the train. 

All camera images shall be recorded and maintained on the train for at least 30 days before 

being overwritten on a first written, first overwritten basis in accordance with the requirements of 

T MU SY 10001 ST. 
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Every recorded video image shall have the following marking in a corner of the image: 

• car number 

• camera location 

• time and date of recording 

• GPS coordinate of the train location or other system able to identify the location of the 

consist 

Time synchronisation shall be in accordance with T MU TE 61007 ST Time Synchronisation of 

Industrial Automation and Control Systems. 

The CCTV system and the crew interfaces shall be subject to human factors analysis in 

accordance with T MU HF 00001 ST and T HR HF 00001 ST. 

6.8. Retrieval of CCTV 
Retrieval of CCTV images involves physical retrieval of the data storage module, direct 

download, and remote download over a network. 

The method of retrieval shall maintain data integrity and include a clear evidence trail in 

compliance with the Evidence Act 1995 (NSW). 

Downloading of recordings shall not remove, delete or otherwise compromise the original 

recording. 

6.8.1. Physical retrieval of data storage module 
Only authorised staff shall have access to physically retrieve CCTV data storage module from a 

set.  

The time to retrieve each CCTV data storage module from the train shall not exceed two 

minutes, from the time that authorised staff enter the cab of the train. 

6.8.2. Downloading of images locally 
Only authorised staff shall have access to download (such as through the use of a file transfer 

program) images from the sets. 

File transfer protocols (FTPs) that may be used for the remote transfer of images include the 

following: 

• trivial file transfer protocol (TFTP) in accordance with IETF RFC 2347 TFTP Option 

Extension  

• FTP in accordance with IETF RFC 959 File Transfer Protocol (FTP)  
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• secure file transfer protocol (SFTP) in accordance with IETF SSH File Transfer Protocol d 

• hypertext transfer protocol secure (HTTPS) in accordance with IETF RFC 2818 HTTP Over 

TLS 

The time to retrieve a full day of recorded images from the set shall not exceed 60 minutes from 

the time that authorised staff enter the cab of the train. 

6.8.3. Downloading of images remotely 
Only authorised staff shall have access to download (such as through the use of a file transfer 

program) images from the sets. 

Secure protocols shall be used for remote retrieval over a network and include the following: 

• SFTP in accordance with IETF SSH 

• HTTPS in accordance with IETF RFC 2818 


	Passenger Rolling Stock Surveillance Systems
	T HR RS 13002 ST
	Important message
	Standard governance
	Document history
	Preface
	About this document

	Table of contents

	1. Introduction
	2. Purpose
	2.1. Scope
	2.2. Application

	3. Reference documents
	4. Terms and definitions
	5. General operational requirements
	6. Operational functional performance requirements
	6.1. CCTV network
	6.2. CCTV cameras
	6.3. CCTV coverage
	6.3.1. Internal cameras
	6.3.2. External cameras
	6.3.3. Forward facing cameras

	6.4. CCTV camera housing
	6.5. CCTV operation
	6.5.1. Cab with active guard's workstation
	6.5.2. Cab with active driver's workstation
	6.5.3. Driver only operation

	6.6. CCTV monitors
	6.7. Recording of CCTV images
	6.8. Retrieval of CCTV
	6.8.1. Physical retrieval of data storage module
	6.8.2. Downloading of images locally
	6.8.3. Downloading of images remotely



