
Q&A session: Valuing TfNSW Reputation 

Damage from Cyber Risk
Thursday 18th June 2020 @9:30am

1

Please note this email or the associated problem statement is not an offer or invitation to enter into a legal relationship, contract, agreement or other 
arrangement with TfNSW, in respect of the research that is the subject of the problem statement. Nothing in the problem statement or this email obliges 
TfNSW to enter into any agreement with respondents.

Please note the session is being recorded
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1. Housekeeping

a. Mute microphones

b. Raise hands for questions

c. Type your questions 

d. The Q&A session is being recorded

2. Q&A session is 30min only and will conclude at 10am

3. Agenda:

a. Context and purpose of the study

b. Q&A

Thank you for attending

Please note the session is being recorded
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1. Transport for NSW’s (TfNSW) Transport Cyber Defence (TCD) is analysing and quantifying key 

cyber security risks.

2. Not all cyber security risks can be measured in dollar value terms. In particular, the risks 

associated with reputational damage as a result of a cyber-attack, are challenging to measure.

3. TfNSW’s TCD is using – Factor Analysis of Information Risk (FAIR) – as a trusted modelling 

framework to analyse these risks. FAIR identifies six forms of loss two of which are difficult to apply to 

the public sector. The ‘competitive advantage’ loss type is applicable to the commercial sector. 

Reputation Damage loss type is the most challenging to quantify and there are no clear methodology 

or framework for quantifying them for government entities.  

4. The research objective: produce a rigorous evidence base around the economic cost of reputational 

damage from a cyber-attack to TfNSW and the Government more broadly, as well as understanding 

the economic value of a personal record to TfNSW. 

Problem Statement: Context

Please note the session is being recorded
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5. Research hypothesis:

“TfNSW’s reputation will be significantly impacted by cyber-attack, in an economically quantifiable 

way.” 

6. The study aims to quantify reputational damage focussing on:

a) An economic valuation framework for reputational damage to TfNSW arising from a cyber-attack. 

b) An economic value of a record of personal (customer) information. 

7. Research impact: The study will assist in developing a more robust justification for including cyber-

security related economic parameters in the “TfNSW Principles and Guidelines for the TfNSW Cost-

Benefit Analysis Guide.” 

Problem Statement: Purpose

Please note the session is being recorded
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TfNSW Cost benefit analysis guide

Please note the session is being recorded

TfNSW Cost Benefit Guidelines 

NSW Treasury Business Case Guidelines 
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Factor Analysis of Information Risk (FAIR)

Please note the session is being recorded
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1. Submit proposal by 29 June COB to research@transport.nsw.gov.au

2. Stage 1 – TfNSW will review responses to Problem Statement – this is currently 

scheduled w/c 6 July 2020

3. Stage 2 – TfNSW will invite presentation of proposals to an Evaluation 

Committee – this is currently scheduled w/c 20 July 2020 or week after

4. Stage 3 – final proposals will be submitted for final assessment 

5. Note that formal appointment is currently scheduled to be given in August 2020 

Next steps

Thank you
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