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a) : Variation Procedures 

Procedures 

Each request or recommendation for a change to the PIPP or any part of the Customer Contract must 
be submitted in a form substantially similar to the Change Request form attached to this 
Schedule. 

For each draft Change Request submitted: 

 the Customer must allocate it with a sequential number; and 
 the draft Change Request must be logged and its progress documented by recording 

its status from time to time by the Contractor as follows: 
(i) requested; 
(ii) under evaluation; 
(iii) awaiting authorisation; 
(iv) cancelled; 
(v) pending 
(vi) approved/authorised; 
(vii) expired; 
(viii) in progress; 
(ix) applied; 
(x) delivered; 
(xi) accepted. 

The Party receiving the draft Change Request must within 5 Business Days of receipt (or such longer 
period set out in the Change Request): 

 request further information; or 
 provide written notification to the other Party of its approval or rejection of the Change 

Request. 

If the Customer submits a draft Change Request to the Contractor, and the Contractor believes that 
there is more than 1 Business Day’s work involved in the evaluation of the Change Request, 
then prior to commencing work on evaluating the draft Change Request the Contractor may 
request that the Customer pays for the work involved to evaluate the draft Change Request.  
The Customer may then either revise the draft Change Request to require less than 1 
Business Day’s work to evaluate it, or agree to pay for the Contractor’s work to evaluate the 
Change Request in an amount agreed by the Parties, or in absence of agreement, at the 
Contractor’s then current commercial rates. 
 

If the Customer Contract has been entered into under a Head Agreement, and the Change Request 
seeks to vary any terms or conditions of the Customer Contract, including a Protected Clause 
and the Customer approves of the Change Request, the Customer must submit the Change 
Request to the Contract Authority and the Secretary of the New South Wales Department of 
Finance, Services and Innovation, for approval immediately after it has notified the Contractor 
that it approves the Change Request. 

Status 

A Change Request is binding on the Parties only when both Parties have signed it.  Once signed by 
both parties the Change Request updates the Customer Contract in accordance with the 
terms of the Change Request.  The Contractor must not implement any draft Change Request 
until the Customer has signed the Change Request form. 
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CHANGES TO CUSTOMER PERSONNEL 
[Insert any changes to the Customer’s Personnel] 
CHANGES TO CUSTOMER ASSISTANCE 
[Insert any changes to the Customer’s Assistance] 
PLAN FOR IMPLEMENTING THE CHANGE 
[insert the plan for implementing the change – if any.] 
THE RESPONSIBILITIES OF THE PARTIES FOR IMPLEMENTING THE CHANGE 
[Insert the responsibilities of the respective Parties for implementing the change – if any.] 
Responsibilities of the Contractor 
[Insert the responsibilities of the Contractor for implementing the change – if any.] 
Responsibilities of the Customer 
[insert the responsibilities of the Customer for implementing the change – if any.] 
EFFECT ON ACCEPTANCE TESTING OF ANY DELIVERABLE  
[Insert if there will be any effect on the Acceptance Testing of any Deliverable – or alternatively insert 
None.] 
EFFECT OF CHANGE ON PERFORMANCE OF ANY DELIVERABLE 
[Insert if there will be any effect on performance of any Deliverable – or alternatively insert None.] 
EFFECT ON USERS OF THE SYSTEM/SOLUTION 
[Insert if there will be any effect on users of the system/solution – or alternatively insert None.] 
EFFECT OF CHANGE ON DOCUMENTATION DELIVERABLES 
Changes will be required to the following documents: 

[Add any other documents which may be affected.] 
EFFECT ON TRAINING 
 Insert if there will an effect on training or alternatively insert None.]   
ANY OTHER MATTERS WHICH THE PARTIES CONSIDER IMPORTANT 
[insert if there are any other matters.] 
ASSUMPTIONS 
The plan for implementing the changes outlined in this Change Request is based on the assumptions 
listed below:   
[Insert any assumptions. If none then this section will be deleted]. 
If the assumptions are or become untrue, the Parties will address the effect of this through a 
subsequent Change Request. 
LIST OF DOCUMENTS THAT FORM PART OF THIS CHANGE REQUEST 
[Insert a list of the documents that form part of this Change Request] 
CUSTOMER CONTRACT CLAUSES, SCHEDULES AFFECTED BY THE PROPOSAL ARE AS 
FOLLOWS: 
[Insert amendments to clauses in the Customer Contract, relevant Schedules including Service Level 
Agreement] 
Note that variations to any of the terms and conditions of the Procure IT Framework including the 
Protected Clauses require the Customer to obtain the prior written approval of the Contract Authority 
and the Secretary, New South Wales Department of Finance, Services and Innovation approval in 
accordance with directions and policies issued by the Board from time to time. (clause 26.2)) 
AUTHORISATION 
The Contractor must not commence work on the Change Request until is signed by both Parties.  
Once signed by both Parties, the Customer Contract is updated by this Change Request and any 
provisions of the Customer Contract that conflict with this Change Request are superseded. 
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Schedule 4: Dispute Resolution Procedures 

 Expert Determination 

If a Referral Notice is submitted under clause 24.7 of the Customer Contract, the expert is to be 
agreed between the Parties.  If they cannot agree within 28 days of the Referral Notice, the 
expert is to be nominated on the application of either Party by the Chief Executive Officer, 
Australian Disputes Centre of NSW. 

The expert nominated must be a person who is an experienced Australian legal practitioner or a 
person with practical experience in the technology that is the subject matter of the dispute, 
unless otherwise agreed.  The expert must not be: 

 an employee of the Parties; 
 a person who has been connected with this Customer Contract or has a conflict of 

interest, as the case maybe; or 
 a person who the Parties have not been able to agree on. 

The expert may appoint any person that the expert believes will be able to provide the specialists 
skills that are necessary to make a determination, including an Australian legal practitioner.  
The expert must consult with both Parties prior to appointing such person. 

When the person to be the expert has been agreed or nominated, the Customer, on behalf of both 
Parties, must engage the expert by letter of engagement (and provide a copy to the 
Contractor) setting out: 

 the issue referred to the expert for determination; 
 the expert’s fees; 
 the procedure for the determination set out in this Schedule; and 
 any other matter which is relevant to the engagement. 

 Submissions 

The procedure for submissions to the expert is as follows: 

 The Party that has referred the issue to expert determination must make a submission 
in respect of the issue, within 30 Business Days after the date of the letter of 
engagement referred to in clause 1.4. 

 The other Party must respond within 30 Business Days after receiving a copy of that 
submission.  That response may include cross-claims. 

 The Party referred to in clause 2.1(a) may reply to the response, but must do so 
within 20 Business Days after receiving the response, and must not raise new 
matters. 

 The other Party may comment on the reply, but must do so within 20 Business Days 
after receiving the reply, and must not raise new matters. 

 The expert must ignore any submission, response, reply, or comment not made within 
the time given in this clause 2.1, unless the Customer and the Contractor agree 
otherwise. 

 The expert may request further information from either Party.  The request must be in 
writing, with a time limit for the response.  The expert must send a copy of the request 
and response to the other Party, and give the other Party a reasonable opportunity to 
comment on the response. 

 All submissions, responses, replies, requests and comments must be in writing.  If a 
Party gives information to the expert, it must at the same time give a copy to the other 
Party. 

 Conference 

The expert must arrange at least one conference with both Parties.  The request must be in writing, 
setting out the matters to be discussed. 
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Each Party is entitled to be represented at any preliminary conference before the expert by its legal 
representatives and other authorised representatives, with information and knowledge of the 
issues. 

The expert is not bound by the rules of evidence and may receive information in any manner the 
expert sees fit, but must observe the requirements of procedural fairness. Consultation 
between the expert and a Party must only take place in the presence of the other Party, 
unless a Party fails to attend a conference or meeting which has been convened by the expert 
and of which prior notice has been given. Any Party providing information to the expert must 
provide that information to the other Party. 

The Parties agree that such a conference is considered not to be a hearing that would give anything 
under this Schedule the character of arbitration. 

In answer to any issue referred to the expert by a Party, the other Party can raise any defence, set-off 
or counter-claim. 

 Questions to be determined by the Expert 

The expert must determine for each issue the following questions (to the extent that they are 
applicable to the issue): 

 is there an event, act or omission that gives the claimant a right to compensation 
under the Customer Contract: 
(i) for damages for breach of the Customer Contract, or 
(ii) otherwise in law? 

 if so: 
(i) what is the event, act or omission? 
(ii) on what date did the event, act or omission occur?  
(iii) what is the legal right which gives rise to the liability to compensation?  
(iv) is that right extinguished, barred or reduced by any provision of the Customer 

Contract, estoppel, waiver, accord and satisfaction, set-off, cross-claim, or 
other legal right? 

 in the light of the answers to clause 1.4: 
(i) What compensation, if any, is due from one Party to the other and when did it 

fall due? 
(ii) What interest, if any, is due when the expert determines that compensation? 

The expert must determine for each issue any other questions required by the Parties, having regard 
to the nature of the issue. 

The Parties must share equally the fees of the expert, any other costs associated with the process, 
including room hire expenses, transcript expenses and the like and the fees of any person 
appointed by the expert under clause 1.3 for the determination, and bear their own expenses. 

If the expert determines that one Party must pay the other an amount exceeding the amount specified 
in General Order Form (calculating the amount without including interest on it and after 
allowing for set-offs), then either Party may commence litigation, but only within 56 days after 
receiving the determination. 

Unless a Party has a right to commence litigation or otherwise resolve the dispute under the 
Customer Contract: 

 in the absence of a manifest error the Parties must treat each determination of the 
expert as final and binding and give effect to it; and 

 if the expert determines that one Party owes the other money, that Party must pay the 
money within 20 Business Days. 

 Role of Expert 

The expert must: 
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 act as an expert and not as an arbitrator, adjudicator or as expert witness; 
 make its determination on the basis of the submissions of the Parties, including 

documents and witness statements, and the expert’s own expertise;  
 act impartially, free of bias and with no vested interest in the outcome of the dispute; 
 adopt procedures for the Expert Determination suitable to the circumstances of the 

dispute so as to provide for an expeditious cost effective and fair means for the 
determination of the dispute; and 

 issue a certificate in a form the expert considers appropriate, stating the expert’s 
determination and giving reasons, within 45 Business Days after the receipt of the 
information in clause 2.1(d).  

If a certificate issued by the expert contains a clerical mistake, an error arising from an accidental slip 
or omission, a material miscalculation of figures, a mistake in the description of any person, 
matter or thing, or a defect of form, then the expert must correct the certificate and give notice 
to the Parties of such correction. 

 Confidentiality 

Each Party involved in the expert determination process, including the expert, the Parties, their 
advisors and representatives shall maintain the confidentiality of the expert determination 
process and may not use or disclose to anyone outside of the expert determination process, 
the expert’s determination, or any information received or obtained, in the course of the expert 
determination process, including the existence of that information, except to the extent: 

 the Parties have otherwise agreed in writing; 
 the information is already in the public domain; 
 disclosure is required to a Party’s insurers, auditors, accountants or other professional 

advisers; 
 disclosure is required for the purposes of any legal proceedings relating to the dispute 

or the expert’s determination; or  
 disclosure is otherwise required by law. 
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STATEMENT OF WORK:  ATTACHMENT 1 

 

Scope Document for SAP Implementation Services for TACP Tranche 1 and 

Design Services for Tranche 2 
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1. TACP OVERVIEW 

Background 

NSW Treasury have approved an Asset Management (AM) Policy for the NSW Public Sector (TPP 19-
07) in October 2019. The implementation approach for the policy includes a 1-year transition period. 
This period was to give agencies time to undertake the necessary gap analysis and commence putting 
in place steps to ensure they have embedded the new policy requirements. Compliance with the policy 
is required by 30 June 2024. 
 
A core requirement for the Asset Management Policy, includes a fit for purpose Asset Register 
containing accurate and comprehensive information on the agency’s planned and existing assets. 
TfNSW have submitted a transition plan arrangement to Treasury that includes an exemption to the AM 
Policy signed by the TfNSW Secretary with a revised completion date of the 30th of June 2024 for the 
Asset Register. 
 
Transport for NSW (TfNSW), Asset Information Strategy includes the development of a software 
solution to deliver the strategy with a federated Transport Asset Custodian Platform (TACP). TACP will 
provide TfNSW with a centralised asset information register containing data such as operational 
performance, risk exposure, asset condition, maintenance planning and new Program delivery of 
Transport cluster owned assets. TACP will provide TfNSW with evidence-based decision making with 
data modelling to improve service offerings to customers.  
 
TACP allows TfNSW to achieve compliance with NSW Treasury Asset Management Policy TPP 19-07 
to adopt a whole of lifecycle approach to assets. The data available in the TACP will enable the 
Transport Secretary to deliver annual asset attestation requirements from the policy. The main 
outcomes sought by alignment with the policy include: 
 

• Make better use of existing assets. 

• Adopt clear and consistent definitions and methodologies to report to government each year on the 

size of any maintenance backlog and identify measures to address the backlog. 

• Broaden assessments of asset performance to consider economic, social, and environmental 

benefits. 

• Develop a ‘system-of-systems’ approach across interconnected infrastructure networks to drive an 

integrated vision of infrastructure provision, management and create value. 

• Reduce costs, manage risks, and improve the resilience of assets 

• Adopt innovative, contemporary technologies to improve the operation and maintenance of assets. 

• Use quality data that will support evidence-based decision making to balance cost, risk, and asset 

performance.  
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TACP Program 

Transport for NSW (TfNSW) carries the responsibility for NSW Government to provide for safe, 
integrated, and efficient transport systems across the state, and with the focus on citizen experiences, 
ways of working, new technologies, and more intelligent assets which present both complexity and 
opportunity to public transport leaders.    
 
NSW Government is currently executing a large transport infrastructure program, with TfNSW playing 
a leading role and having responsibility for all transportation assets across the state of NSW. With an 
existing asset base valued at over $160 billion which is operated and maintained by various parties in 
a complex and dynamic model, the need for a consolidated view of assets across the cluster has never 
been more relevant.  
 
While the assets and their maintainers will change as the requirements and outcomes evolve, one 
constant remains: TfNSW have accountability for these assets. 
 
The Transport Asset Collaboration Platform (TACP) Program aims to achieve the following principles: 

1. Consolidate 750+ disparate asset registers from contracted Asset Stewards for Operation and 

Maintenance in one single asset register. 

2. Aligns with the requirements of the NSW Treasury Asset Management Policy for the NSW 

Public Sector (TPP 19-07).  

a. This includes a core requirement for a fit for purpose asset register containing accurate 

and comprehensive information on the agency’s planned and existing assets.  

3. Enables and supports the Asset Management Attestation Statement (required annually) by the 

Transport Secretary as part of the NSW Treasury Asset Management Policy. 

4. Provides Transport for NSW with a centralised asset register with asset information regarding 

the operational performance, risk exposure, asset condition, maintenance planning and 

delivery of Transport cluster owned assets.   

The TACP program outcomes will also deliver a high level of business value and enable TfNSW to 
change the way they engage with the Asset Partners.  Asset information will be treated as an asset 
itself, shifting TfNSW to be an informed procurer of asset management and creating a competitive and 
service delivery focused asset management market. With the approx. $40 billion that has been allocated 
for Transport recurrent and capital expenditure in the 2022-2023 budget including a significant allocation 
to asset management related expenditure, any program that allows TfNSW to have all the information 
on hand to make informed decisions when it comes to asset management, will deliver a high amount 
of value to NSW Government as a whole. 
 
This document described SAP’s tailored implementation approach to deliver TACP for Tranche 1 
requirements and undertake the high-level design and detailed design outcomes for Tranche 2 of this 
program, with the objective of having all TfNSW Asset Partners to be onboarded before June 30th, 
2024, to enjoy the outcomes of the Tranche 1 requirements in scope.  Subsequent engagements will 
seek to extend these capabilities based on a planned roadmap as well as feedback received from the 
participants in the TACP. 
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2. SCOPE OF WORK  

 
The scope of works covered under this engagement includes activities, outcomes and deliverables as 
defined below for the Program team to deploy to productive use the capabilities associated with TACP 
Tranche 1, via two deployment waves, as well as to deliver both a high level and detailed design for 
Tranche 2 capabilities. 

 

2.1 High Level Solution Architecture 

The high-level solution architecture below (Figure 1) shows the four (4) key capabilities of the TACP 

platform and the identified technology components to be leveraged to deliver these capabilities. 

 

Figure 1 - High Level proposed SAP Solution for TACP 

 

The four (4) key capabilities of TACP are: 

1. ACQUIRE 

TACP requires a standardised interface layer to manage asset data submissions from TfNSW 

Asset Partners.  Using the “ADX standard” (schema) which is to be designed and developed 

as part of Tranche 1, Asset Partners are to be able to send compliant asset data to the TACP 

leveraging this schema, with this data being fed into a standardised governance process to be 

populated in the Asset Register. 

2. ORCHESTRATE 

After the data has been supplied by the Asset Partners, the TACP will orchestrate the process 

of validating data against technical and business rules, which will be designed and delivered 

as part of Tranche 1, leveraging the different components of the solution to provide asset data 

acceptance and assessment outcomes, confirming that the data provided and loaded into the 

Asset Register is fit for purpose. 

3. MANAGE 

Asset data that is to be processed and stored in the “TACP Asset Register” will be managed 

by the platform to support collaboration and reporting requirements.  The rules that govern the 

validity of data being processed by the TACP such as Asset Information Standards, data 

DocuSign Envelope ID: - -4 -DocuSign Envelope ID: 32EE32BA-0633-4975-9048-0D2B75C3D3AD



SAP OPP 303861811 / Quote 114613001156 / Case 3062261966;  
Commercial in Confidence                                  Page 47 of 136 

 

structures, technical validation rules and business validation rules need to be managed and 

will evolve over time.  It is an expectation that these rules will change over time, as maturity of 

the business rules grows and feedback from the Asset Partners is incorporated, however the 

design for the rules and schema to be leveraged in the initial Tranche 1 go lives will be 

agreed and locked as part of Tranche 1 design.  The evolution of the rules and standards 

beyond the initial go-live of Wave 1 will be implemented by the TACP Managed Service  

team, working in collaboration with TfNSW.  The offering will be designed to support more 

than one active schema at a time. 

4. COLLABORATE 

The core functionality of the ‘TACP Asset Register’ to allow users to view, share, organise 

and collaborate asset data that has been curated by the governance process the platform has 

delivered.  This capability allows TfNSW to ensure that the asset data can be reported on, 

meeting key operational and compliance objectives. 

 

Figure 2: Proposed Component Architecture 

 
SAP’s proposed component architecture as shown above in figure 2 has been identified as delivering 

the functional capabilities required by TfNSW for TACP.  The exact components that are implemented 

as part of Tranche 1 will be confirmed during detailed design for Tranche 1 when matched against the 

detailed requirements to be shared during the design phase.  The components and a description of 

their high-level capabilities are shown below.  All capabilities are to be deployed in the SAP Business 

Technology Platform (BTP).  

1. Business Network Access Collaboration (formerly “AIN”) – The core component that will 

deliver the major user interface to manage and collaborate around asset data.  The 

launchpad as part of standard BNAC will be extended to provide a single portal to access 

functionality across the TACP, i.e., the ‘TACP Portal” referred to in the shared requirements. 
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2. SAP Analytics Cloud (SAC) – SAC will provide the capability to meet ad-hoc, specific NSW 

Government compliance and non-standard reporting requirements for the TACP platform, 

providing the visualisation and reporting layer of TACP. 

3. Data Mart – The data mart provides the underlying database infrastructure to support SAC 

reporting, components such as Data Warehouse Cloud, and HANA Cloud are expected to be 

utilised to also support these outcomes. The exact components will be confirmed during 

detailed design based on the SAP Program team’s review of the detailed requirements 

gathered during design discussions. 

4. Integration Layer – The integration layer will receive, manage, and orchestrate the asset data 

received from Asset Partners across the TACP.  This outcome will leverage various SAP BTP 

components such as Integration Suite and Data Intelligence.  The exact components will be 

confirmed during detailed design based on the SAP Program team’s review of detailed 

requirements to be shared by TfNSW during design discussions. 

5. Identity & Authorisation – SAP BTP Identity components will integrate with TfNSW and other 

TACP related security components to provide authentication, user provisioning and role-

based access across the TACP.  Additionally, the provision of Single Sign on (SSO) will be 

provided to the TACP components. 

6. Master Data Online (MDO) – Validates and manages the inbound data from Asset Partners, 

through the application of business rules against the data provided to verify that the supplied 

data is fit for purpose.  This toolset provides the capability to work with Asset Partners to 

improve asset data quality over time.  This component will also provide capability to manage 

and evolve the Asset Information Standards over time and apply the different business rules 

associated with different versions of the schema that are in use at any one time. 
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2.2 Functional and Technical Scope 

• To allow SAP to fulfil the requirements of the TACP as per the scope of this engagement, TfNSW 

will provide full administrative access to the SAP team to the TACP related BTP Services and 

associated software at the commencement of the engagement.  These services are to be 

procured for a TACP global account established for TACP specific purposes, as distinct to the 

existing BTP landscape used for TfNSW Enterprise wide outcomes.   

• SAP will connect, configure, and manage these services in the new Global account as part of the 

Program offering.  The proposed components in BTP to be leveraged to provide the TACP are: 

1. SAP Business Network for Asset Collaboration 

2. SAP Business Technology Platform core platform 

3. SAP Integration Suite 

4. SAP Process Automation 

5. SAP Data Intelligence 

6. SAP Data Warehouse Cloud 

7. SAP Analytics Cloud 

8. SAP Cloud ALM 

9. SAP Portal / Fiori Launchpad service  

10. Identity Access Services 

11. Identity Provisioning Service  

12. MDO 

13. SAP Business Network for Asset Collaboration 

• Other BTP components not specified here may need to be provisioned following detailed design 

for Tranche 1.  This will be identified and managed by the SAP team during the Program as an 

outcome of the Tranche 1 Explore Phase, in readiness for the Tranche 1 Realise phase.   

• The nature of the software licensing proposed for TACP provides for the ability to leverage other 

components of BTP without needing to make changes to the subscription. 

• TfNSW will need to provide the initial ADX schema as an input to the design workshops. SAP will 

undertake all platform establishment activities for the technology services in scope once access 

has been provided by TfNSW to the landscape, including any provisioning of services, 

establishment of sub accounts, management of trusts and connections between the services and 

associated activities. 
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FR 8.07 

Asset Quantities by 
Classification  

High Will be delivered via Story with multiple pages to cover 
different views of data (>=3 pages) 
Custom reporting Hierarchies required for Classification 
Will be supported by >3 DWC queries 

FR 8.09 

Geospatial View (via 
TACP) 

High Will be delivered via Story up to three (3) pages to cover 
different views of data 
HANA Geospatial Functions will be developed 
Will be supported by up to five (5) DWC queries 

FR 8.10 

Geospatial View (via GIS) High Will be delivered via Story with up to three (3) pages to 
cover different views of data 
Custom reporting Hierarchies required for Classification 
HANA Geospatial Functions will be built 
Will be supported by up to five (5) DWC queries 

FR 8.13 

Stakeholder / Contract 
Report 

Medium Will be delivered via Story with up to three (3) pages to 
cover different views of data 
Will be supported by up to three (3) DWC queries 

FR 8.16 

Maintenance Performance  Medium Will be delivered via Story with up to three (3) pages to 
cover different views of data 
Will be supported by up to three (3) DWC queries 

FR 8.21 

Programs with outstanding 
submissions 

Medium Will be delivered via Story with up to three (3) pages to 
cover different views of data 
Will be supported by up to three (3) DWC queries 

FR 8.25 
Report Scheduling Low General Activities: Scheduling and managing report 

schedules 

FR 8.26 

Manage Permissions Low General Activities: Security, configuration, and 
administration of SAP Analytics Cloud and SAP Data 
Warehouse Cloud 

Table 4: High Level mapping of Reporting Capabilities identified for TACP to be delivered via SAC 

 

Reporting Assumptions 

• Functional security components such as data access control for SAP DWC (if used) and reporting 

security control for SAP Analytics Cloud has been included 

• The effort estimate includes exposing data or report from the data mart or SAP Analytics Cloud to 

be consumed to third party tools, however it does not include build effort to develop the solution in 

the 3rd party itself. 

• Data will be sourced from the data mart or ODATA from BNAC for Tranche 1, or other sources 

within TACP 

• It is assumed there are seven (2) Low, five (6) Medium and four (4) High Complexity Functional 

Reporting requirements for Tranche 1 will meet reporting requirements as specified. If through the 

Explore Phase, whilst clarifying the Requirements Trace Matrix (Functional Requirements in 

3.1.4) there are new Functional Reporting requirements identified above the assumed number 

impacting the total reporting effort allocation (i.e., more than the 2 Low, 6 medium and 4 High), 

then this will be managed via the Change Control Process.  

• SAC dashboards will source data from data mart through live connection and will be created with 

either SAC Story or Analytical Applications. 
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UX Assumptions 

• The TACP Portal will have its foundation as the embedded AIN FLP module 

• Four (4) custom apps (contracts, Logging, Improvement Requests, Embedded SAC) have been 

considered in scope based on known requirements 

o Contracts app assumes a full create, read, update, and delete capabilities are required 

o Logging app is assumed to be read only with only a ‘retrigger” function included 

o Improvement request app has been considered.  Detailed design will confirm if this is 

required or if the existing capabilities of the application are suitable to TACP’s 

requirements  

o Embedded analytics (SAC) app has been considered to provide for the inclusion of SAC 

storied in the TACP portal. 

• No extension to SAP standard apps has been considered in the UX estimates based on known 

requirements 

• Simple tile-based UI integration to MDO has been included 

• No dynamic “KPI” type tiles have been included in scope 

• SAP Enable Now will be used as the basis for creating product documentation to hand over to the 

TfNSW Program team 

2.9 Personas Scope 

The personas in scope for the security model to be delivered as a part of TACP Tranche 1 are: 
 

• Asset Custodian 

• Asset Steward-Deliverers 

• Asset Steward-Maintainers 

• Operational Data Manager 

• Asset Owner 

• Contract Manager 

• Asset Partner 

• System Integrator 

• Data Steward 

• Integration Platform Operations Support 

• Workflow Approver 
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2. SAP Functional consultants will provide input to the product documentation, working with the 

training content specialist being provided by SAP as part of this engagement.  It is assumed 

that this content will be developed in SAP Enable Now. 

3. The SAP Training Specialist will align the TACP product documentation into an agreed format 

based on business processes and personas in scope for Tranche 1. 

4. The SAP Training Specialist will work with identified TfNSW SME’s and conduct a Knowledge 

Transfer process utilising this business-based documentation developed using SAP Enable 

Now – this is referred to as “simulations”.  SAP has included twenty (20) simulations in scope 

for the TACP solution. 

5. TfNSW SME’s will leverage this product content and simulations when producing the specific 

training documents based on TACP personas (Internal and Asset Partners users) then 

schedule and deliver the training.  The SAP program team is not involved in this aspect of 

enablement.  

6. The SAP training approach will consist of converting the SAP solution design documentation 

into a suitable format to deliver Knowledge Transfer via an SAP Training Specialist and 

Functional consultants to TfNSW SMEs.  These nominated SME’s will then package up this 

documentation and deliver training to identified end users. 

Training and Enablement Content Scope 

The specific details of the knowledge transfer scope will not be finalised until the detailed design is 

complete for Tranche 1.  To provide the Fixed Price proposal requested by TfNSW, we have provided 

the following breakdown of effort. 

• Five (5) days of a senior training specialist during the design phase to provide the specific 

detailed scope, approach, resources (TfNSW SME's) and deliverables for the Knowledge 

Transfer activity. 

• Effort already allocated by the Functional consultants will be utilised to compile the product 

documentation and work with the training specialist (suggestion being to utilise Enable Now) 

• A total of five (5) days has been allowed for the knowledge transfer delivery to the SME's 

during the Deploy phase of the project, based on materials built during the Realize (build) 

phase. 

 

• The creation of twenty (20) simulations for key transactions.  Simulations are recordings of 

transactions with text bubbles to describe each step.  These can be converted to a PDF 

equivalent so that the TfNSW SME has a choice of utilising a recording or printed guide when 

building the specific training content.  A sample of three (3) such PDF versions of the 

simulations has been provided and SAP can provide actual simulation (video recordings) 

separately if so desired. 

 

The SAP Business Transformation lead will work closely with the TfNSW Program Manager and 

advise/support the engagement activities with both internal and external stakeholders throughout both 

Wave 1 and Wave 2.  Specific activities and timings thereof within this scope of work will be agreed 

during the initial Prepare Phase of the engagement. 
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3. PROGRAM APPROACH AND METHODOLOGY 

SAP will follow the SAP ACTIVATE methodology for cloud implementations.  SAP ACTIVATE is a 

content rich, Agile based methodology applicable for the implementation of SAP new cloud solutions 

for Public Sector.  SAP ACTIVATE provides pre-built implementation content, accelerators, tools, and 

best practices that help SAP consultants deliver consistent and successful results for our customers.  

The five phases of SAP ACTIVATE provide guidance throughout the Program life cycle.  Embedded 

within these phases is a series of value delivery and quality checks to make sure that the solution 

delivers the expected value, on time and within budget. 

The diagram below illustrates SAP Proposed Deployment Strategy, across both Wave 1 and Wave 2. 

 

 

Figure 3 - TACP Deployment Strategy 

 

3.1 High Level Schedule 

The durations and estimated milestone dates for the Program Phases are as follows and are based 

on an estimated commencement date of 16 January 2023 and an estimated completion date of 17 

May 2024.  The final project plan is prepared and confirmed as part of Prepare Phase. 
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3.3 Tranche 2 Detailed Design 

 
SAP recommends that Tranche 2 design be scheduled to avoid resource constraints on both SAP 
and TfNSW resources during Tranche 1 build. SAP proposes Tranche 2 design be done as follows: 
 
 
High level design  

 

• Four (4) weeks elapsed time commencing two (2) weeks following completion of Tranche 1 

design with architects & consulting leads part-time. The two (2)-week lag is to ensure adequate 

governance over the commencement of build activities.  

• The objective of this HL design is to provide input to implementation planning and pricing for the 

Tranche 2 business case. 

 

Detailed Design 

 

Eight (8) weeks elapsed time commencing after completion of Tranche 1 Hypercare with architects 

and consultants engaged in both a full and part time mode depending upon scope in each respective 

area. This timing will mitigate any resource constraints between the needs to support Tranche 1 

deliverables and the need to provide a detailed solution design document that will be ready for build.  

 

4. GOVERNANCE 

SAP assumes a joint, multi-tiered approach to Governance for the TACP program to manage risk, 

resolve escalations without impacts to milestones, and promote transparency.  The SAP Governance 

framework will be aligned with the TfNSW PMO to agree an appropriate model that will be included in 

the Program Management Plan out of the Prepare phase. 

A key driver and focus will be on maintaining the principle of “Standard SAP” solutioning, aligned 

closely to product roadmap.  To support this principle, SAP’s Global Business Network for Assets 

(AIN / BNAC) product owner will sit on the Executive steering committee. 

During the Prepare Phase, the team will formalise key governance processes for documenting 

potential ‘customisations’ and stewarding these through the appropriate governance process (see 

example next page).  The overall philosophy will be to adopt out of the box, standard SAP product 

solutions and deploy these to keep to agreed milestone dates. 

Whilst some team members may work separately on Tranches 1 and Tranche 2 design, the 

governance structure will encompass both to ensure minimum technical debt and continuation of 

ideas and knowledge within team members, allowing for design efficiencies across both Tranches 

whilst adhering to delivery milestones.  

The Program Managers from SAP and TfNSW, together with the TfNSW Program Director and 

Sponsor will confirm the specific Governance structure for TACP during the Prepare phase, utilising 

the below as a starting point. 
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Figure 5 - Proposed TACP Program Governance Structure 

 

During the Prepare phase, the key processes underpinning the governance structure will be defined.  

These processes include roles and responsibilities, decision criteria, and timings to provide assurance 

around decision making that protects the overall outcomes of the TACP program. 

Both Parties agree to work towards the following response times in respect to decision making: 

• for all decisions involving the input of the Steering Committee, response time should be within five 

(5) working days of the Steering Committee meeting in which the item is tabled  

• for all decisions involving the input of division or departmental heads, Agencies or Asset Partners, 

response time should be within three (3) working days of formal communication by the Program 

Team  

• for all decisions requiring the input of Program Manager or team members, response time should 

be within two (2) working days of formal communication to the Program Manager or team member   

• For SAP Deliverables, a formal deliverable review and approval process must be followed. The 

process will be agreed at the commencement of the Program with response time to accept or 

reject deliverables being five (5) working days. 
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5. SAP DELIVERABLES 

SAP will provide the Program deliverables as defined in this section.   
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5.4 Escalation Process 

If any issues are unable to be resolved by the Program team in a timely manner, the parties agree 

that they will be escalated in line with the following:  

 

• The issue will be raised to the Program Management Office (PMO) for discussion and agreement 

between TfNSW and the SAP Program Managers. 

• Where TfNSW and SAP Program Managers are unable to resolve in a timely manner (i.e., within 

two (2) working days), the issue is escalated to the Program Steering Committee  

• If the If the Program Steering Committee is unable to resolve in a timely manner, then TfNSW and 

SAP Executive Sponsors are the final point of escalation.  

 

Achieving a timely resolution of all issues is the responsibility of both TfNSW and the SAP Teams. 

The expected turnaround for a response to any escalation is under five (5) working days. 

 

Both parties commit to presenting a balanced view when making their recommendation for resolution 

and must present alternative options considered to allow the appropriate governance bodies to make 

an informed decision. 

 

5.5 Change Control Process 

SAP accepts that new requirements necessitating solution enhancements may be required during 

Wave 1 or Wave 2 of the program. New requirements will follow the program change control process 

that will be set out in the Program Management Plan to assess architecture and delivery impacts. 

Enhancements approved by the change governance will be delivered by the SAP AMS team who will 

be engaged for such planned changes. 

 

Change control will apply to any new scope introduced during the term. This includes scope not 

referenced in this document and alterations to any deliverable stated. For the avoidance of doubt, this 

includes but is not limited to if SAP is required to deliver program management capability.   

 
Any changes to the Program as defined in this document, and formal Program documentation, must 

follow a formal Program Change Control Process.  

 

Examples of Change Request categories include: 

• Change to any of the agreed scope covering organisational or solution (process, functional, 

development, integration, technical, infrastructure or data conversion/migration).  

• Change to agreed timelines.  

• Change to delivery schedule.  

• Change to approaches, deliverables, assumptions, or governance bodies.  

• Change to quality standards.  

• Change to resources.  

• Change to Program budget or other financial aspects 

• TfNSW and SAP will agree the detailed Change Control process during the Prepare Phase of the 

Program.   
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6. PROGRAM ORGANISATION 

 

The proposed structure of the combined SAP and Customer is illustrated below.  This structure will be 

agreed during the Prepare Phase of the Program.  

 

 

Figure 6: Proposed joint TACP Program team structure 

 

TACP has overall accountability for the Program. It is expected that both SAP and TfNSW will have 

dedicated Program Managers on this engagement who will be responsible for managing availability, 

work assignment and quality of deliverables for the respective team members throughout this 

program.  This will encompass both tranches, with particular focus needed to manage potentially 

competing priorities during the Trance 2 design period.   

 

From a people management perspective, it is important that a focus is maintained on well-being of all 

Program team members throughout this journey.  The TACP program will be approximately eighteen 

(18) months duration (excluding future Tranche 2 implementation) and this timeframe can provide 

challenges to individuals.  As such, SAP and TfNSW Program Managers need to ensure appropriate 

breaks and deploy initiatives to promote a positive team environment. 

 

The roles and involvement level of the SAP and TfNSW teams for the TACP Program will be as 

follows. 
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7.3 TfNSW responsibilities 

The responsibilities within the RACI are elaborated as follows: 

 
• Key TfNSW Roles and stakeholders as defined in this Statement of Work will be made available 

when required and will have the authority to make timely decisions. 

• TfNSW will resource a full-time Program team where necessary, as identified in this Statement of 

Work.  The TACP team will be suitably skilled with relevant experience to undertake their roles. 

• TfNSW are to provide all PMO resources for the Program, SAP will not provide any PMO 

resources.  

• TfNSW will be responsible for all communication and engagement to the broader TfNSW user 

community/agencies beyond the Program team. 

• TfNSW and SAP are fully committed to meeting the agreed timeline as per SAP response and 

Timelines included in this Plan. Both Parties will provide empowered and key resources in line 

with this Plan to participate and undertake in their respective activities and Service Deliverables.  

Any variations to the timeline will be managed via the Change Request process. 

• TfNSW and SAP will jointly work towards achieving the timelines for Wave 1 for only two agreed 

agencies/asset Partners that are to be agreed during the Prepare Phase of the Program. 

• TfNSW_TACP_RFP_Returnable Schedule 3.1.4’ will form the basis of the Requirements Trace 

Matrix for the Program, this will be further expanded during the Prepare, Explore and Realize 

Phases of the Program.   

• TfNSW and SAP will manage adherence to the agreed scope (TfNSW_TACP_RFP_Returnable 

Schedule 3.1.4’(RTM).  Any new requirements will be managed via the Change Request process. 

• TfNSW are accountable and responsible for all Organizational Change Management (including 

but not limited to communications, training, deployment) activities. 

• TfNSW are responsible to provide Data in the required format for trial ingestion. This is to be 

available from the Prepare Phase (for initial review and input into Design) of the Program.  

• TfNSW are responsible for all UAT (testing) related activities including but not limited to preparing 

of data, testing execution, Defect Management, Testing Planning and Strategy. 

• TfNSW will provide the test management software for use through-out the TACP Program. 

• TfNSW is accountable for OCM so limited SAP resources are assigned to this activity, with 

support being provided as part of the Transformation Lead role.  Additional SAP OCM advisory 

expertise can be provided to TfNSW if desired, outside of this RFP response. 

• TfNSW will also be accountable for resourcing and managing the PMO.  SAP Program resources 

will align to the TfNSW PMO, and other governance frameworks as needed. 

• Ensure that Customer team members are knowledgeable about the solution being implemented 

and define their training approach and schedule. Ensure that key users are available for all 

workshops and activities as needed. 

• Minimize the change in personnel throughout the duration of the Service.  

• Manage TfNSW’s third-party service providers. 
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• Organisational change management activities, training and knowledge transition activities which 

include, but are not limited to the following: communication plan, organisational transition plan, 

coordination with remote sites, and Program communication to the company. 

• Provide SAP (and Customer team members) with adequate workspaces as necessary for the 

duration of the Services. Necessary identification material (badges, passes, cards, etc.) need to 

be provided. The project facilities rooms should include - if needed – Printers, scanners, copiers, 

file storage and miscellaneous office supplies. Sufficient temporary desks, or “hot desks”, must be 

made available to enable each onsite SAP team member to have a desk. SAP team members 

shall have necessary access to the workspaces, buildings, and systems during and after normal 

business hours, on weekends, and on holidays. Limitation of SAP access during these times may 

reduce SAP’s ability to maintain the proposed schedule. Workspaces of the SAP resources must 

be physically separated from the workspaces of TfNSW team members. However, none of the 

SAP resources shall have keys for these workspaces 

• Be fully responsible for technology infrastructure that is On Premise or hosted by TfNSW or a 

third party. This includes but is not limited to any infrastructure, network and system 

administration, security, periodic backup and restore activities as required, and server and 

storage hardware. These systems shall be available throughout the Service according to the 

Program schedule. 

• Ensure that a consistent, stable, and fast remote support connection/service connection is 

available between SAP and TfNSW at the required times.  

• Provide SAP with the necessary authorizations for onsite and remote access to Customer’s 

systems. 

• Allow the use of SAP laptops and mobile devices on Customer’s network to SAP’s network via 

SAP’s Virtual Private Network (VPN) protocols; otherwise, Customer will provide PCs and/or 

laptops with the Microsoft Office Suite and e-mail capability for the SAP team. Laptops and/or 

PCs provided by Customer must have the latest virus protection software. 

• Provide technical advice regarding any third-party systems to which the team will have access. 

• Ensure Customer compliance with any relevant governmental and regulatory requirements. 

• TfNSW will need to provide support to the establishment of the TACP platform as required where 

the activities have an impact external to the TACP platform, e.g., network ports, whitelisting of IP 

addressed, connectivity to AD for authentication  

• TfNSW will provide all the ADX sample data required during the program Prepare/Explore and 

Realise phases 
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8. OTHER ASSUMPTIONS 

8.1 Data Model Assumptions 

• ADX M1.A will have classification-based attributes 

• Data Quality rules will consistently operate on published versions, noting more than one published 

version may be operational at one time. 

• The only data transformations will be automated – no changes will be made to the received data 

from the Asset Partners  

• The data provided may be appended with additional attributes to suit various reporting needs of 

TACP, but data received will not be changed by the solution. 

• Outbound data interfaces to send to new providers is not in scope for Tranche 1 

• All assets sent to TACP will need to be associated with a contract 

• The schema for ADX will be defined and agreed as early as possible through the design (explore) 

phase,  

• Usage of Equipment, Functional Locations, Systems is considered. This includes establishing 

complex networks. 

• Data Dictionary / meta data - 4 levels of classification is considered with attributes and groups. 

Managed by MDO 

• Provision of sample data will assist with design completion during the Explore Phase, and trial 

ingestions during the Realise Phase.  SAP assumes the ADX/Data Model Design that will be used 

for the Tranche 1 (Wave 1) go live will be defined & agreed in the Explore phase to enable a 

baseline build and trial loading by Wave 1 Asset Partners.  

• Any changes to the ADX/Data Model, will be assessed and managed through the Program 

Change Control process.  SAP acknowledges that additional versions of the schema will be 

required for changes in attributes & business rules. 

• SAP recognises that one of the key requirements of TACP is to develop a platform that allows the 

ongoing enhancement/improvement of the Asset Information Standards to facilitate the 

incremental improvement of asset data. To enable a baseline build and trial data loads for Wave 1 

asset candidates a specific ADX version needs to be taken at completion of the Design phase to 

be used for Wave 1 go-live. Further ADX versions can continue to be defined by TfNSW for 

implementation following Wave 1 go-live stabilisation within Hypercare. 

8.2 General Assumptions 

• Under the SaaS model, the Technical and Functional expertise will be provided by SAP, 

with TfNSW providing specific input relating to roles and requirements specified in this 

Plan.  

• A balance will be struck between sharing resources across Tranche 1 (design and 

implementation) and Tranche 2 (high-level design), whilst ensuring Tranche 1 resources 

are focused predominantly on wave 1 timely deliverable. 

• All supporting documentation will be developed using personal computers/laptops using 

Microsoft Office applications (Word, Excel, MS Program, Visio, and PowerPoint) or other 

mutually agreed documentation tools. 
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• SAP are responsible for Unit Testing, SIT (including security testing) and Performance 

testing.  SAP will prepare a Test Strategy and governance approach for this testing.  

Additionally, a Test Plan will be developed, and a Test Summary report prepared for each 

of these Testing activities at the conclusion of each Testing phase. 

• Cloud Operations approval is required before the execution of performance testing in an 

SAP cloud environment.  The SAP Program team will initiate this but may require input 

and action by TfNSW in this process. 

• For Wave 2 only advisory for onboarding of new asset partners has been considered. Any 

changes to this will be managed through the Change Request process. Support for Wave 

2 onboarding is detailed in the SAP AMS SoW. 

• Any effort required for the investigation or analysis of any requested Change Requests 

will scoped by the SAP Program team   

• The SAP team will be a combination of onsite and remote resources. 

• SAP will embed best practise security practises into their design and implementation 

including for the integration of MDO into the TACP SAP solution design. 

• SAP will work with the TfNSW security architect to ensure the TfNSW security policies 

and requirements are complied with within the specification of the non-functional 

requirements. 

9. OUT OF SCOPE 

Any items or services not defined as in scope for this Service are deemed out of scope, including, but 

not limited to the following exclusions: 

1. Outputs/deliverables not explicitly stated in SAP’s response are out of scope 

2. Integration with data historian or IOT devices for asset operational data is not considered. 

3. Document integration of any Transport ECM system with BNAC.  This is scope for Tranche 2.  

4. GIS integration with any Transport GIS System with BNAC.  This is scope for Tranche 2 

5. Integration through direct connection to the TfNSW ECC environment is not considered in 

scope. 

6. Delivery of training to internal or external End Users by the SAP team 

7. Connectivity from SAP Analytics Cloud to third party data warehouses or business 

applications is not included in the scope. 
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1. TACP PROGRAM 

Transport for NSW (TfNSW) carries the responsibility for NSW Government to provide for safe, 
integrated, and efficient transport systems across the state, and with the focus on citizen experiences, 
ways of working, new technologies, and more intelligent assets which present both complexity and 
opportunity to public transport leaders.    
 
NSW Government is currently executing a large transport infrastructure program, with TfNSW playing 
a leading role and having responsibility for all transportation assets across the state of NSW. With an 
existing asset base valued at over $160 billion which is operated and maintained by various parties in 
a complex and dynamic model, the need for a consolidated view of assets across the cluster has never 
been more relevant.  
 
While the assets and their maintainers will change as the requirements and outcomes evolve, one 
constant remains: TfNSW have accountability for these assets. 
 
The Transport Asset Collaboration Platform (TACP) Program aims to achieve the following principles: 

• Consolidate 750+ disparate asset registers from contracted Asset Stewards for Operation and 
Maintenance in one single asset register. 

• Aligns with the requirements of the NSW Treasury Asset Management Policy for the NSW 
Public Sector (TPP 19-07).  

o This includes a core requirement for a fit for purpose asset register containing accurate 
and comprehensive information on the agency’s planned and existing assets.  

• Enables and supports the Asset Management Attestation Statement (required annually) by the 
Transport Secretary as part of the NSW Treasury Asset Management Policy. 

• Provides Transport for NSW with a centralised asset register with asset information regarding 
the operational performance, risk exposure, asset condition, maintenance planning and 
delivery of Transport cluster owned assets.   
 

The TACP program outcomes will also deliver a high level of business value and enable TfNSW to 
change the way they engage with the Asset Partners.  Asset information will be treated as an asset 
itself, shifting TfNSW to be an informed procurer of asset management and creating a competitive and 
service delivery focused asset management market. With the approx. $40 billion that has been allocated 
for Transport recurrent and capital expenditure in the 2022-2023 budget including a significant allocation 
to asset management related expenditure, any program that allows TfNSW to have all the information 
on hand to make informed decisions when it comes to asset management, will deliver a high amount 
of value to NSW Government as a whole. 
 
This document describes SAP’s approach to deliver Managed Testing Services for TACP 
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2. SCOPE OF WORK  

Managed Testing – High Level scope 

SAP has included the following scope items for the management of and provision of Managed Testing 

outcomes for TACP for the subscription period 1 March 2023 to 29 Feb 2024, including transition, 

support of test automation, and support with patching of test scripts to the SAP AMS Support team. The 

contract period includes services and support as described in this document. Use of the Tricentis licence 

for automated regression testing is not limited to this contract period 

The TACP testing elements are: 

Unit Testing 

Unit testing is done by the SAP Program team and is not part of the  Managed Testing scope. 

Test Documentation (Optimised Cloud Testing) 

SAP Managed Testing Team will provide a test strategy/approach document that includes test 

methodology, planning, and governance during tranche 1, aligned to SAP best practices 

System Integration Testing (Manual Testing) 

SAP Managed Testing to support with documenting the test cases for the system integration 

testing, based on the Customer and the SAP Program team inputs, followed by execution for 

the defined scope. 

Performance Testing 

SAP Managed Testing to support with performance testing as per the defined volume and the 

cycles for end user specific test cases on a non-production environment with the TfNSW owned 

Performance Test tool, LoadRunner, and infrastructure. 

User Acceptance Testing 

TfNSW will be responsible for the organisation, management, and execution of User 

Acceptance Testing.  The SAP Program team will support with the provision of test scenarios 

and cases leveraged in SIT as a basis for this testing cycle, and with defect resolution.   

Test Automation 

SAP Managed Testing to create automated test scripts for the rapid regression testing during 

the Wave 2 deployments of Tranche 1, by automating the defined volume with the Customer 

owned test automation tool. Test automation scripts to be developed following the go live for 

Wave 1 Tranche 1. 
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5. SERVICE LEVELS 

Service Hours and Service Language 

Service Delivery English: Mon-Fri, 8:00am-6:00pm AEST* 

* Excludes SAP observed Australia public holidays i.e., government designated holidays such as New Year’s Day. 

Managed testing team will work with the Program teams to ensure Program deadlines are met. To 
that end, the Managed testing team accept there may be occasionally requests to work outside these 
business days or hours and will endeavour to accommodate these occasional requests with 
reasonable lead time.   
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7. OUT OF SCOPE 

 

• Execution of unit test cases (done by the SAP Program team) 

• Execution of UAT test cases (done by the TfNSW Program team supported by the SAP Program team) 

• Defect Resolutions for SIT testing and issues encountered from test automation scripts (done by the SAP 

Program team) 
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STATEMENT OF WORK:  ATTACHMENT 3 

 

Scope Document for SAP Application Managed Services for TACP 
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• AMS provides the required Service Management processes, as prescribed Service requests 

provided through Detailed Design from the Program team. 

• A support transition from the Program team commencing early in the Hypercare phase of the 

initial deployment to allow shadowing and operational knowledge transfer.  

• The use of documented Service operating procedures, which include the TACP security 

processes, with the transition and as a reference for incident and Service request resolution,. 

• TfNSW will retain responsibility for the engagement with the TACP users, leveraging the 

TfNSW 1st Level of helpdesk support.  

• Integration with the toolsets used by SAP and TfNSW TACP Support Help Desks. 

• Work collaboratively with TfNSW IT support teams where required on incident investigations, 

technical integrations, and engagement.    

 
Figure 7: High level TACP support model 
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2.2 Service Delivery Management  

The SDM is the primary local contact point for the SAP TACP Support Model and TfNSW TACP 
stakeholders for triaging and service reporting of incidents and services requests. 
 
The scope of this role is: 
 

1. Monitor the SAP TACP service desk queue for incident and service requests inbound from 

the TfNSW level 2 Triage Team and reassignments from support teams within the SAP AMS 

network. 

2. Assess, resolve (where possible), reassign &/or triage incidents in the TACP queue. 

3. Ensure incidents are managed within the Service Level Agreements specified in the Incident 

Service Levels section. 

4. Assign and manage services requests based on the TACP Service Catalogue. Refer to the 

TACP Service Catalogue section for catalogue details. 

5. Maintain updates to the Service catalogue as approved by TACP Program Change Control as 

defined in the TACP Program Management Plan. 

6. Engage with the TACP Program Team to arrange the scoping, planning and delivery of 

approved change requests outside the Service Catalogue via the TACP Program change 

control process.  

7. Engage with TfNSW TACP Triage Team for incident updates and provide weekly status 

reporting on incidents and services throughout Hypercare, as defined in the Service Operating 

Procedures program deliverable, then fortnightly or monthly as required. . 

8. Develop functional and technical knowledge for common or low complex incidents as part of 

their assessment and triage responsibilities. 
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2.3 SAP Solution Support 

The SDM is supported by functional and technical resources who are knowledgeable in the TACP 
solution. These resources are regionally located and sit within SAP Centres of Expertise for Assets 
(covering EAM & BNAC) or Analytics (covering BTP, SAC, Data Intelligence and Data Mart).  
 
The scope of this role is to: 
 

1. Respond to incidents assigned by the SDM. 

2. Assess and resolve incidents identified as TACP solution defects. 

3. Update and reassign to the SDM incidents identified as product gaps or defects for further 

reassignment to SAP Product Support. Defects relate to product defects and are handled 

under SAP Product Support. 

4. Respond to Service requests assigned by the SDM for service catalogue items. 

5. Respond to Service requests assigned by the SDM for scoping and estimates to deliver of 

changes other than  service catalogue items.  
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3. SERVICE REQUEST MANAGEMENT 

 
Figure 8: Service Management Flow 

 
SAP TACP Support Service queue is the SAP Support Platform integrated with the TfNSW ticketing 
system and managed by the SDM to monitor incident and Service request items. 
 

3.1 TACP Service Catalogue 

 
The Service catalogue is a section of the TACP Service Operating Procedures covering prescribed, 
recurring, or minor solution enhancements or maintenance tasks that do not require program change 
control governance. The purpose of the catalogue is to enable these changes without TACP program 
change control architecture, implementation or commercial impact approval for each request.   
 
Each catalogue item will have defined and sequenced tasks to configure and test changes to the 
TACP solution and impacts of those changes that require regression testing. 
 
The implementation of catalogue items through the TACP landscape is managed and delivered by the 
SDM and solution support teams for SAP and MDO via Service requests, following agreement of a 
delivery plan for these changes with the TfNSW triage team. 
 
The catalogue items will be documented during the Tranche 1 Realisation phase and will consist of: 
 

1. Changes to ADX that don’t require a field to be added. 

2. Adds & changes to data rules in MDO. 

3. Audit request for information not limited to but including SOC1, SOC2 reports. 

4. Remediation of regression test defects arising from minor upgrades within the TACP 

landscape 

Amendments to the service catalogue are to be requested and approved by the TfNSW program 
team. Additional catalogue items are scoped and estimated by the SDM, supported by the SAP and 
MDO support teams. 
 

3.2 Other Change Request 

The TfNSW program team can raise Service requests containing functional and non-functional 
requirements for changes other than those prescribed on the service catalogue. The SDM will co-
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The SDM and SAP TACP Solution Support provisioning is as follows: 
 

1. Requires a minimum consumption per contract year of 50% of the provisioning set out in 

section 8 which cannot be rolled forward to future contract years 

2. The provision is designed to provide flexibility and value for solution support to TfNSW 

through the Tranche 1 transition of the Asset Partners to TACP. Variations to the provisioning 

can be assessed and agreed between SAP and TfNSW conditional on the 50% threshold 

being met at the time of variation. 

3. Covered by the MaxAttention Retainer Model. An option to vary the provisioning without 

commercials impact will be available, at the discretion of TfNSW, by utilising the MaxAttention 

Retainer Model. This model allows TfNSW to transfer days to or from the TACP contract and 

Max Attention contract, at their equivalent value, to address under or over utlisation within the 

TACP contract year. 
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14. OUT OF SCOPE 

Any items or Services not defined as in scope for this Service are deemed out of scope. 

 
 

15. DEFINITIONS 

15.1 Minor Upgrades 

SAP notes the requirement of Minor Upgrade notification of 30 days. SAP Service Delivery 
Manager (SDM) will co-ordinate with relevant product teams to notify TfNSW of any upgrades or 
updates with 30 days’ notice.  
 
Schedule of updates released every quarter (3 months) including at least 30 days notification. 
 

15.2 Emergency Change 

 
Business Urgent Change or emergency change process will be defined in the Realise phase of 
the Wave 1 implementation. 
 

 

  

DocuSign Envelope ID: - -4 -DocuSign Envelope ID: 32EE32BA-0633-4975-9048-0D2B75C3D3AD



SAP OPP 303861811 / Quote 114613001156 / Case 3062261966;  
Commercial in Confidence                                  Page 136 of 136 

 

ATTACHMENT 4 

Data Processing Agreement for SAP Support and Professional Services 
ENGLISH v.8-2021a 
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DATA PROCESSING AGREEMENT FOR SAP SUPPORT AND PROFESSIONAL SERVICES 

1. DEFINITIONS  

1.1. “Authorized Users” means any individual to whom Customer grants access authorization in compliance with 
a SAP software license to use the SAP Service that is an employee, agent, contractor or representative of  

a) the Customer; 
b) Customer's Affiliates; or  
c) Customer’s and Customer’s Affiliates’ Business Partners (as defined under the Software License and 

Support Agreement). 

1.2. “Controller” means the natural or legal person, public authority, agency or other body which, alone or jointly 
with others, determines the purposes and means of the processing of Personal Data; for the purposes of this 
DPA, where Customer acts as Processor for another Controller, it shall in relation to SAP be deemed as 
additional and independent Controller with the respective controller rights and obligations under this DPA. 

1.3. “Data Protection Law” means the applicable legislation protecting the fundamental rights and freedoms of 
persons and their right to privacy with regard to the processing of Personal Data under the Agreement.  

1.4. “Data Subject” means an identified or identifiable natural person as defined by Data Protection Law. 

1.5. “My Trust Center” means information available on the SAP support portal (see: 
) or the SAP agreements website (see: 
) or any subsequent website(s) made available by 

SAP to Customer. 

1.6. “New SCC Relevant Transfer” means a transfer (or an onward transfer) to a Third Country of Personal Data 
that is either subject to GDPR or to applicable Data Protection Law and where any required adequacy means 
under GDPR or applicable Data Protection Law can be met by entering into the New Standard Contractual 
Clauses. 

1.7. “New Standard Contractual Clauses” means the unchanged standard contractual clauses, published by the 
European Commission, reference 2021/914 or any subsequent final version thereof which shall automatically 
apply. To avoid doubt Modules 2 and 3 shall apply as set out in Section 8. 

1.8. “Personal Data” means any information relating to a Data Subject which is protected under Data Protection 
Law. For the purposes of the DPA, it includes only personal data which is supplied to or accessed by SAP or 
its Subprocessors in order to provide the SAP Support or Professional Services under the Agreement. 

1.9. “Personal Data Breach” means a confirmed: 

a) accidental or unlawful destruction, loss, alteration, unauthorized disclosure of or unauthorized third-party 
access to Personal Data; or  

b) similar incident involving Personal Data, in each case for which a Controller is required under Data 
Protection Law to provide notice to competent data protection authorities or Data Subjects. 

1.10. “Professional Services” means implementation services, consulting services or services such as SAP 
Premium Engagement Support Services, Innovative Business Solutions Development Services, Innovative 
Business Solutions Development Support Services. 

1.11. “Processor” means a natural or legal person, public authority, agency or other body which processes Personal 
Data on behalf of the Controller, be it directly as Processor of a Controller or indirectly as Subprocessor of a 
Processor which processes Personal Data on behalf of the Controller. 

1.12. “Schedule” means the numbered Appendix with respect to the Standard Contractual Clauses (2010) and the 
numbered Annex with respect to the New Standard Contractual Clauses. 

1.13. “Standard Contractual Clauses (2010)” means the (Standard Contractual Clauses (processors)) published 
by the European Commission, reference 2010/87/EU. 
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1.14. “Subprocessor” or “sub-processor” means SAP Affiliates, SAP SE, SAP SE Affiliates and third parties 
engaged by SAP, SAP SE or SAP SE’s Affiliates in connection with the SAP Service and which processes 
Personal Data in accordance with this DPA. 

1.15. “Technical and Organizational Measures” means the technical and organizational measures for the relevant 
SAP Support or Professional Service published on the My Trust Center. 

1.16. “Third Country” means any country, organization or territory not acknowledged by the European Union under 
Article 45 of GDPR as a safe country with an adequate level of data protection. 

2. BACKGROUND 

2.1. Purpose and Application 

This document (“DPA”) is incorporated into the Agreement and forms part of a written (including in electronic 
form) contract between SAP and Customer. This DPA applies to Personal Data provided by Customer and 
each Controller in connection with the performance of the SAP services as set out in the relevant Agreement 
(“SAP Service(s)”) to which is attached the present DPA which may include: 

a) SAP Support as defined in the Software License & Support Agreement; or 
b) Professional Services as described in the services agreement concluded between SAP and the Customer 

(“Services Agreement”). 

2.2. Structure 

Schedules 1 and 2 are incorporated into and form part of this DPA. They set out the agreed subject-matter, 
the nature and purpose of the processing, the type of Personal Data, the categories of data, the data subjects 
and the applicable technical and organizational measures. 

2.3. Governance 

2.3.1. SAP acts as a Processor and Customer and those entities that it permits to use SAP Support or Professional 
Services act as Controllers under the DPA. 

2.3.2. Customer acts as a single point of contact and shall obtain any relevant authorizations, consents and 
permissions for the processing of Personal Data in accordance with this DPA, including, where applicable 
approval by Controllers to use SAP as a Processor. Where authorizations, consent, instructions or permissions 
are provided by Customer these are provided not only on behalf of the Customer but also on behalf of any 
other Controller. Where SAP informs or gives notice to Customer, such information or notice is deemed 
received by those Controllers permitted by Customer to include Personal Data. Customer shall forward such 
information and notices to the relevant Controllers. 

3. SECURITY OF PROCESSING 

3.1. Applicability of the Technical and Organizational Measures 

3.1.1. SAP has implemented and will apply the Technical and Organizational Measures. Customer has reviewed 
such measures and agrees that the measures are appropriate taking into account the state of the art, the 
costs of implementation, nature, scope, context and purposes of the processing of Personal Data. 

3.1.2. Schedule 2 applies only to the extent that such SAP Services are performed on or from SAP premises. In the 
case where SAP is performing SAP Services on the Customer’s premises and SAP is given access to 
Customer’s systems and data, SAP shall comply with Customer’s reasonable administrative, technical, and 
physical conditions to protect such data and guard against unauthorized access. In connection with any access 
to Customer’s system and data, Customer shall be responsible for providing SAP personnel with user 
authorizations and passwords to access its systems and revoking such authorizations and terminating such 
access, as Customer deems appropriate from time to time. Customer shall not grant SAP access to Licensee 
systems or personal information (of Customer or any third party) unless such access is essential for the 
performance of SAP Services. Customer shall not store any Personal Data in non-production environments. 
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3.2. Changes 

3.2.1. SAP applies the Technical and Organizational Measures to SAP’s entire customer base receiving the same 
SAP Service. SAP may change the Technical and Organizational Measures at any time without notice so long 
as it maintains a comparable or better level of security. Individual measures may be replaced by new measures 
that serve the same purpose without diminishing the security level protecting Personal Data. 

3.2.2. SAP will publish updated versions of the Technical and Organizational Measures on My Trust Center and 
where available Customer may subscribe to receive e-mail notification of such updated versions. 

4. SAP OBLIGATIONS 

4.1. Instructions from Customer 

4.1.1. SAP will process Personal Data only in accordance with documented instructions from Customer. The 
Agreement (including this DPA) constitutes such documented initial instructions and Customer may provide 
further instructions during the performance of the SAP Service. 

4.1.2. SAP will use reasonable efforts to follow any other Customer instructions, as long as they are required by 
Data Protection Law, technically feasible and do not require changes to the performance of the SAP Service. 
If any of the before-mentioned exceptions apply, or SAP otherwise cannot comply with an instruction or is of 
the opinion that an instruction infringes Data Protection Law, SAP will immediately notify Customer (e-mail 
permitted). 

4.2. Processing on Legal Requirement 

SAP may also process Personal Data where required to do so by applicable law. In such a case, SAP shall 
inform Customer of that legal requirement before processing unless that law prohibits such information on 
important grounds of public interest. 

4.3. Personnel 

To process Personal Data, SAP and its Subprocessors shall only grant access to authorized personnel who 
have committed themselves to confidentiality. SAP and its Subprocessors will regularly train personnel having 
access to Personal Data in applicable data security and data privacy measures. 

4.4. Cooperation 

4.4.1. At Customer’s request, SAP will reasonably cooperate with Customer and Controllers in dealing with requests 
from Data Subjects or regulatory authorities regarding SAP’s processing of Personal Data or any Personal 
Data Breach. If SAP receives a request from a Data Subject in relation to the Personal Data processing 
hereunder, SAP will promptly notify Customer (where the Data Subject has provided information to identify 
the Customer) via e-mail and shall not respond to such request itself but instead ask the Data Subject to 
redirect its request to Customer. 

4.4.2. In the event of a dispute with a Data Subject as it relates to SAP’s processing of Personal Data under this 
DPA, the Parties shall keep each other informed and, where appropriate, reasonably co-operate with the aim 
of resolving the dispute amicably with the Data Subject. SAP will correct, delete or anonymize any Personal 
Data in SAP’s possession (if any),or restrict its processing, in accordance with the Customer’s instruction and 
Data Protection Law. 

4.5. Personal Data Breach Notification 

SAP will notify Customer without undue delay after becoming aware of any Personal Data Breach and provide 
reasonable information in its possession to assist Customer to meet Customer’s obligations to report a 
Personal Data Breach as required under Data Protection Law. SAP may provide such information in phases 
as it becomes available. Such notification shall not be interpreted or construed as an admission of fault or 
liability by SAP. 

4.6. Data Protection Impact Assessment 

If, pursuant to Data Protection Law, Customer (or its Controllers) are required to perform a data protection 
impact assessment or prior consultation with a regulator, at Customer’s request, SAP will provide such 
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documents as are generally available for the SAP Service (for example, this DPA, the Agreement, Audit 
Reports and Certifications). Any additional assistance shall be mutually agreed between the Parties. 

5. DATA DELETION 

Customer hereby instructs SAP to delete the Personal Data remaining with SAP (if any) within a reasonable 
time period in line with Data Protection Law (not to exceed six months) once Personal Data is no longer 
required for execution of the Agreement, unless applicable law requires retention. 

6. CERTIFICATIONS AND AUDITS 

6.1. Customer Audit 

Customer or its independent third party auditor reasonably acceptable to SAP (which shall not include any 
third party auditors who are either a competitor of SAP or not suitably qualified or independent) may audit 
SAP’s service and support delivery centers and IT security practices relevant to Personal Data processed by 
SAP only if: 

a) SAP has not provided sufficient evidence of its compliance with the Technical and Organizational 
Measures through providing a certification as to compliance with ISO 27001 or other standards (scope 
as defined in the certificate). Certifications are available on the My Trust Center or upon request if the 
certification is not available online; or 

b) a Personal Data Breach has occurred; or 
c) an audit is formally requested by Customer’s data protection authority; or 
d) mandatory Data Protection Law conferring Customer a direct audit right and provided that Customer shall 

only audit once in any 12 month period unless mandatory Data Protection Law requires more frequent 
audits. 

6.2. Other Controller Audit 

Any other Controller may audit SAP’s control environment and security practices relevant to Personal Data 
processed by SAP in accordance with and to the extent permitted under Section 6.1 if it directly applies to 
such other Controller. Such audit must be undertaken through and by Customer unless the audit must be 
undertaken by the other Controller itself under Data Protection Law. If several Controllers whose Personal 
Data is processed by SAP on the basis of the Agreement require an audit, Customer shall use all reasonable 
means to combine the audits and to avoid multiple audits. 

6.3. Scope of Audit  

Customer shall provide at least 60 days advance notice of any audit unless mandatory Data Protection Law 
or a competent data protection authority requires shorter notice. The frequency, time frame and scope of any 
audits shall be mutually agreed between the parties acting reasonably and in good faith. Customer audits shall 
be limited to remote audits where possible. If an on-site audit is mandatory, it shall not exceed 1 business day. 
Beyond such restrictions, the parties will use current certifications or other audit reports to avoid or minimize 
repetitive audits. Customer shall provide the results of any audit to SAP. 

6.4. Cost of Audits 

Customer shall bear the costs of any audit unless such audit reveals a material breach by SAP of this DPA, 
then SAP shall bear its own expenses of an audit. If an audit determines that SAP has breached its obligations 
under the DPA, SAP will promptly remedy the breach at its own cost. 

7. SUBPROCESSORS 

7.1. Permitted Use 

SAP is granted a general authorization to subcontract the processing of Personal Data to Subprocessors, 
provided that: 

a) SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in electronic form) 
contract consistent with the terms of this DPA in relation to the Subprocessor’s processing of Personal 
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Data. SAP shall be liable for any breaches by the Subprocessor in accordance with the terms of this 
Agreement; 

b) SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior to selection 
to establish that it is capable of providing the level of protection of Personal Data required by this DPA; 

c) For SAP Support, SAP’s list of Subprocessors in place on the effective date of the Agreement is published 
by SAP on My Trust Center or SAP will make it available to Customer upon request, including the name, 
address and role of each Subprocessor SAP uses to provide the SAP Service; and 

d) For Professional Services, SAP will, upon request of the Customer, make the list available or identify such 
subprocessors prior to the start of the applicable SAP Services. 

7.2. New Subprocessors 

7.2.1. SAP’s use of Subprocessors is at its discretion, provided that: 

a) SAP will inform Customer in advance of any intended additions or replacements to the list of 
Subprocessors including name, address and role of the new Subprocessor (i) for SAP Support by posting 
on My Trust Center, or by email, upon Customer’s registration on My Trust Center and (ii) for Professional 
Services by similar posting on My Trust Center, or by e-mail, or in other written form; 

b) Customer may object to such changes as set out in Section 7.2.2. 

7.2.2. Objections to New Subprocessors 

7.2.2.1. SAP Support 

If Customer has a legitimate reason under Data Protection Law to object to the new Subprocessors’ 
processing of Personal Data, Customer may terminate the SAP Support upon written notice to SAP, such 
notice to be provided to SAP no later than 30 days from the date SAP informs the Customer of the new 
Subprocessor. If Customer does not provide SAP with a notice of termination within this 30 days period, 
Customer is deemed to have accepted the new Subprocessor. Within the 30 days period from the date of SAP 
informing the Customer of the new Subprocessor, Customer may request that the parties discuss in good faith 
a resolution to the objection. Such discussions shall not extend the period for providing SAP a notice of 
termination and does not affect SAP’s right to use the new Subprocessor(s) after the 30 days period. 

7.2.2.2. Professional Services 

If Customer has a legitimate reason under Data Protection Law that relates to the Subprocessors’ processing 
of Personal Data, Customer may object to SAP’s use of a Subprocessor, by notifying SAP in writing within 5 
business days of SAP’s information. If Customer objects to the use of the Subprocessor, the parties shall 
discuss in good faith a resolution. SAP may choose to: (i) not use the Subprocessor or (ii) take the corrective 
steps requested by Customer in its objection and use the Subprocessor or (iii) if this is not possible, use the 
Subprocessor. If none of these options are reasonably possible and Customer continues to object for a 
legitimate reason, either party may terminate the relevant services on 5 days’ written notice. If Customer does 
not object within 5 days of receipt of the notice, Customer is deemed to have accepted the Subprocessor. If 
Customer’s objection remains unresolved 30 days after it was raised, and SAP has not received any notice of 
termination, Customer is deemed to have accepted the Subprocessor. 

7.2.3. Any termination under this Section shall be deemed to be without fault by either party and shall be subject to 
the terms of the Agreement. 

7.3. Emergency Replacement 

SAP may replace a Subprocessor without advance notice where the reason for the change is outside of SAP’s 
reasonable control and prompt replacement is required for security or other urgent reasons. In this case, SAP 
will inform Customer of the replacement Subprocessor as soon as possible following its appointment. Section 
7.2 applies accordingly. 
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8. INTERNATIONAL PROCESSING 

8.1. Conditions for International Processing 

SAP shall be entitled to process Personal Data, including by using Subprocessors, in accordance with this 
DPA outside the country in which the Customer is located as permitted under Data Protection Law. 

8.2. Applicability of the Standard Contractual Clauses (2010) 

8.2.1. Where for the period up to and including 26 September 2021, Personal Data of a Controller that is subject to 
GDPR is processed in a Third Country, or where Personal Data of a Swiss or United Kingdom based Controller 
or another Controller is processed in a Third Country and such international processing requires an adequacy 
means under the laws of the country of the Controller and the required adequacy means can be met by 
entering into Standard Contractual Clauses (2010), then: 

a) SAP and Customer enter into the Standard Contractual Clauses (2010); 
b) Customer joins the Standard Contractual Clauses (2010) entered into by SAP or SAP SE and the 

Subprocessor as an independent owner of rights and obligations; or 
c) Other Controllers who have been authorized by Customer to include Personal Data under the Agreement 

may also enter into Standard Contractual Clauses (2010) with SAP and/or the relevant Subprocessors in 
the same manner as Customer in accordance with Sections 8.2.1 (a) and (b) above. In such case, 
Customer will enter into the Standard Contractual Clauses (2010) on behalf of the other Controllers. 

8.2.2. The Standard Contractual Clauses (2010) shall be governed by the law of the country in which the relevant 
Controller is established. 

8.2.3. Where applicable Data Protection Law adopts the New Standard Contractual Clauses as meeting any required 
adequacy means as an alternative or update to the Standard Contractual Clauses (2010) then the New 
Standard Contractual Clauses shall apply in accordance with Section 8.3. 

8.3. Applicability of New Standard Contractual Clauses 

8.3.1. The following shall apply with effect from 27 September 2021 and shall solely apply in respect of New SCC 
Relevant Transfers: 

8.3.1.1. Where SAP is not located in a Third Country and acts as a data exporter, SAP (or SAP SE on its behalf) has 
entered into the New Standard Contractual Clauses with each Subprocessor as the data importer. Module 3 
(Processor to Processor) of the New Standard Contractual Clauses shall apply to such New SCC Relevant 
Transfers. 

8.3.1.2. Where SAP is located in a Third Country: 

SAP and Customer hereby enter into the New Standard Contractual Clauses with Customer as the data 
exporter and SAP as the data importer which shall apply as follows: 

a) Module 2 (Controller to Processor) shall apply where Customer is a Controller; and 
b) Module 3 (Processor to Processor) shall apply where Customer is a Processor. Where Customer act as 

Processor under Module 3 (Processor to Processor) of the New Standard Contractual Clauses, SAP 
acknowledges that Customer acts as Processor under the instructions of its Controller(s). 

8.3.2. Other Controllers or Processors whose use of the SAP Support or Professional Services has been authorized 
by Customer under the Agreement may also enter into the New Standard Contractual Clauses with SAP in 
the same manner as Customer in accordance with Section 8.3.1.2 (b) above. In such case, Customer enters 
into the New Standard Contractual Clauses on behalf of the other Controllers or Processors. 

8.3.3. With respect to a New SCC Relevant Transfer, on request from a Data Subject to the Customer, Customer 
may make a copy of Module 2 or 3 of the New Standard Contractual Clauses entered into between Customer 
and SAP (including the relevant Schedules), available to Data Subjects. 

8.3.4. The governing law of the New Standard Contractual Clauses shall be the law of Germany. 
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8.4. Relation of the Standard Contractual Clauses to the Agreement  

Nothing in the Agreement shall be construed to prevail over any conflicting clause of the Standard Contractual 
Clauses (2010) or the New Standard Contractual Clauses. For the avoidance of doubt, where this DPA further 
specifies audit and Subprocessor rules, such specifications also apply in relation to the Standard Contractual 
Clauses (2010) and the New Standard Contractual Clauses. 

8.5. Third Party Beneficiary Right under the New Standard Contractual Clauses 

8.5.1. Where Customer is located in a Third Country and acting as a data importer under Module 2 or Module 3 of 
the New Standard Contractual Clauses and SAP is acting as Customer’s sub-processor under the applicable 
Module, the respective data exporter shall have the following third party beneficiary right: 

8.5.2. In the event that the Customer has factually disappeared, ceased to exist in law or has become insolvent (in 
all cases without a successor entity that has assumed the legal obligations of the Customer by contract or by 
operation of law), the respective data exporter shall have the right to terminate the affected Service solely to 
the extent that the data exporter’s Personal Data is processed. In such event, the respective data exporter 
also instructs SAP to erase or return the Personal Data. 

9. DOCUMENTATION; RECORDS OF PROCESSING 

Each party is responsible for its compliance with its documentation requirements, in particular maintaining 
records of processing where required under Data Protection Law. Each party shall reasonably assist the other 
party in its documentation requirements, including providing the information the other party needs from it in a 
manner reasonably requested by the other party (such as using an electronic system), in order to enable the 
other party to comply with any obligations relating to maintaining records of processing. 

 
Schedule 1 Description of the Processing 

This Schedule 1 applies to describe the Processing of Personal Data for the purposes of the Standard 
Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection Law. 

1. A.   LIST OF PARTIES 

1.1. Under the Standard Contractual Clauses (2010) 

1.1.1. Data Exporter 

The data exporter is the Customer who concluded a Software License and Support Agreement and/or Services 
Agreement with SAP under which it benefits from SAP Service as described under the relevant Agreement. 
The data exporter allows other Controllers to also use the SAP Service, these other Controllers are also data 
exporters. 

1.1.2. Data Importer 

SAP and its Subprocessors provide the SAP Service as defined under the relevant Agreement concluded by 
the data exporter that includes Standard Contractual Clauses (2010). 

1.2. Under the New Standard Contractual Clauses 

1.2.1. Module 2: Transfer Controller to Processor 

Where SAP is located in a Third Country, Customer is the Controller and SAP is the Processor, then Customer 
is the data exporter and SAP is the data importer. 

1.2.2. Module 3: Transfer Processor to Processor 

Where SAP is located in a Third Country, Customer is a Processor and SAP is a Processor, then Customer 
is the data exporter and SAP is the data importer. 
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2. B.   DESCRIPTION OF TRANSFER 

2.1. Data Subjects 

Unless provided otherwise by the data exporter, transferred Personal Data relates to the following categories 
of Data Subjects: employees, contractors, Business Partners or other individuals having Personal Data stored, 
transmitted to, made available to, accessed or otherwise processed by the data importer. 

2.2. Data Categories 

The transferred Personal Data concerns the following categories of data: 

Customer determines the categories of data and/or data fields which could be transferred per SAP Service as 
stated in the relevant Agreement. The transferred Personal Data typically relates to the following categories 
of data: name, phone numbers, e-mail address, address data, system access / usage / authorization data, 
company name, contract data, invoice data, plus any application-specific data transferred by Authorized Users 
and may include financial data such as bank account data, credit or debit card data. 

2.3. Special Data Categories (if agreed) 

2.3.1. The transferred Personal Data may comprise special categories of personal data set out in the Agreement 
(“Sensitive Data”). SAP has taken Technical and Organizational Measures as set out in Schedule 2 to ensure 
a level of security appropriate to protect also Sensitive Data. 

2.3.2. The transfer of Sensitive Data may trigger the application of the following additional restrictions or safeguards 
if necessary to take into consideration the nature of the data and the risk of varying likelihood and severity for 
the rights and freedoms of natural persons (if applicable): 

a) training of personnel; 
b) encryption of data in transit and at rest; 
c) system access logging and general data access logging. 

2.4. Purposes of the data transfer and further processing; Nature of the processing 

2.4.1. The transferred Personal Data is subject to the basic processing activities as set out in the Agreement which 
may include: 

a) use of Personal Data to provide the SAP Service; 
b) storage of Personal Data; 
c) computer processing of Personal Data for data transmission; 
d) continuous improvement of service features and functionalities provided as part of the SAP Support or 

Professional Service including automation, transaction processing and machine learning; and 
e) execution of instructions of Customer in accordance with the Agreement. 

2.4.2. Under the Software License and Support Agreement: SAP or its Subprocessors provide support when a 
Customer submits a support ticket because the Software is not available or not working as expected. They 
answer phone calls and perform basic troubleshooting, and handle support tickets in a tracking system. 

2.4.3. Under the applicable Services Agreement for Professional Services: SAP or its Subprocessors provide 
Services subject to the Order Form Services and the applicable Scope Document. 

2.5. Additional description in respect of the New Standard Contractual Clauses 

Applicable Modules of the New Standard Contractual Clauses 

a) Module 2: Transfer Controller to Processor 
b) Module 3: Transfer Processor to Processor 

2.6. The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis): 

Transfers shall be made on a continuous basis. 
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2.7. The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine 
that period: 

Personal Data shall be retained for the duration of the Agreement and subject to Section 5 of the DPA. 

2.8. For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing: 

In respect of the New Standard Contractual Clauses, transfers to Subprocessors shall be on the same basis 
as set out in the DPA. 

3. C.   COMPETENT SUPERVISORY AUTHORITY 

3.1. In respect of the New Standard Contractual Clauses: 

3.1.1. Module 2: Transfer Controller to Processor 

3.1.2. Module 3: Transfer Processor to Processor 

3.2. Where Customer is the data exporter, the supervisory authority shall be the competent supervisory authority 
that has supervision over the Customer in accordance with Clause 13 of the New Standard Contractual 
Clauses. 

 
Schedule 2 Technical and Organizational Measures 

This Schedule 2 applies to describe the applicable technical and organizational measures for the purposes of 
the Standard Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection 
Law. 

SAP will apply and maintain the Technical and Organizational Measures. 
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