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Attachment 1 to Module 10 Order Form (Additional Conditions)

1. Amendments to Module 10 terms

1.1 The Parties agree to amend the Module 10 terms by:

(a) deleting the existing definition of “Permitted User” and replacing it with the following:

“Permitted User or Authorized User means such persons that the Customer has
permitted to use the As a Service for an Approved Purpose, in accordance with the
Customer Contract, including individual end users.”

(b) deleting and not replacing all of clause 5 Data Control and Audit.

(c) Adding the following new clause 7.1(f) into clause 7.1:

(f) sublicence, licence, sell, lease, rent or otherwise make the Service available to
third parties (other than Named Users who are using the Service in accordance with
Customer’s authorised  use of the Service) except as permitted in the Service
Definition or in a separate written agreement.

(d) Adding in the following new clauses into clause 11:

11.2  The warranty in clause 11.1 shall not apply to the extent that any non-
conformity is caused by third party products, content or service being
accessed through the Service that are identified as third party products,
content or service.

11.3 If there is a breach of the warranty under clause 11.1:

(a) Contractor must correct and re-perform the deficient Cloud  Service

(as applicable) and that correction will be full satisfaction of

Contractor’s obligation in connection to a breach of the warranty in

clause 11.1; and

(b) if Contractor is unable to correct and re-perform the Cloud Service

after using all reasonable endeavours, Contractor will notify Customer

in writing, in which case Customer or Contractor may terminate its

subscription for the affected Cloud Service, and:

(i) Contractor will refund any fees paid by Customer for
the Cloud Service for the remainder of the
Subscription Term (starting on the date Customer
reported the non- conformity) in full and final
settlement of all claims in connection to a breach of
the warranty in clause 11.1; or

(ii) if Customer rejects the offer of such refund, Customer
may choose to exercise any rights available to it under
the Agreement and applicable law.

11.4  The Customer shall provide the Contractor with prompt written notice of any
non-conformity described in clause 11.1 within ninety (90) days of Customer’s
discovery of such non-conformity.

11.5 The Contractor warrants that it will provide the Cloud Service with the degree
of skill and care reasonably expected from a skilled and experienced global
supplier of services substantially similar to the nature and complexity of the
Cloud Service. Customer’s sole and exclusive remedy and the Contractor’s
entire liability for breach of the warranty in this clause will be: (a) the re-
performance of the deficient Cloud Service; and (b) if the Contractor fails to re-
perform, the Customer may terminate its subscription for the affected Cloud
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Service. Any termination must occur within 3 months of the Contractor’s failure
to re-perform. Contractor will refund any prepaid and unused fees paid by the
Customer to Contractor from the date of the termination pursuant to this
clause 11.5.  For clarity, the limits on liability in this clause do not impact
liability Contractor may have due to separate breaches of contract by the
Contractor including in respect of security and privacy.

11.6 The warranty in clause 11.5 will not apply if: (a) the Cloud Service is not used
in accordance with the Customer Contract or Documentation; (b) any non-
conformity is caused by the Customer, or by any product or service not
provided by the Contractor; or (c) the Cloud Service was provided for no fee.”

(e) Clause 8.1 is deleted and replaced with the following:

“8.1 The Contractor and the Customer agree that, for the purposes of the Services
provided under this Module, clause 18.5 of the Customer Contract is replaced with the
following:

The  financial cap on the Contractor’s legal liability (including any financial cap specified
in Item 39 of the General Order Form), does not apply where that liability arises from:

(i) bodily injury (including sickness and death), including to the extent that
the legal liability is covered by the indemnity in clause 19.1(b); or

(ii) loss of, or damage to, tangible property, including to the extent that the
legal liability is covered by the indemnity in clause 19.1(b);

(iii) breach of the Contractor’s obligation of confidence under or pursuant to
clause 14;

(iv) a breach by Contractor of its data protection and security obligations that
result in an unauthorized use or disclosure of Personal Information; or

(v) the Contractor’s indemnity for IP Claims as stated in clause 19.1(c).”

(f) Clause 13.2(d) is deleted. For clarity, the Module 10 Order Form sets out the rights for
Customer to retrieve its Customer Data from the Cloud Service.
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Exhibit 1 to the Module 10 Order Form

PERSONAL DATA PROCESSING AGREEMENT FOR SAP CLOUD SERVICES

1. DEFINITIONS

1.1. “Controller” means the natural or legal person, public authority, agency or other body which,

alone or jointly with others, determines the purposes and means of the processing of Personal

Data; for the purposes of this DPA, where Customer acts as processor for another controller,

it shall in relation to SAP be deemed as additional and independent Controller with the

respective controller rights and obligations under this DPA.

1.2. “Data Protection Law” means the applicable legislation protecting the fundamental rights and

freedoms of persons and their right to privacy with regard to the processing of Personal Data

under the Agreement.

1.3. “Data Subject” means an identified or identifiable natural person as defined by Data Protection

Law.

1.4. “EEA” means the European Economic Area, namely the European Union Member States along

with Iceland, Liechtenstein and Norway.

1.5. “GDPR” means the General Data Protection Regulation 2016/679.

1.6. “My Trust Center” means information available on the SAP support portal (see:

) or the SAP agreements website (see:

l) or any subsequent website(s) made

available by SAP to Customer.

1.7. “New SCC Relevant Transfer” means a transfer (or an onward transfer) to a Third Country of

Personal Data that is either subject to GDPR or to applicable Data Protection Law and where

any required adequacy means under GDPR or applicable Data Protection Law can be met by

entering into the New Standard Contractual Clauses.

1.8. “New Standard Contractual Clauses” means the unchanged standard contractual clauses,

published by the European Commission, reference 2021/914 or any subsequent final version

thereof which shall automatically apply. To avoid doubt Modules 2 and 3 shall apply as set

out in Section 8.

1.9. “Personal Data” means any information relating to a Data Subject which is protected under

Data Protection Law. For the purposes of the DPA, it includes only personal data which is:

a) entered by Customer or its Authorized Users into or derived from their use of the Cloud Service; or

b) supplied to or accessed by SAP or its Subprocessors in order to provide support under the Agreement.

Personal Data is a sub-set of Customer Data (as defined under the Agreement).

1.10. “Personal Data Breach” means a confirmed:

a) accidental or unlawful destruction, loss, alteration, unauthorized disclosure of or unauthorized third-

party access to Personal Data; or

b) similar incident involving Personal Data, in each case for which a Controller is required under Data

Protection Law to provide notice to competent data protection authorities or Data Subjects.

1.11. “Processor” means a natural or legal person, public authority, agency or other body which

processes personal data on behalf of the controller, be it directly as processor of a controller

or indirectly as subprocessor of a processor which processes personal data on behalf of the

controller.

1.12. “Schedule” means the numbered Appendix with respect to the Standard Contractual Clauses

(2010) and the numbered Annex with respect to the New Standard Contractual Clauses.
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1.13. “Standard Contractual Clauses (2010)” means the Standard Contractual Clauses (processors)

published by the European Commission, reference 2010/87/EU.

1.14. “Subprocessor” or “sub-processor” means SAP Affiliates, SAP SE, SAP SE Affiliates and third

parties engaged by SAP, SAP SE or SAP SE’s Affiliates in connection with the Cloud Service

and which process Personal Data in accordance with this DPA.

1.15. “Technical and Organizational Measures” means the technical and organizational measures for

the relevant Cloud Service published on My Trust Center (see: 

1.16. “Third Country” means any country, organization or territory not acknowledged by the

European Union under Article 45 of GDPR as a safe country with an adequate level of data

protection.

2. BACKGROUND

2.1. Purpose and Application

2.1.1. This document (“DPA”) is incorporated into the Agreement and forms part of a written

(including in electronic form) contract between SAP and Customer.

2.1.2. This DPA applies to Personal Data processed by SAP and its Subprocessors in connection with

its provision of the Cloud Service.

2.1.3. This DPA does not apply to non-production environments of the Cloud Service if such

environments are made available by SAP. Customer shall not store Personal Data in such

environments.

2.2. Structure

Schedules 1 and 2 are incorporated into and form part of this DPA. They set out the agreed

subject-matter, the nature and purpose of the processing, the type of Personal Data,

categories of data subjects (Schedule 1) and the applicable Technical and Organizational

Measures (Schedule 2).

2.3. Governance

2.3.1. SAP acts as a Processor and Customer and those entities that it permits to use the Cloud

Service act as Controllers under the DPA.

2.3.2. Customer acts as a single point of contact and shall obtain any relevant authorizations,

consents and permissions for the processing of Personal Data in accordance with this DPA,

including, where applicable approval by Controllers to use SAP as a Processor. Where

authorizations, consent, instructions or permissions are provided by Customer these are

provided not only on behalf of the Customer but also on behalf of any other Controller using

the Cloud Service. Where SAP informs or gives notice to Customer, such information or notice

is deemed received by those Controllers permitted by Customer to use the Cloud Service.

Customer shall forward such information and notices to the relevant Controllers.

3. SECURITY OF PROCESSING

3.1. Applicability of the Technical and Organizational Measures

SAP has implemented and will apply the Technical and Organizational Measures. Customer

has reviewed such measures and agrees that as to the Cloud Service selected by Customer

in the Order Form the measures are appropriate taking into account the state of the art, the

costs of implementation, nature, scope, context and purposes of the processing of Personal

Data.

3.2. Changes

3.2.1. SAP applies the Technical and Organizational Measures to SAP’s entire customer base hosted

out of the same data center or receiving the same Cloud Service. SAP may change the

Technical and Organizational Measures at any time without notice so long as it maintains a
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comparable or better level of security. Individual measures may be replaced by new

measures that serve the same purpose without diminishing the security level protecting

Personal Data.

3.2.2. SAP will publish updated versions of the Technical and Organizational Measures on My Trust

Center and where available Customer may subscribe to receive e-mail notification of such

updated versions.

4. SAP OBLIGATIONS

4.1. Instructions from Customer

SAP will process Personal Data only in accordance with documented instructions from

Customer. The Agreement (including this DPA) constitutes such documented initial

instructions and each use of the Cloud Service then constitutes further instructions. SAP will

use reasonable efforts to follow any other Customer instructions, as long as they are required

by Data Protection Law, technically feasible and do not require changes to the Cloud Service.

If any of the before-mentioned exceptions apply, or SAP otherwise cannot comply with an

instruction or is of the opinion that an instruction infringes Data Protection Law, SAP will

immediately notify Customer (email permitted).

4.2. Processing on Legal Requirement

SAP may also process Personal Data where required to do so by applicable law. In such a

case, SAP shall inform Customer of that legal requirement before processing unless that law

prohibits such information on important grounds of public interest.

4.3. Personnel

To process Personal Data, SAP and its Subprocessors shall only grant access to authorized

personnel who have committed themselves to confidentiality. SAP and its Subprocessors will

regularly train personnel having access to Personal Data in applicable data security and data

privacy measures.

4.4. Cooperation

4.4.1. At Customer’s request, SAP will reasonably cooperate with Customer and Controllers in

dealing with requests from Data Subjects or regulatory authorities regarding SAP’s

processing of Personal Data or any Personal Data Breach.

4.4.2. If SAP receives a request from a Data Subject in relation to the Personal Data processing

hereunder, SAP will promptly notify Customer (where the Data Subject has provided

information to identify the Customer) via e-mail and shall not respond to such request itself

but instead ask the Data Subject to redirect its request to Customer.

4.4.3. In the event of a dispute with a Data Subject as it relates to SAP’s processing of Personal

Data under this DPA, the Parties shall keep each other informed and, where appropriate,

reasonably co-operate with the aim of resolving the dispute amicably with the Data Subject.

4.4.4. SAP shall provide functionality for production systems that supports Customer's ability to

correct, delete or anonymize Personal Data from a Cloud Service, or restrict its processing in

line with Data Protection Law. Where such functionality is not provided, SAP will correct,

delete or anonymize any Personal Data, or restrict its processing, in accordance with the

Customer's instruction and Data Protection Law.

4.5. Personal Data Breach Notification

SAP will notify Customer without undue delay after becoming aware of any Personal Data

Breach and provide reasonable information in its possession to assist Customer to meet

Customer’s obligations to report a Personal Data Breach as required under Data Protection

Law. SAP may provide such information in phases as it becomes available. Such notification

shall not be interpreted or construed as an admission of fault or liability by SAP.

4.6. Data Protection Impact Assessment
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If, pursuant to Data Protection Law, Customer (or its Controllers) are required to perform a

data protection impact assessment or prior consultation with a regulator, at Customer’s

request, SAP will provide such documents as are generally available for the Cloud Service

(for example, this DPA, the Agreement, Audit Reports and Certifications). Any additional

assistance shall be mutually agreed between the Parties.

5. DATA EXPORT AND DELETION

5.1. Export and Retrieval by Customer

During the Subscription Term and subject to the Agreement, Customer can access its

Personal Data at any time. Customer may export and retrieve its Personal Data in a standard

format. Export and retrieval may be subject to technical limitations, in which case SAP and

Customer will find a reasonable method to allow Customer access to Personal Data.

5.2. Deletion

Before the Subscription Term expires, Customer may use SAP’s self-service export tools (as

available) to perform a final export of Personal Data from the Cloud Service (which shall

constitute a "return" of Personal Data). At the end of the Subscription Term, Customer hereby

instructs SAP to delete the Personal Data remaining on servers hosting the Cloud Service

within a reasonable time period in line with Data Protection Law (not to exceed 6 months)

unless applicable law requires retention.

6. CERTIFICATIONS AND AUDITS

6.1. Customer Audit

Customer or its independent third party auditor reasonably acceptable to SAP (which shall

not include any third party auditors who are either a competitor of SAP or not suitably

qualified or independent) may audit SAP’s control environment and security practices

relevant to Personal Data processed by SAP only if:

a) SAP has not provided sufficient evidence of its compliance with the Technical and Organizational

Measures that protect the production systems of the Cloud Service through providing either: (i) a

certification as to compliance with ISO 27001 or other standards (scope as defined in the certificate);

or (ii) a valid ISAE3402 or ISAE3000 or other SOC1-3 attestation report. Upon Customer’s request

audit reports or ISO certifications are available through the third party auditor or SAP;

b) a Personal Data Breach has occurred;

c) an audit is formally requested by Customer’s data protection authority; or

d) provided under mandatory Data Protection Law conferring Customer a direct audit right and provided

that Customer shall only audit once in any 12 month period unless mandatory Data Protection Law

requires more frequent audits.

6.2. Other Controller Audit

Any other Controller may assume Customer's rights under Section 6.1 only if it applies

directly to the Controller and such audit is permitted and coordinated by Customer. Customer

shall use all reasonable means to combine audits of multiple other Controllers to avoid

multiple audits.unless the audit must be undertaken by the other Controller itself under Data

Protection Law. If several Controllers whose Personal Data is processed by SAP on the basis

of the Agreement require an audit, Customer shall use all reasonable means to combine the

audits and to avoid multiple audits.

6.3. Scope of Audit

Customer shall provide at least 60 days advance notice of any audit unless mandatory Data

Protection Law or a competent data protection authority requires shorter notice. The

frequency and scope of any audits shall be mutually agreed between the parties acting

reasonably and in good faith. Customer audits shall be limited in time to a maximum of 3

business days. Beyond such restrictions, the parties will use current certifications or other
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audit reports to avoid or minimize repetitive audits. Customer shall provide the results of any

audit to SAP.

6.4. Cost of Audits

Customer shall bear the costs of any audit unless such audit reveals a material breach by

SAP of this DPA, then SAP shall bear its own expenses of an audit. If an audit determines

that SAP has breached its obligations under the DPA, SAP will promptly remedy the breach

at its own cost.

7. SUBPROCESSORS

7.1. Permitted Use

SAP is granted a general authorization to subcontract the processing of Personal Data to

Subprocessors, provided that:

a) SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in electronic form)

contract consistent with the terms of this DPA in relation to the Subprocessor’s processing of Personal

Data. SAP shall be liable for any breaches by the Subprocessor in accordance with the terms of this

Agreement;

b) SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior to

selection to establish that it is capable of providing the level of protection of Personal Data required

by this DPA; and

c) SAP’s list of Subprocessors in place on the effective date of the Agreement is published by SAP on

My Trust Center or SAP will make it available to Customer upon request, including the name, address

and role of each Subprocessor SAP uses to provide the Cloud Service.

7.2. New Subprocessors

SAP’s use of Subprocessors is at its discretion, provided that:

a) SAP will inform Customer in advance (by email or by posting on the My Trust Center) of any intended

additions or replacements to the list of Subprocessors including name, address and role of the new

Subprocessor; and

b) Customer may object to such changes as set out in Section Error! Reference source not found..

7.3. Objections to New Subprocessors

7.3.1. If Customer has a legitimate reason under Data Protection Law to object to the new

Subprocessors’ processing of Personal Data, Customer may terminate the Agreement

(limited to the Cloud Service for which the new Subprocessor is intended to be used) on

written notice to SAP. Such termination shall take effect at the time determined by the

Customer which shall be no later than 30 days from the date of SAP’s notice to Customer

informing Customer of the new Subprocessor. If Customer does not terminate within this 30

day period, Customer is deemed to have accepted the new Subprocessor.

7.3.2. Within the 30 day period from the date of SAP’s notice to Customer informing Customer of

the new Subprocessor, Customer may request that the parties discuss in good faith a

resolution to the objection. Such discussions shall not extend the period for termination and

do not affect SAP’s right to use the new Subprocessor(s) after the 30 day period.

7.3.3. Any termination under this Section Error! Reference source not found. shall be deemed

to be without fault by either party and shall be subject to the terms of the Agreement.

7.4. Emergency Replacement

SAP may replace a Subprocessor without advance notice where the reason for the change is

outside of SAP’s reasonable control and prompt replacement is required for security or other

urgent reasons. In this case, SAP will inform Customer of the replacement Subprocessor as

soon as possible following its appointment. Section 7.2 applies accordingly.

8. INTERNATIONAL PROCESSING

8.1. Conditions for International Processing
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SAP shall be entitled to process Personal Data, including by using Subprocessors, in

accordance with this DPA outside the country in which the Customer is located as permitted

under Data Protection Law.

8.2. Applicability of the Standard Contractual Clauses (2010)

8.2.1. Where, for the period up to and including 26 September 2021, Personal Data of a Controller

that is subject to GDPR is processed in a Third Country, or where Personal Data of a Swiss

or United Kingdom based Controller or another Controller is processed in a Third Country and

such international processing requires an adequacy means under the laws of the country of

the Controller and the required adequacy means can be met by entering into Standard

Contractual Clauses (2010), then:

a) SAP and Customer enter into the Standard Contractual Clauses (2010);

b) Customer joins the Standard Contractual Clauses (2010) entered into by SAP or SAP SE and the

Subprocessor as an independent owner of rights and obligations; or

c) other Controllers whose use of the Cloud Services has been authorized by Customer under the

Agreement may also enter into Standard Contractual Clauses (2010) with SAP or the relevant

Subprocessors in the same manner as Customer in accordance with Section 8.2.1 Error! Reference

source not found. and Error! Reference source not found. above. In such case, Customer will

enter into the Standard Contractual Clauses (2010) on behalf of the other Controllers.

8.2.2. The Standard Contractual Clauses (2010) shall be governed by the law of the country in

which the relevant Controller is established.

8.2.3. Where applicable Data Protection Law adopts the New Standard Contractual Clauses as

meeting any required adequacy means as an alternative or update to the Standard

Contractual Clauses (2010) then the New Standard Contractual Clauses shall apply in

accordance with Section 8.3.

8.3. Applicability of New Standard Contractual Clauses

8.3.1. The following shall apply with effect from 27 September 2021 and shall solely apply in respect

of New SCC Relevant Transfers:

8.3.1.1. Where SAP is not located in a Third Country and acts as a data exporter, SAP (or SAP SE on

its behalf) has entered in to the New Standard Contractual Clauses with each Subprocessor

as the data importer. Module 3 (Processor to Processor) of the New Standard Contractual

Clauses shall apply to such New SCC Relevant Transfers.

8.3.1.2. Where SAP is located in a Third Country:

SAP and Customer hereby enter into the New Standard Contractual Clauses with Customer

as the data exporter and SAP as the data importer which shall apply as follows:

a) Module 2 (Controller to Processor) shall apply where Customer is a Controller; and

b) Module 3 (Processor to Processor) shall apply where Customer is a Processor. Where Customer acts

as Processor under Module 3 (Processor to Processor) of the New Standard Contractual Clauses,

SAP acknowledges that Customer acts as Processor under the instructions of its Controller(s).

8.3.2. Other Controllers or Processors whose use of the Cloud Services has been authorized by

Customer under the Agreement may also enter into the New Standard Contractual Clauses

with SAP in the same manner as Customer in accordance with Section 8.3.1.28.3.1.2 above.

In such case, Customer enters into the New Standard Contractual Clauses on behalf of the

other Controllers or Processors.

8.3.3. With respect to a New SCC Relevant Transfer, on request from a Data Subject to the

Customer, Customer may make a copy of Module 2 or 3 of the New Standard Contractual

Clauses entered into between Customer and SAP (including the relevant Schedules),

available to Data Subjects.

8.3.4. The governing law of the New Standard Contractual Clauses shall be the law of Germany.

8.4. Relation of the Standard Contractual Clauses to the Agreement
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Nothing in the Agreement shall be construed to prevail over any conflicting clause of the

Standard Contractual Clauses (2010) or the New Standard Contractual Clauses. For the

avoidance of doubt, where this DPA further specifies audit and Subprocessor rules, such

specifications also apply in relation to the Standard Contractual Clauses (2010) and the New

Standard Contractual Clauses.

8.5. Third Party Beneficiary Right under the New Standard Contractual Clauses

8.5.1. Where Customer is located in a Third Country and acting as a data importer under Module 2

or Module 3 of the New Standard Contractual Clauses and SAP is acting as Customer’s sub-

processor under the applicable Module, the respective data exporter shall have the following

third party beneficiary right:

8.5.2. In the event that Customer has factually disappeared, ceased to exist in law or has become

insolvent (in all cases without a successor entity that has assumed the legal obligations of

the Customer by contract or by operation of law), the respective data exporter shall have

the right to terminate the affected Cloud Service solely to the extent that the data exporter’s

Personal Data is processed. In such event, the respective data exporter also instructs SAP to

erase or return the Personal Data.

9. DOCUMENTATION; RECORDS OF PROCESSING

9.1. Each party is responsible for its compliance with its documentation requirements, in

particular maintaining records of processing where required under Data Protection Law. Each

party shall reasonably assist the other party in its documentation requirements, including

providing the information the other party needs from it in a manner reasonably requested

by the other party (such as using an electronic system), in order to enable the other party

to comply with any obligations relating to maintaining records of processing.

Schedule 1 Description of the Processing

This Schedule 1 applies to describe the Processing of Personal Data for the purposes of the

Standard Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data

Protection Law.

1. A. LIST OF PARTIES

1.1. Under the Standard Contractual Clauses (2010)

1.1.1. Data Exporter

The data exporter under the Standard Contractual Clauses (2010) is the Customer who

subscribed to a Cloud Service that allows Authorized Users to enter, amend, use, delete or

otherwise process Personal Data. Where the Customer allows other Controllers to also use

the Cloud Service, these other Controllers are also data exporters.

1.1.2. Data Importer

SAP and its Subprocessors that provide and support the Cloud Service are data importers

under the Standard Contractual Clauses (2010).

1.2. Under the New Standard Contractual Clauses

1.2.1. Module 2: Transfer Controller to Processor

Where SAP is located in a Third Country, Customer is the Controller and SAP is the Processor,

then Customer is the data exporter and SAP is the data importer.

1.2.2. Module 3: Transfer Processor to Processor

Where SAP is located in a Third Country, Customer is a Processor and SAP is a Processor,

then Customer is the data exporter and SAP is the data importer.
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2. B. DESCRIPTION OF TRANSFER

2.1. Data Subjects

Unless provided otherwise by the data exporter, transferred Personal Data relates to the

following categories of Data Subjects: employees, contractors, business partners or other

individuals having Personal Data stored in the Cloud Service, transmitted to, made available

to, accessed or otherwise processed by the data importer.

2.2. Data Categories

The transferred Personal Data concerns the following categories of data:

Customer determines the categories of data per Cloud Service subscribed. Customer can

configure the data fields during implementation of the Cloud Service or as otherwise provided

by the Cloud Service. The transferred Personal Data typically relates to the following

categories of data: name, phone numbers, e-mail address, address data, system access /

usage / authorization data, company name, contract data, invoice data, plus any application-

specific data that Authorized Users enter into the Cloud Service and may include bank

account data, credit or debit card data.

2.3. Special Data Categories (if agreed)

2.3.1. The transferred Personal Data may comprise special categories of personal data set out in

the Agreement (“Sensitive Data”). SAP has taken Technical and Organizational Measures as

set out in Schedule 2 to ensure a level of security appropriate to protect also Sensitive Data.

2.3.2. The transfer of Sensitive Data may trigger the application of the following additional

restrictions or safeguards if necessary to take into consideration the nature of the data and

the risk of varying likelihood and severity for the rights and freedoms of natural persons (if

applicable):

a) training of personnel;

b) encryption of data in transit and at rest;

c) system access logging and general data access logging.

2.3.3. In addition, the Cloud Services provide measures for handling of Sensitive Data as described

in the Documentation.

2.4. Purposes of the data transfer and further processing; Nature of the processing

2.4.1. The transferred Personal Data is subject to the following basic processing activities:

a) use of Personal Data to set up, operate, monitor and provide the Cloud Service (including operational

and technical support);

b) continuous improvement of service features and functionalities provided as part of the Cloud Service

including automation, transaction processing and machine learning;

c) provision of embedded Professional Services;

d) communication to Authorized Users;

e) storage of Personal Data in dedicated data centers (multi-tenant architecture);

f) release, development and upload of any fixes or upgrades to the Cloud Service;

g) back up and restoration of Personal Data stored in the Cloud Service;

h) computer processing of Personal Data, including data transmission, data retrieval, data access;

i) network access to allow Personal Data transfer;

j) monitoring, troubleshooting and administering the underlying Cloud Service infrastructure and

database;

k) security monitoring, network-based intrusion detection support, penetration testing; and

l) execution of instructions of Customer in accordance with the Agreement.

2.4.2. The purpose of the transfer is to provide and support the Cloud Service. SAP and its

Subprocessors may support the Cloud Service data centers remotely. SAP and its

DocuSign Envelope ID: 7B13868D-C1E2-494B-B1CC-0DDA1A84BA19



 Page 28 of 28

SAP OPP 304322110 / QUOTE 146571000326 / CASE 3062218224

Subprocessors provide support when a Customer submits a support ticket as further set out

in the Agreement.

2.5. Additional description in respect of the New Standard Contractual Clauses:

2.5.1. Applicable Modules of the New Standard Contractual Clauses

a) Module 2: Transfer Controller to Processor

b) Module 3: Transfer Processor to Processor

2.5.2. For transfers to (sub-) processors, also specify subject matter, nature and duration of the

processing

In respect of the New Standard Contractual Clauses, transfers to Subprocessors shall be on

the same basis as set out in the DPA.

2.5.3. The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous

basis).

Transfers shall be made on a continuous basis.

2.5.4. The period for which the personal data will be retained, or, if that is not possible, the criteria

used to determine that period.

Personal Data shall be retained for the duration of the Agreement and subject to Section 5.2

of the DPA.

3. C. COMPETENT SUPERVISORY AUTHORITY

3.1. In respect of the New Standard Contractual Clauses:

3.1.1. Module 2: Transfer Controller to Processor

3.1.2. Module 3: Transfer Processor to Processor

3.2. Where Customer is the data exporter, the supervisory authority shall be the competent

supervisory authority that has supervision over the Customer in accordance with Clause 13

of the New Standard Contractual Clauses.

Schedule 2 Technical and Organizational Measures

This Schedule 2 applies to describe the applicable technical and organizational measures for

the purposes of the Standard Contractual Clauses (2010), New Standard Contractual Clauses

and applicable Data Protection Law.

SAP will apply and maintain the Technical and Organizational Measures.

To the extent that the provisioning of the Cloud Service comprises New SCC Relevant

Transfers, the Technical and Organizational Measures set out in Schedule 2 describe the

measures and safeguards which have been taken to fully take into consideration the nature

of the personal data and the risks involved. If local laws may affect the compliance with the

clauses, this may trigger the application of additional safeguards applied during transmission

and to the processing of the personal data in the country of destination (if applicable:

encryption of data in transit, encryption of data at rest, anonymization, pseudonymization).

DocuSign Envelope ID: 7B13868D-C1E2-494B-B1CC-0DDA1A84BA19

































































 

 Page 32 of 72  

SAP OPP 304322110 / QUOTE 146571000326 / CASE 3062218224  

Schedule 3 

Service Level Agreement for SAP Cloud Services 
 

SERVICE LEVEL AGREEMENT FOR SAP CLOUD SERVICES 

1.  DEFINITIONS   

1.1.  “Credit” means   
 

1.2.  “Downtime” means the Total Minutes in the Month during which the production version of the Cloud 
Service is not available, except for Excluded Downtimes.   

1.3.  “Excluded Downtime” means the Total Minutes in the Month attr butable to a Maintenance Window; or 
any Major Upgrade Window for which the Customer has been notified at least five (5) business days in 
advance; or unavailability caused by factors outside of SAP’s reasonable control, such as unpredictable 
and unforeseeable events that could not have been avoided even if reasonable care had been 
exercised.   

1.4.  “Maintenance  Window” means the weekly maintenance windows for the Cloud Service identified in 
SAP may update the Maintenance Window from time to 

time in accordance with the Agreement.   

1.5.  “Major  Upgrade  Window” means the extended upgrade maintenance windows for the Cloud 
Service identified in  SAP may update the Major Upgrade 
Window from time to time in accordance with the Agreement.   

1.6.  “Month” means a calendar month.   

1.7.  “Monthly Subscription Fees” means the monthly (or 1/12 of the annual fee) subscription fees paid for 
the applicable Cloud Service which did not meet the System Availability SLA.   

1.8.  “System Availability Percentage” is calculated and defined as follows:   

 

1.9. “System Availability SLA” means a 99.7% System Availability Percentage during each Month for the 
production version of the Cloud Service.   

1.10. “Total Minutes in the Month” are measured 24 hours at 7 days a week during a Month.   

1.11.  “UTC” means Coordinated Universal Time standard being the start time for the applicable Maintenance 
Window and Major Upgrade Window.   

2.  SYSTEM AVAILABILITY SLA AND CREDITS   

2.1.  Credit   

 If SAP fails to meet the System Availability SLA for a particular Month, Customer may claim a Credit, 
which Customer may apply to a future invoice relating to the Cloud Service that did not meet the System 
Availability SLA (subject to Sections 2.1.1 and 2.1.2 below).   

2.1.1.  Claims for a Credit must be made in good faith and through a documented submission of a support case 
within thirty (30) business days after the end of the relevant Month in which SAP did not meet the 
System Availability SLA for the Cloud Service.   

2.1.2 If Customer terminates this Customer Contract for cause or the Customer Contract has expired and 
there are no further invoices owing, SAP shall pay to Customer all Service Credits due under this 
Schedule 3 (Service Level Agreement) that SAP has not applied to Customer invoices prior to the 
effective date of such termination or expiry. 

2.1.3.  Customers who have not subscribed to the Cloud Service directly from SAP must claim the Credit from 
their applicable SAP partner.   

2.1.4 In the event Contractor fails to meet any Service Level (i) for four consecutive months, (ii) for five or 
more months during any twelve months period, or (iii), for the system availability Service Level, at a 
system availability level of at least 97% for one calendar month, the applicable Service Credits will not be 
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Customer’s sole and exclusive remedy for Contractor’s failure to meet the Service Levels and will be in 
addition to other contractual remedies, but any Service Credits paid will be offset against any damages 
awarded in the event that Customer successfully pursues any claim arising out of a failure to meet the 
Service Levels.  In addition, Customer may terminate its subscriptions for the affected Cloud Service by 
providing Contractor with written notice with such termination to take effect within 3 months after the 
failure.  Customer will not be liable for any early termination fee, or other fees, costs or liability in respect 
of such termination.  The Contractor must refund any fees paid for unused periods of the subscription 
from the date specified in the Contract (or if no date is specified, from the date of the failure). 

2.2.  System Availability Report   

 SAP will provide Customer with a monthly report describing the System Availability Percentage for the 
Cloud Service either by email following a request to Customer’s assigned SAP account manager; 
through the Cloud Service; or through an online portal made available to Customer, if and when such 
online portal becomes available.   

3.  CHANGES TO WINDOWS   

3.1.  If Customer wishes to be notified of changes to Maintenance Windows and Major Upgrade Windows, it 
must subscribe to receive notifications    
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Schedule 4: Variation Procedures 

1. Procedures 

Each request or recommendation for a change to the PIPP or any part of the Customer Contract must 
be submitted in a form substantially similar to the Change Request form attached to this Schedule. 

For each draft Change Request submitted: 

(a) the Customer must allocate it with a sequential number; 

(b) the draft Change Request must be logged and its progress documented by recording its status 
from time to time by the Contractor as follows: 

(i) requested; 

(ii) under evaluation; 

(iii) awaiting authorisation; 

(iv) cancelled; 

(v) pending 

(vi) approved/authorised; 

(vii) expired; 

(viii) in progress; 

(ix) applied; 

(x) delivered; 

(xi) accepted. 

The Party receiving the draft Change Request must within 5 Business Days of receipt (or such longer 
period set out in the Change Request): 

(c) request further information; 

(d) provide written notification to the other Party of its approval or rejection of the Change Request. 

If the Customer submits a draft Change Request to the Contractor, and the Contractor believes that 
there is more than 1 Business Day’s work involved in the evaluation of the Change Request, then prior 
to commencing work on evaluating the draft Change Request the Contractor may request that the 
Customer pays for the work involved to evaluate the draft Change Request.  The Customer may then 
either revise the draft Change Request to require less than 1 Business Day’s work to evaluate it, or 
agree to pay for the Contractor’s work to evaluate the Change Request in an amount agreed by the 
Parties, or in absence of agreement, at the Contractor’s then current commercial rates. 

 

If the Customer Contract has been entered into under a Head Agreement, and the Change Request 
seeks to vary a Protected Clause and the Customer approves of the Change Request, the Customer 
must submit the Change Request to the Contract Authority and the Director General, NSW 
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Department of Finance and Services, for approval immediately after it has notified the Contractor that 
it approves the Change Request. 

2. Status 

A Change Request is binding on the Parties only when both Parties have signed it.  Once signed by 
both parties the Change Request updates the Customer Contract in accordance with the terms of the 
Change Request.  The Contractor must not implement any draft Change Request until the Customer 
has signed the Change Request form. 
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EFFECT OF CHANGE ON CONTRACT SPECIFICATION 

[Insert any changes to the Contract Specification] 

EFFECT OF CHANGE ON PROJECT TIMETABLE 

[Insert changes to the project timetable] 

New PIPP (annexed) 

[Annex new PIPP if required] 

EFFECT OF CHANGE ON CHARGES AND TIMING OF PAYMENT 

[Insert new charges and the timing of payment into the new PIPP] 

CHANGES TO CSI 

[Insert any changes to the CSI] 

CHANGES TO CUSTOMER PERSONNEL 

[Insert any changes to the Customer’s Personnel] 

CHANGES TO CUSTOMER ASSISTANCE 

[Insert any changes to the Customer’s Assistance] 

PLAN FOR IMPLEMENTING THE CHANGE 

[insert the plan for implementing the change – if any.] 

THE RESPONSIBILITIES OF THE PARTIES FOR IMPLEMENTING THE CHANGE 

[Insert the responsibilities of the respective Parties for implementing the change – if any.] 

Responsibilities of the Contractor 

[Insert the responsibilities of the Contractor for implementing the change – if any.] 

Responsibilities of the Customer 

[insert the responsibilities of the Customer for implementing the change – if any.] 

EFFECT ON ACCEPTANCE TESTING OF ANY DELIVERABLE  

[Insert if there will be any effect on the Acceptance Testing of any Deliverable – or alternatively insert 
None.] 

EFFECT OF CHANGE ON PERFORMANCE OF ANY DELIVERABLE 

[Insert if there will be any effect on performance of any Deliverable – or alternatively insert None.] 

EFFECT ON USERS OF THE SYSTEM/SOLUTION 

[Insert if there will be any effect on users of the system/solution – or alternatively insert None.] 
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EFFECT OF CHANGE ON DOCUMENTATION DELIVERABLES 

Changes will be required to the following documents: 

[Add any other documents which may be affected.] 

EFFECT ON TRAINING 

 Insert if there will an effect on training or alternatively insert None.]   

ANY OTHER MATTERS WHICH THE PARTIES CONSIDER IMPORTANT 

[insert if there are any other matters.] 

ASSUMPTIONS 

The plan for implementing the changes outlined in this Change Request is based on the assumptions 
listed below:   

[Insert any assumptions. If none then this section will be deleted]. 

If the assumptions are or become untrue, the Parties will address the effect of this through a 
subsequent Change Request. 

LIST OF DOCUMENTS THAT FORM PART OF THIS CHANGE REQUEST 

[Insert a list of the documents that form part of this Change Request] 

CUSTOMER CONTRACT CLAUSES, SCHEDULES AFFECTED BY THE PROPOSAL ARE AS 
FOLLOWS: 

[Insert amendments to clauses in the Customer Contract, relevant Schedules including Service Level 
Agreement] 

Note that variations to any of the Protected Clauses require the Customer to obtain the Contract 
Authority’s and the Director General, NSW Department of Finance and Services approval (clause 
26.2)) 

AUTHORISATION 

The Contractor must not commence work on the Change Request until is signed by both Parties.  
Once signed by both Parties, the Customer Contract is updated by this Change Request and any 
provisions of the Customer Contract that conflict with this Change Request are superseded. 
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SIGNED AS AN AGREEMENT 
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Schedule 5: Escrow Deed 

Not used. 
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Schedule 6: Deed Poll – Approved Agents 

Not Used.  
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Schedule 7: Statutory Declaration – Subcontractor 

Not Used.  
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Schedule 8: Deed of Confidentiality 

Not Used.  

 

 



 

 Page 44 of 72  

SAP OPP 304322110 / QUOTE 146571000326 / CASE 3062218224  

Schedule 9: Performance Guarantee 

Not Used.  
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Schedule 10: Financial Security 

Not Used.  
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Schedule 11: Dispute Resolution Procedures 

1. Expert Determination 

If a Referral Notice is submitted under clause 24.7 of the Customer Contract, the expert is to be 
agreed between the Parties.  If they cannot agree within 28 days of the Referral Notice, the expert is 
to be nominated on the application of either Party by the Chief Executive Officer, Australian 
Commercial Disputes Centre of NSW. 

The expert nominated must be a person who is an experienced Australian legal practitioner or a 
person with practical experience in the technology that is the subject matter of the dispute, unless 
otherwise agreed.  The expert must not be: 

(a) an employee of the Parties; 

(b) a person who has been connected with this Customer Contract or has a conflict of interest, as 
the case maybe; or 

(c) a person who the Parties have not been able to agree on. 

The expert may appoint any person that the expert believes will be able to provide the specialists skills 
that are necessary to make a determination, including an Australian legal practitioner.  The expert 
must consult with both Parties prior to appointing such person. 

When the person to be the expert has been agreed or nominated, the Customer, on behalf of both 
Parties, must engage the expert by letter of engagement (and provide a copy to the Contractor) setting 
out: 

(d) the issue referred to the expert for determination; 

(e) the expert’s fees; 

(f) the procedure for the determination set out in this Schedule; and 

(g) any other matter which is relevant to the engagement. 

2. Submissions 

The procedure for submissions to the expert is as follows: 

(a) The Party that has referred the issue to expert determination must make a submission in 
respect of the issue, within 30 Business Days after the date of the letter of engagement referred 
to in clause 1.4. 

(b) The other Party must respond within 30 Business Days after receiving a copy of that 
submission.  That response may include cross-claims. 

(c) The Party referred to in clause 2.1(a) may reply to the response, but must do so within 20 
Business Days after receiving the response, and must not raise new matters. 

(d) The other Party may comment on the reply, but must do so within 20 Business Days after 
receiving the reply, and must not raise new matters. 
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(e) The expert must ignore any submission, response, reply, or comment not made within the time 
given in this clause 2.1, unless the Customer and the Contractor agree otherwise. 

(f) The expert may request further information from either Party.  The request must be in writing, 
with a time limit for the response.  The expert must send a copy of the request and response to 
the other Party, and give the other Party a reasonable opportunity to comment on the response. 

(g) All submissions, responses, replies, requests and comments must be in writing.  If a Party gives 
information to the expert, it must at the same time give a copy to the other Party. 

3. Conference 

The expert must arrange at least one conference with both Parties.  The request must be in writing, 
setting out the matters to be discussed. 

Each Party is entitled to be represented at any preliminary conference before the expert by its legal 
representatives and other authorised representatives, with information and knowledge of the issues. 

The expert is not bound by the rules of evidence and may receive information in any manner the 
expert sees fit, but must observe the requirements of procedural fairness. Consultation between the 
expert and a Party must only take place in the presence of the other Party, unless a Party fails to 
attend a conference or meeting which has been convened by the expert and of which prior notice has 
been given. Any Party providing information to the expert must provide that information to the other 
Party. 

The Parties agree that such a conference is considered not to be a hearing that would give anything 
under this Schedule the character of arbitration. 

In answer to any issue referred to the expert by a Party, the other Party can raise any defence, set-off 
or counter-claim. 

4. Questions to be determined by the Expert 

The expert must determine for each issue the following questions (to the extent that they are 
applicable to the issue): 

(a) is there an event, act or omission that gives the claimant a right to compensation under the 
Customer Contract: 

(i) for damages for breach of the Customer Contract, or 

(ii) otherwise in law? 

(b) if so: 

(i) what is the event, act or omission? 

(ii) on what date did the event, act or omission occur?  

(iii) what is the legal right which gives rise to the liability to compensation?  

(iv) is that right extinguished, barred or reduced by any provision of the Customer 
Contract, estoppel, waiver, accord and satisfaction, set-off, cross-claim, or 
other legal right? 

(c) in the light of the answers to clause 4.1: 
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(i) What compensation, if any, is due from one Party to the other and when did it 
fall due? 

(ii) What interest, if any, is due when the expert determines that compensation? 

The expert must determine for each issue any other questions required by the Parties, having regard 
to the nature of the issue. 

The Parties must share equally the fees of the expert, any other costs associated with the process, 
including room hire expenses, transcript expenses and the like and the fees of any person appointed 
by the expert under clause 1.3 for the determination, and bear their own expenses. 

If the expert determines that one Party must pay the other an amount exceeding the amount specified 
in General Order Form (calculating the amount without including interest on it and after allowing for 
set-offs), then either Party may commence litigation, but only within 56 days after receiving the 
determination. 

Unless a Party has a right to commence litigation or otherwise resolve the dispute under the Customer 
Contract: 

(d) in the absence of a manifest error the Parties must treat each determination of the expert as 
final and binding and give effect to it; and 

(e) if the expert determines that one Party owes the other money, that Party must pay the money 
within 20 Business Days. 

5. Role of Expert 

The expert must: 

(a) act as an expert and not as an arbitrator, adjudicator or as expert witness; 

(b) make its determination on the basis of the submissions of the Parties, including documents and 
witness statements, and the expert’s own expertise;  

(c) act impartially, free of bias and with no vested interest in the outcome of the dispute; 

(d) adopt procedures for the Expert Determination suitable to the circumstances of the dispute so 
as to provide for an expeditious cost effective and fair means for the determination of the 
dispute; and 

(e) issue a certificate in a form the expert considers appropriate, stating the expert’s determination 
and giving reasons, within 45 Business Days after the receipt of the information in clause 2.1(d).  

If a certificate issued by the expert contains a clerical mistake, an error arising from an accidental slip 
or omission, a material miscalculation of figures, a mistake in the description of any person, matter or 
thing, or a defect of form, then the expert must correct the certificate and give notice to the Parties of 
such correction. 

6. Confidentiality 

Each Party involved in the expert determination process, including the expert, the Parties, their 
advisors and representatives shall maintain the confidentiality of the expert determination process and 
may not use or disclose to anyone outside  of the expert determination process, the expert’s 
determination, or any information received or obtained, in the course of the expert determination 
process, including the existence of that information, except to the extent: 
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(a) the Parties have otherwise agreed in writing; 

(b) the information is already in the public domain; 

(c) disclosure is required to a Party’s insurers, auditors, accountants or other professional advisers; 

(d) disclosure is required for the purposes of any legal proceedings relating to the dispute or the 
expert’s determination; or 

(e) disclosure is otherwise required by law. 
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Schedule 12: PIPP 

Not used. 
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Schedule 13: Additional Conditions 

1. Amendments to Part 2: Customer Contract 

1.1 The Parties make the following acknowledgements: 

(a) the Customer acknowledges that these additional conditions have been approved by the 
Contract Authority; and 

(b) the Parties acknowledge and agree that the As a Service in this Customer Contract are 
Services and are not licensed in accordance with clause 13.5 of the Customer Contract. 

1.2 The Parties agree to amend Part 2: Customer Contract by: 

(a) replacing all references to the “NSW Department of Finance and Service” with “New South 
Wales Department of Customer Service”; 

(b) replacing all references to the “Director General, NSW Department of Finance and Services” 
with “Secretary, New South Wales Department of Customer Service”; 

(c) inserting the following new clauses 3.11 to 3.12 after clause 3.10: 

3.11 Terms included in any Customer Contract under this Head Agreement, whether 
expressly or by reference (by hyperlink or by any other means), have no effect and are 
not legally enforceable to the extent they: 

(a) impose additional costs, charges or liability on the Customer;  

(b) limit the support, Service Levels, security or privacy requirements applicable to the 
Customer Contract;  

(c) contain limits on Contractor’s liability for the Cloud Services, 

unless they are expressly set out in the Customer Contract (references to 
Documentation and the inclusion of hyperlinks other than hyperlinks for Maintenance 
Windows and Major Upgrade Windows as referenced in the SLA are not ‘expressly set 
out in the Customer Contract’ and any clauses within the scope of clause 3.11 in the 
Documentation and hyperlinks must be expressly set out in the General Order Form). 

3.12 If the Contractor and Customer wish to include in any Contract a provision that 
otherwise would have no effect under clause 3.11, it must be explicitly included in the 
General Order Form and submitted to the Contract Authority for approval.  That 
provision will only have effect if it is approved in writing by the Contract Authority and 
the Customer. 

3.13 For clarity, any Contractor obligations to use commercially reasonable efforts do not 
limit the Contractor’s obligations in the Customer Contract, including clause 7 (as 
amended in this Schedule 13). 

3.14 The Parties acknowledge their intention that any Order Form templates included in the 
Agreement are templates only, and that all Contract Details must be agreed in a 
Contract. The Contractor and Contract Authority agree that any pre-populated General 
Order Forms or Module Order Forms attached to the Agreement: 

(a) do not bind Eligible Customers to any populated information;  
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(b) are not a representation that Eligible Customers will agree to those terms in a 
Contract; and 

(c) do not restrict Eligible Customers from requiring the inclusion of any additional or 
different Order Details in a Contract. 

(d) deleting and replacing clause 7.4 with the following: 

“CUSTOMER DATA  

7.4 The Contractor does not own or have any interest in or rights to the Customer Data 
wherever it may be located other than as set out in the Customer Contract and the 
relevant Modules.  

7.5 The Contractor must not transfer, take or send Customer Data which is a State Record 
outside the jurisdiction of New South Wales, Australia, or transfer the possession of the 
Customer Data, without the Customer's prior written consent or as specified in Item 
25A of the General Order Form. 

7.6 If the Customer provides the Contractor with consent under clause 7.5, the Contractor 
must comply with any conditions imposed by the Customer in relation to the Customer 
Data the subject of the consent,  as specified in the General Order Form.  

7.6A Without limiting clause 7.6, the Contractor acknowledges that the Customer’s 
requirements for managing the security of Customer Data may change during the term 
of a Contract as a result of changes to laws or NSW Government policies that 
generally apply to NSW Government agencies (together Laws and NSW Government 
Policies). Subject to clauses 7.6B to 7.6D below, the Contractor must comply with any 
additional security or secrecy requirements in relation to Customer Data or the 
Customer’s environment, which result from a change to Law and NSW Government 
Policies and which are notified by the Customer to the Contractor from time to time 
(Additional Security Requirement).  

7.6B  The Contractor must promptly (and in any event within 30 days or receipt of the notice 
pursuant to clause 7.6A) notify the Customer if the Contractor is unable to 
accommodate an Additional Security Requirement (e.g. because it is inconsistent with 
the Contractor’s established security practices). In these circumstances, the Contractor 
and the Customer agree to negotiate in good faith to resolve the application of the 
Additional Security Requirement. If the parties are unable to resolve the application of 
the Additional Security Requirement within 30 days of the Contractor’s notice pursuant 
to clause 7.6B then the Customer may with immediate effect by giving notice to the 
Contractor terminate the Customer Contract or (as agreed between the Contractor and 
the Customer) reduce the scope of the Customer Contract. 

7.6C If the Customer terminates or reduces the scope of the Customer Contract pursuant to 
clause 7.6B, the Contractor must refund to the Customer any pre-paid subscription 
fees for the terminated or reduced Cloud Services (from the effective date of the 
termination).  

7.6D For clarity: 

(a) the Contractor will not be in breach of its obligation to comply with an Additional 
Security Requirement under clause 7.6A while it is complying in good faith with 
the process set out in clause 7.6B;  

(b) termination or reduction of the Customer Contract pursuant to clause 7.6B is not a 
termination for convenience pursuant to clause 25.3 of the Customer Contract and 
the Customer is not obliged to indemnify the Contractor or pay any other amount 
pursuant to clause 25.4 of the Customer Contract (other than as set out in 
paragraph (c) below) if the Customer terminates or reduces the Customer 
Contract pursuant to clause 7.6B; and 



 

 Page 53 of 72  

SAP OPP 304322110 / QUOTE 146571000326 / CASE 3062218224  

(c) if the Customer terminates or reduces the Customer Contract pursuant to clause 
7.6B, the Customer remains responsible for subscription fees up to the effective 
date of termination. 

7.7 Unless otherwise specified in Module 10, the Contractor must retain only the Customer 
Data that the Customer has agreed the Contractor may retain and must only retain that 
Customer Data for the period of time and in the volumes notified by the Customer from 
time to time, after which date the Contractor must destroy the Customer Data or return 
it to the Customer, at the Customer's election. 

7.8 Where the Customer has agreed in writing that Customer Data may be used for the  
Contractor’s own testing purposes, the Contractor must not use any Customer Data for 
testing purposes unless that Customer Data has first been masked or de-identified in a 
manner approved by the Customer.  The Parties acknowledge that unless otherwise 
agreed, no Customer Data will be provided for this purpose. 

7.9 The Contractor has internal policies and standards to prevent Customer Data loss and 
support Customer Data availability. At a minimum, regular backups of Customer Data 
are performed by the Contractor. 

7.10  Contractor or an Affiliate of the Contractor may create analyses utilizing, in part, de-
identified (e.g. anonymised) and aggregated Customer Data and information derived 
from Customer’s use of the Cloud Service. Analyses will anonymize and aggregate 
information, and will be treated as Cloud Materials. Examples of how analyses may be 
used include: optimizing resources and support; research and development; 
automated processes that enable continuous improvement, performance optimization 
and development of new Contractor products and services; verification of security and 
data integrity; internal demand planning; and data products such as industry trends 
and developments, indices, and anonymous benchmarking.  The Contractor agrees 
and acknowledges that it will not use Personal Information or Confidential Information 
of the Customer for any marketing purposes (including marketing to existing Contractor 
customers or to prospective customers) and that, except as expressly permitted by the 
Customer Contract, the Contractor will not disclose any Customer Data to any third 
party (other than the Contractor’s Affiliates and Subcontractors) in any circumstances 
in connection with analyses. Any disclosure of Customer Data to the Contractor’s 
Subcontractors must be in accordance with the terms of the Customer Contract 
(including privacy, secrecy and confidentiality terms).  

SECURITY 

7.11 The Contractor must: 

(a) establish, maintain, enforce and continuously improve safety and security 
procedures and safeguards against the unauthorised access, use, destruction, 
loss or alteration of Customer Data and the Customer's other Confidential 
Information; and 

(b) notify and keep the Customer notified at all times (by making available on the 
Contractor’s cloud portal) of the Contractor's current safety and security 
procedures and safeguards in respect of Customer Data and keep the Customer 
notified of any amendments to such procedures and safeguards that are made 
from time to time. 

7.11A The Contractor confirms that it has reviewed the NSW Government Cyber Security 
Policy. As at the Commencement Date of the Customer Contract the Contractor has 
indicated its conformance with NSW Government Cyber Security Policy maturity level 1 
(lowest level), as set out in Attachment 1 of this Schedule 13, for the following Cloud 
Services:  

(a) Fieldglass; 

(b) SAC; 

(c) SCP; and 
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(d) Ariba. 

7.11B For clarity, the Contractor reserves the right to update its security standards and 
policies at its sole discretion. If the changes to its security standards and policies 
materially adversely affect the security of the Cloud Service used by the Customer 
during the Contract Period , Customer may terminate the affected Cloud Service by 
providing written notice to Contractor within thirty (30) days after receipt of Contractor’s 
informational notice of the changes to Contractor’s security standards and policies. In 
the event of such a termination, Customer will be entitled to:  

(a)  a pro-rata refund in the amount of the unused portion of the prepaid fees for 
the terminated subscription calculated as of the effective date of termination, 
and  

(b)  a release from the obligation to pay fees due for periods after the effective 
date of termination. 

Any such termination will become effective thirty (30) days after receipt by Contractor 
of the termination notice from Customer. 

7.11C Not Used.  

7.11D ISO 27001 Certification. As of the Effective Date, the following Contractor Cloud 
Services covered under this Customer Contract are certified in accordance with the 
Information Security Management System Standard ISO 27001: 

- Fieldglass 
- SAC 
- SCP 
- Ariba 

A copy of the current Certificates for ISO 27001 will be made available to the Customer 
annually in electronic form only after Customer's prior request through the SAP Trust 
Center, currently at  

 Thereafter, the aforementioned certification may be renewed or the 
Contractor will undertake a future equivalent information security certification, that SAP 
SE deems appropriate for its customer base.  If the certification listed above is not 
maintained or is not replaced with an equivalent certification, the Customer may 
terminate the Contract by giving 30 days’  notice  to the Contractor (or an alternative 
period agreed between the Customer and the Contractor).  Any prepaid subscription 
fees must be refunded to the Customer from the date of termination.  This termination 
right is in addition to, and does not limit, other termination rights applicable to the 
Customer Contract. 

7.11E ISO 9001 Certification. As of the Effective Date, the Contractor’s software delivery 
lifecycle is certified in accordance with ISO 9001 for the following Contractor Cloud 
Services: 

- Fieldglass 
- SAC 
- SCP 
- Ariba 
- Enable Now 

A copy of the current certificates for ISO 9001 will be made available to the Customer 
on request. Thereafter, the aforementioned certification may be renewed or the 
Contractor may undertake a further equivalent information security certification that 
SAP SE deems appropriate for its customer base.  

7.11F The Contractor must, on request, make available to the Customer:  

(a) its service organizational control (SOC) reports relevant to the Cloud 
Services; and  
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(b) disaster recovery plans for the Ariba, and Fieldglass Cloud Services, and  

the SOC reports may be provided via the Contractor’s trust centre and must be made 
available promptly after completion of the SOC report.  

7.12 Without prejudice to clause 7.11, the Contractor must comply, and must ensure that its 
Personnel comply, with the secrecy and security requirements of the Customer as 
stated in Item 25 of the General Order Form.  

7.13 The Contractor must notify the Customer in writing as soon as reasonably practicable 
(and in any event, within such time as required by applicable Privacy Laws) upon 
becoming aware of a Security Issue.  The notification under clause 15(e) must include: 

(a) details relating to the Security Issue that has occurred, known at the time of 
notification; 

(b) the IT infrastructure, Service and/or application affected by the Security Issue; 

(c) an overview of the performed mitigation actions to restore the security, 
documented within the incident report form; and 

(d) all further details as required in connection with an "obligation to notify" under 
applicable Privacy Laws. 

The Contractor will otherwise (but without limiting its obligations in respect of security 
under this clause 7) take such steps as the Contractor considers necessary to remedy 
the Security Issue. As soon as reasonably practicable after the incident relating to a 
Security Issue has been closed, a root cause analysis will be performed and delivered 
to the affected Customer in order to prevent recurrence of the incident.  “Security 
Issue” means a confirmed (1) accidental or unlawful destruction, loss, alteration, or 
unauthorized third party access to or disclosure of Customer Data, or (2) similar 
incident involving Customer Data for which the Contractor is required under applicable 
law to provide notice to the Customer, for which Contractor, after reasonable 
investigation, has evidence.”  

(e) For the purposes of clause 8.14, the Customer consents to the Contractor subcontracting to its 
subprocessors, subject to the terms of the Data Processing Agreement. For clarity, and 
consistent with clause 8.16(b), neither the subcontracting by the Contractor to its subprocessors  
affect the Contractor’s obligations under the Customer Contract (including in respect of security, 
privacy and confidentiality).  

(f) deleting and replacing clause 8.15 with the following: 

“8.15 Where the Customer believes that any Subcontractor is in breach of its obligations to 
the Contractor, or its performance of obligations or services is unsatisfactory, so that 
the Contractor is likely to be in breach (other than a minor breach) of the Customer 
Contract as a result, the Customer may:  

(a) provide Notice in Writing to the Contractor setting out the details of its concerns; 

(b) require the Contractor to meet with the Customer within 3 Business Days of the 
Contractor’s receipt of the Notice in Writing to discuss the concerns; and 

(c) if, following the discussions with the Contractor, the Customer is satisfied that the 
Contractor will be in breach (other than a minor breach) of the Customer Contract as a 
result of the performance of the Subcontractor, the Customer may give Notice in 
Writing that it is withdrawing its consent to allow the Subcontractor to continue to work 
in connection with the Customer Contract and require the Contractor to procure that 
the Subcontractor promptly ceases performing any work in connection with the 
Customer Contract subject to any contrary requirements of the Customer in respect of 
effecting an orderly transition notified to the Contractor, and in such circumstances, the 
Contractor agrees that the Customer will have no liability whatsoever to the Contractor 
for any loss, damage or expense suffered by the Contractor arising out of any 
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termination of, or the continuation of, the relevant subcontract. If the Customer’s 
objection pursuant to this clause remains unresolved for sixty days after it was raised, 
and Contractor has not received any notice of termination, Customer is deemed to 
accept the Subcontractor.” 

(g) deleting and replacing clause 10.4 with the following: 

“10.4 To the extent that: 

(a) Acceptance Test Data is required for the Contractor to complete the Acceptance Tests; 
and  

(b) the provision of that Acceptance Test Data is specified as the Customer’s responsibility 
in the Order Documents or the documents setting out the Acceptance Tests,  

the Customer must provide that Acceptance Test Data to the Contractor: 

(c) at the times specified in the Order Documents or the documents that set out the 
Acceptance Tests; or  

(d) if no times are specified in those documents, at least 14 Business Days prior to the 
date on which the Acceptance Test Period for the applicable Acceptance Tests 
commences.” 

(h) Section 11.4 (Payment Withholding) is amended by inserting the following sentence as the last 
sentence: 

“Without prejudice to the Customer's other rights and remedies, if the Contractor 
refuses, neglects or fails to perform an obligation to provide a Deliverable in 
accordance with the Customer Contract, the Customer may withhold the payment 
associated with that failure until the Contractor performs the relevant obligation in 
accordance with the Customer Contract.”  

(i) deleting and replacing clause 11.11 with the following:  

“11.11 If the Customer disputes an invoiced amount the Customer must: 

(a) provide the Contractor with written notice of the dispute, such written notice to be 
given within 10 Business Days from the date of receipt of the invoice; and 

(b) pay the undisputed portion of the invoice by the date that payment must be made 
under the Customer Contract.” 

(j) deleting and replacing clause 13.5(c) with the following: 

“(c)  permits the Customer to sublicense any of the rights in clause 13.4 without additional 
charge to any "Public Service agency" or other "government sector agency" (as defined in the 
Government Sector Employment Act 2013 (NSW)), any NSW Government agency or statutory 
body representing the Crown (as referenced in section 13A of the Interpretation Act 1987 
(NSW)), any other public authority that is constituted by or under an Act of the State of New 
South Wales or that exercises public functions, and any "public health organisation" (as defined 
in the Health Services Act 1997 (NSW);”  

(k) deleting and replacing clause 13.5(e) with the following new clause: 

“(e) permits the Customer to sublicense any of the rights in clause 13.4, without additional 
charge, to a contractor that is providing outsourced services to the Customer that include the 
operation of the New Material, provided that:  

(i) the New Material is used solely for the internal business purposes of the 
Customer for the period of the outsource arrangement and the sublicence 
automatically terminates at the end of the period of the outsource arrangement; and 
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(ii) unless otherwise required by the Contractor, the contractor first signs an 
agreement or undertaking in a form reasonably acceptable to the Contractor that 
protects the use and disclosure of the New Material in the same manner as stated in 
the Customer Contract.” 

(l) inserting the following new clause 13.6(e) after the existing 13.6(d): 

“(e) if that Existing Material is an Online Service, the right to use and access that Existing 
Material on the terms and conditions under the relevant Module.” 

(m) inserting a new clause 13.8A after the existing clause 13.8: 

“13.8A The licenses granted under clauses 13.6(c), 13.6(d), 13.7 and 13.8 are perpetual and 
irrevocable to the extent required for the Customer to receive the benefit of the 
Products and the Services in accordance with the terms and conditions of the 
Customer Contract.  For the avoidance of doubt, the Customer is not granted a 
perpetual licence to any Services provided under Module 10.” 

(n) deleting the words “Intellectual Property Rights” and “software” where they appear in clause 
13.12(a);  

(o) deleting and replacing clause 14.2(d) with the following new clause: 

“(d)  to its Personnel, Related Companies and their directors, officers, employees, agents, 
contractors, lawyers, accountants, insurers, financiers and other professional advisers where 
the disclosure is in connection with advising on, reporting on, or facilitating the Party’s 
performance under, the Customer Contract or any Head Agreement in circumstances where 
such persons have a need to know (and only to the extent that each has a need to know and 
has been directed and agrees to keep confidential the Confidential Information on terms not 
inconsistent with this Customer Contract); or” 

(p) deleting and replacing clause 15 (Privacy) with the following new clause: 

“15. Privacy 

15.1 The Contractor must when it collects, uses, discloses or holds Personal Information in 
the course of performing its obligations under this Customer Contract: 

(a) collect, use, access, disclose or hold such Personal Information obtained in connection 
with this Customer Contract only for the purposes of performing its obligations under 
this Customer Contract; 

(b) comply with all applicable Privacy Laws as if it were a person subject to the Privacy 
Laws, with respect to Contractor’s provision of the Cloud Service to the Customer, to 
the extent only that the Privacy Laws can apply to Contractor as a provider of the 
Cloud Services and (as such) as a processor in respect of Personal Information; 

(c) not do any act or engage in any practice that would breach the Privacy Laws in respect 
of performing its obligations under this Customer Contract which if done or engaged in 
by the Customer would be a breach of Privacy Laws; 

(d) not disclose Personal Information to any other person other than any Related 
Company of Contractor or its Subcontractors (which includes the subprocessors as per 
the DPA)  for the Services (in each case only to the extent necessary to perform the 
Services) without the prior written consent of the Customer or as expressly required by 
Statutory Requirements; 

(e) notify the Customer in writing as soon as reasonably practicable (and in any event, 
within such time as required by applicable Privacy Laws which shall not exceed 72 
hours upon confirmation of the applicable Security Breach) upon becoming aware of a 
Security Breach of the Customer’s Personal Information.  The notification under clause 
15(e) must include 
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(i) details relating to the Security Breach that has occurred, known at the time of 
notification; 

(ii) the IT infrastructure, Service and/or application affected by the Security 
Breach; 

(iii) an overview of the performed mitigation actions to restore the security, 
documented within the incident report form; and 

(iv) all further details as required in connection with an "obligation to notify" under 
applicable Privacy Laws. 

The Contractor will otherwise take such steps as the Contractor considers necessary 
(but without limiting its obligations in respect of security under the Contract) to 
remedy the Security Breach. As soon as reasonably practicable after the incident 
relating to a Security Breach has been closed, a root cause analysis will be 
performed and delivered to the affected Customer in order to prevent recurrence of 
the incident.  “Security Breach” means a confirmed (1) accidental or unlawful 
destruction, loss, alteration, or unauthorized third party access to or disclosure of 
Personal Information, or (2) similar incident involving Personal Information for which 
the Contractor is required under applicable law to provide notice to the Customer, for 
which Contractor, after reasonable investigation, has evidence;  

(f) notify any individual that makes a complaint to the Contractor regarding the 
Contractor’s acts or practices in relation to such individual’s Personal Information, that 
the complaint may be investigated by the NSW Privacy Commissioner; 

(g) at the Customer’s request, Contractor will reasonably support Customer  in dealing 
with requests from individuals regarding Contractor’s processing of Personal 
Information, including requests relating to an individual’s access and correction rights 
where the Customer cannot directly respond to the individual’s request without 
Contractor support; 

(h) use reasonable technical and organizational measures to protect the Personal 
Information from accidental or unlawful destruction, loss, alteration, or unauthorized 
third party access to or disclosure of Personal Information; 

(i) not allow, or permit access to, or transfer any Personal Information that belongs to the 
Customer, has been provided by the Customer or has been collected, accessed or 
used by the Customer with the consent of the Contract Authority, outside of Australia, 
unless it has first obtained the Contract Authority's approval in writing or it is specified 
in Item 25B of the General Order Form; 

(j) ensure that any of the Contractor’s Personnel who are required to deal with Personal 
Information for the purposes of the Customer Contract are made aware of the 
obligations of the Contractor under this clause 9.1 or made aware of the equivalent 
obligations of Contractor; and 

(k) ensure that any Approved Agent or Subcontractor who may be fulfilling a requirement 
in relation to this Customer Contract which includes the handling of Personal 
Information is bound by substantially the same or equivalent obligations as Contractor 
in this clause 9.1 which are enforceable by the Contractor.”  

(q) Clause 16.1 is deleted and replaced with: 

16.1 The Contractor must hold and maintain, or be an insured under, one or more insurance 
policies, that provide the following cover: 
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The Contractor must maintain the coverage required under this clause 16.1 during the Contract 
Period. 

(r) Clause 16.3 is deleted and replaced with: 

16.3  
 

 
 

 
 

 
 

(s) Clause 18.5(d) is deleted and replaced with the following:  

“(d) a breach of Contractor’s privacy, data protection and security obligations that result in an 
unauthorized use or disclosure of Personal Information;”  

(t) Clause 19.1 is amended by removing the words “and hold harmless” in the leading words. 

(u) Clause 19.1(a) (Contractor’s Indemnity - clause 15.1 - Privacy) is deleted;  

(v) Clause 19.2 is deleted and replaced with the following: 

“19.2 The Customer must promptly, and in any event within 5 Business Days of being notified of 
a claim for which it is seeking an indemnity under clause 19.1(b) or 19.1(c), provide the 
Contractor with Notice in Writing of the details of the claim. The Customer must permit the 
Contractor, at the Contractor’s expense, to handle the process for the settlement of such claim 
and, as permitted by law, to control and direct any litigation that may follow a claim under clause 
19.1(b) or 19.1(c) (including selecting solicitors and counsel).” 

(w) deleting and replacing clause 19.5 with the following new clause:  

“19.5  Notwithstanding clause 19.1(c), the Contractor is not required to indemnify the 
Customer, its officers and employees to the extent that an IP Claim is caused by: 

a) any open source software that forms part of the Deliverable; 

b) the combination, operation or use of a Deliverable with any other product, equipment 
business method, software or data (unless such combination, operation or use is 
approved by the Contractor  in writing by the General Counsel of the Contractor);  

c) any modification of a Deliverable by any person other than the Contractor or its 
Personnel unless such modification is approved by the Contractor in writing by the 
General Counsel of the Contractor; 

d) the Contractor following the designs, specifications or instructions provided by the 
Customer or other person on the Customer's behalf; or  

e) the continued use of a Deliverable after the Contractor has provided the Customer a 
new software version, patch or correction, or a replacement part or other correction, 
that would have overcome the infringement.” 

(x) deleting clause 19.9 and 19.10 and replacing them with the following new clauses: 

“19.9 Not Used. 

19.10 For the purposes of clause 19.1(c) an infringement of Intellectual Property Rights 
includes unauthorised acts which would, but for the operation of section 163 of the Patents Act 
1990 (Cth), sections 96 and 100 of the Designs Act 2003 (Cth), section 183 of the Copyright Act 
1968 (Cth) and section 25 of the Circuit Layouts Act 1989 (Cth), constitute an infringement.” 

(y) deleting clauses 23.4, 23.5 and 23.6 and replacing them with the following new clauses: 
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“RECORD KEEPING AND AUDIT  

23.4 The Contractor must keep financial records and other information relevant to the 
performance of the Customer Contract including as are required to allow the Customer 
to determine the Contractor's compliance with this Customer Contract and the 
accuracy of its invoices.  

23.5 Subject to clause 23.11, no more than once in any calendar year, the Customer may 
conduct an audit to enable the Customer to confirm the Contractor's compliance with 
this Customer Contract by giving the Contractor at least 5 Business Days' prior written 
notice. Clauses 23.6 to 23.8 apply to an audit conducted by the Customer. 

23.6 The Contractor must give the Customer and its Personnel (including internal and 
external auditors and advisers) full access at all reasonable times and on reasonable 
notice: 

(a)  to data in the possession or control of the Contractor or any of its 
Subcontractors (other than any data or information containing the 
Contractor's or its Subcontractor's costs and margins or of a 
financially sensitive nature); and 

(b) to the Contractor's Personnel, 

for the purposes of obtaining information in connection with an audit under clauses 
23.5 and 23.6. 

23.7 For the purpose of complying with clause 23.6, the Contractor must promptly and 
efficiently give the Customer and their Personnel any assistance they reasonably 
require. 

23.8 The Customer and its Personnel must comply with the Contractor's reasonable  
 security requirements. 

23.9 Without limiting the rights of the Customer, if an audit shows that the Contractor has 
 breached or is in breach of this Customer Contract, the Contractor must promptly do 
all things necessary to remedy that breach and prevent it from recurring at no cost to 
the Customer. 

23.10  If an audit shows that the Contractor has overcharged the Customer in any invoice, the 
Contractor must promptly refund any amounts that the Contractor has  overcharged 
the Customer, and adjust all of the current invoices that have not been paid by the 
Customer to ensure that the Customer is only liable to pay the correct amount. 

23.11 The Contractor and Customer may agree an alternative audit mechanism to that 
provided in clauses 23.5 to 23.8, such mechanism to be specified in Item 40A of the 
General Order Form or otherwise as agreed in writing. Any alternate audit mechanism 
agreed to under this clause 23.11 must address compliance with the Contractor’s 
Customer Data, security and privacy obligations and such other of the Contractor’s 
obligations required by the Customer and reasonably agreed by the Contractor. 

NOTICES 

23.12  Any Notice in Writing must be sent to the receiving Party’s Service Address addressed 
to the Party’s nominee for receipt of notices, or if no such position is nominated, it must 
be addressed to the Authorised Representative of such Party.  

23.13 Any Notice in Writing is regarded as given and received: 

(a)  if sent by mail; 3 Business Days after it is posted;  

(b)  if sent by fax; at 9.00 am on the Business Day following the day 
when the addressee actually receives it in full and in legible form; 
and 
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(c) if sent by email; when the sender's system registers that the email 
has passed the internet gateway of the sender's system (and no 
delivery failure or out of office message is received by the sender 
within 24 hours of sending).” 

(z) deleting and replacing clause 25.4 and replacing it with the following: 

“25.4 If the Customer exercises its right under clause 25.3, the Customer must: 

(a) if Item 42 of the General Order Form does not state an amount that is payable on 
termination, indemnify the Contractor against any losses, damages or expenses, 
which are reasonably and properly incurred by the Contractor to the extent that those 
losses, damages or expenses were incurred as a direct result of the termination of the 
Customer Contract in accordance with clause 25.3; or 

(b) pay any amount that is stated in Item 42 of the General Order Form.” 

(aa) Clause 25.7 (Alternative Supply Costs) of the Customer Contract shall not apply to this General 
Order Form or the Module 10 Order Form. 

(bb) inserting the following new clause 25.9: 

“25.9 On termination of this Customer Contract: 

(a) subject to any obligations arising out of any applicable State security classification or 
Statutory Requirements or specified in the Order Documents, a Party may retain for 
quality assurance and risk management purposes any notes and other records 
created or received in providing the Product or performing the Service provided that 
any retained notes or records are subject to the confidentiality obligations in 
accordance with clause 14; 

(b) except as may be otherwise specified in Module 10 or the Module 10 Order Form, at 
the Customer’s request made within 60 days following termination, the Contractor 
must provide the Customer with a copy of all Customer Data in the format specified in 
the Order Documents or if no format is specified, in the standard format as usually 
provided by the Contractor.  Where it is specifically agreed that the Contractor may 
satisfy this clause by providing access to a copy of the data, the Contractor must first 
advise the Customer by 30 days’ notice in writing to both the Agency Head and Chief 
Information Officer of the Customer that such data will be available for download for a 
specified period (being no less than 60 days in duration) and on expiry of such period, 
such data will then be deleted; 

(c) the Contractor must delete or overwrite Customer Data within the period specified in 
the Order Documents and, if requested by the Customer, provide certification or 
written confirmation that the Customer Data has been deleted or overwritten;  

(d) the Contractor must cease providing the Products and Services (subject to any 
obligations under Module 10 or as specified in Item 42 of the General Order Form); 
and 

(e) the Contractor must comply with any other reasonable direction issued by the 
Customer where permitted by the Customer Contract (provided that any costs of 
compliance with a direction may be charged by the Contractor in accordance with the 
agreed rate card)”. 

(cc) inserting the following new clauses immediately after the existing clause 26.17: 

“GOVERNMENT INFORMATION 

26.18 The Contractor acknowledges that the Customer is subject to the GIPA Act and 
agrees that the Customer may disclose any part or all of this Customer Contract on its 
nominated website established for GIPA Act disclosures. The Contractor irrevocably consents 
to the Customer acting in accordance with this clause.  
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26.19  To the extent that section 121 of the GIPA Act applies, the Contractor must, upon 
receipt of a written request by the Customer, provide the Customer with immediate access to 
the following information contained in records held by the Contractor: 

(a) information that relates directly to the performance of Services by the Contractor;   

(b) information collected by the Contractor from members of the public to whom it 
provides, or offers to supply, Services; and 

(c) information received by the Contractor from the Customer to enable it to provide 
Services. 

26.20 For the purposes of clause 26.19, information does not include: 

(a) information that discloses or would tend to disclose the Contractor's financing  
  arrangements, financial modelling, cost structure or profit margin; 

(b) information that the Contractor is prohibited from disclosing to the Customer  
 by provision made by or under any Act, whether of any State or Territory, or of  
 the Commonwealth; or 

(c) information that, if disclosed to the Customer, could reasonably be expected  
 to place the Contractor at a substantial commercial disadvantage in relation to  
 the Customer, whether at present or in the future. 

26.21 The Contractor will provide copies of any of the information in clause 26.19, as 
requested by the Customer, at the Contractor's own expense and in such medium as 
the Customer may reasonably require.”   

(dd) Insert the following new clause into the Customer Contract:  

“THIRD PARTY CLAIMS AGAINST CONTRACTOR  

Where Contractor receives a claim from a third party relating to the Customer Data (except 
where such claim is relating to Contractor’s unauthorised use or disclosure of Confidential 
Information or Personal Information), Customer agrees that it is liable to Contractor, SAP SE, 
and their affiliates for any loss or expense which such parties pay, suffer, incur or are liable for 
where such loss or expense is the result of a claim brought against Contractor by any third party 
arising from or related to Customer Data.”  

2. Amendments to Part 3: Dictionary 

The Parties agree to amend Part 3: Dictionary by: 

(a) replacing all references to the “NSW Department of Finance and Service” with “New South 
Wales Department of Customer Service”; 

(b) replacing all references to the “Director General, NSW Department of Finance and Services” 
with “Secretary, New South Wales Department of Customer Service”; 

(c) replacing the existing definition of “Additional Conditions” with the following new definition: 

“Additional Conditions means any terms or conditions which vary, or are additional to, the 
terms and conditions set out in the Customer Contract, which are stated in Item 43 of the 
General Order Form and which, subject to directions and policies issued by the Board from time 
to time, require the prior written approval of the Secretary, New South Wales Department of 
Customer Service as set out in clause 3.2(b) of  the Customer Contract (Part 2).” 

(d) adding the following new definition of “Affiliate”: 
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“Affiliate” means SAP SE and any legal entity in which SAP SE or Contractor, directly or 
indirectly, holds more than fifty percent (50%) of the entity’s shares or voting rights. Any legal 
entity will be considered an Affiliate as long as that interest is maintained. 

(e) deleting the definition of “Agency”; 

(f) adding the following new definition for “Board”: 

“Board means the New South Wales Procurement Board established under section 164 of the 
PWP Act.” 

(g) adding the following new definition for “Business Hours”: 

“Business Hours means 9.00am to 5.00pm on a Business Day.” 

(h) replacing the existing definition of “Confidential Information” with the following new definition: 

“Confidential Information means information that: 

(a) is by its nature confidential;  

(b) is communicated by the disclosing party to the confidant as confidential;  

(c) the confidant knows or ought to know is confidential; or 

(d) relates to: 

  (i) the Customer Data; 

  (ii) the Products and Services; 

  (iii) the financial, corporate and commercial information of any Party; 

  (iv) the affairs of a third party (provided the information is non-public); or 

  (v) the strategies, practices and procedures of the State and any   
   information in the Contractor’s possession relating to a Government Agency,  

 but excludes any information which the confidant can establish was: 

  (vi) in the public domain, unless it came into the public domain due to a  
   breach of confidentiality by the confidant or another person; 

  (vii) independently developed by the confidant; or 

  (viii) in the possession of the confidant without breach of confidentiality by  
   the confidant or other person.” 

(i) replacing the existing definition of “Contract Authority” with the following new definition: 

“Contract Authority means the head of a Government Agency which may procure goods and 
services for that agency or for other Government Agencies consistent with any applicable 
policies and directions of the Procurement Board and  the terms of its accreditation (if any) by 
the Board, and described in Item 2 of the Head Agreement Details.” 

(j) adding the following new definition for “Customer Data”: 

“Customer Data means all data and information relating to the Customer or any other 
 Government Agency and the operations, facilities, customers, clients, personnel, assets and 
programs of the Customer and any other Government Agency, including Personal Information, 
in whatever form that information may exist and that is entered into the Services, or Customer-
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specific data that is derived from Customer’s use of the Services (e.g. Customer-specific 
reports) but not to the extent such derivative work is a component of the Cloud Service itself or 
furnished by Contractor under this Customer Contract.  Customer Data shall not include any 
component of the Services or material provided by or on behalf of the Contractor.” 

(k) adding the following new definition of “Designated Environment”: 

“Designated Environment means the hardware platform / operating system combination of the 
Customer as described in the relevant Module Order Form.” 

(l) adding the following new definition of “Documentation”: 

“Documentation means Contractor’s then-current technical and functional documentation for 
the Service which is made available to Customer with the Service.  

(m) replacing the existing definition of “Elig ble Customer” with the following new definition: 

“Eligible Customer means any Government Agency or Eligible Non-Government Body.” 

(n) Inserting the following new definition of “Eligible Non-Government Body”: 

“Eligible Non-Government Body means an entity that: 

(a) falls within paragraphs (a) to (e) of the definition of public body in Reg 6 of the Public 
Works and Procurement Regulation 2019 (NSW);  

(b)  has its primary business operations in New South Wales; and  

(o) (c)  has been authorised by the NSW Procurement Board to access the Cloud Services 
Head Agreement in accordance with Reg 6(2) of the Public Works and Procurement Regulation 
2019 (NSW). inserting the following new definition for “GIPA Act”: 

  “GIPA Act means the Government Information (Public Access) Act 2009 (NSW).” 

(p) replacing the existing definition of “Government Agency” with the following new definition: 

“Government Agency means any of the following: 

(a) a government sector agency (within the meaning of the Government Sector 
Employment Act 2013 (NSW)); 

 (b) a NSW Government agency; 

(c) any other public authority that is constituted by or under an Act of New South Wales or 
that exercises public functions (other than a State owned corporation); or 

(d) any State owned corporation prescribed by the State Owned Corporations Act 1989 as 
amended from time to time.” 

(q) deleting the definition “Information Privacy Principle or IPP”; 

(r) replacing the existing definition of “Material Adverse Event” with the following new definition: 

“Material Adverse Event means any matter that: 

(a) substantially and adversely affects the Contractor’s ability to perform any of its material 
obligations under the relevant Part, which may result from: 

  (i) any material litigation or proceeding against the Contractor; 
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(ii) the existence of any material breach or default of any agreement, or of any 
order or award that is binding on the Contractor; 

(iii) matters relating to the commercial, technical or financial capacity of the 
Contractor or in the knowledge of the Contractor, any Approved Agent, 
Subcontractor or subcontractor proposed to be engaged in respect of this 
agreement; or 

(iv) any obligation under another contract the compliance with which may place 
the Contractor in material breach of the relevant Part; or 

(b) the Contractor knows, or should reasonably know, will, or has the potential to, cause 
material reputational damage to the Contract Authority or the Customer as a result of 
the Contract Authority and/or the Customer’s association with the Contractor or 
Subcontractor.” 

(s) adding the following new definition for “Officer”: 

   “Officer has the same meaning as detailed in section 9 of the Corporations Act 2001  
  (Cth).” 

(t) adding the following new definition for “Online Service”: 

“Online Service means cloud computing services and related Products and Services as 
described in the Module 10 (As a Service) Order Form and further defined in the Contract 
Specifications.” 

(u) adding the following new definition for “Open Source Software”: 

“Open Source Software means software available under a licence which meets the criteria of 
the Open Source Definition published by the Open Source Initiative at 
http://www.opensource.org, and includes the forms of creative commons licences published as 
the Creative Commons Legal Code for Australia at http://www.creativecommons.org.” 

(v) replacing the existing definition of “Personal Information” with the following new definition: 

“Personal Information means information or an opinion about an identified individual (ie. a 
natural person), or an individual who is reasonably identifiable: 

(a) whether the information or opinion is true or not; and 

(b) whether the information or opinion is recorded in a material form or not.” 

(w) adding the following new definition for “Privacy Laws”: 

“Privacy Laws means: 

(a) the Privacy Act 1988 (Cth); 

(b) the Privacy and Personal Information Protection Act 1998 (NSW); and  

(c) any legislation (to the extent that such legislation applies to the Customer or the 
Contractor or any other recipient of Personal Information) from time to time in force in: 

  (i) any Australian jurisdiction (which includes the Commonwealth of 
   Australia and any State or Territory of Australia); and 

  (ii) any other jurisdiction (to the extent that the Customer or any Personal  
   Information or the Contractor is subject to the laws of that jurisdiction), 

  affecting privacy or Personal Information. 
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For any legislation that from time to time comes into force or and Codes of conduct that are 
compulsory to Customer, the Parties agree that Customer will provide a request to Contractor 
with a copy of the Code of Conduct and the Parties will meet to discuss the obligations in the 
code of conduct and Contractor will confirm if it can or cannot comply with the terms in the 
Code of conduct.  If Contractor cannot comply with the code of conduct then there are no 
remedies available to Customer until renewal of the relevant subscription term.”  

(x) adding the following new definition for “PWP Act”: 

“PWP Act means the Public Works and Procurement Act 1912 (NSW).” 

(y) adding the following new definition for “Service Credit”: 

“Service Credit means the service credits awarded against the Contractor for a failure to meet 
the Service Levels, as specified in a Service Level Agreement.” 

(z) adding the following new definition for “State Record”: 

 “State Record has the meaning given in section 3 of the State Records Act 1998 
 (NSW).” 

(aa) replacing the existing definition of “Statutory Requirements” with the following new definition: 

 “Statutory Requirements means any statute, regulation, by-law, ordinance or subordinate 
legislation in force from time to time in any relevant jurisdiction relating to the performance of 
the Party's obligations under the relevant Part and includes industry codes of conduct, provided 
that the Contractor ensures that it complies at all times with the Privacy Laws applicable in New 
South Wales.”; and 

(bb) replacing the existing definition of “Virus” with the following new definition: 

 “Virus means a computer program, code, device, product or component that is designed to or 
may in the ordinary course of its operation, prevent, inhibit or impair the performance of a 
Deliverable in accordance with the relevant Contract Specifications, but does not include any 
code, mechanism or device that is included in software by the Contractor for the purpose of 
managing the licensed use of software.” 
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Attachment 1 to Schedule 13 
NSW Government Cyber Security Policy* 

 

*Where Contractor has neither indicated compliance or non-compliance within the NSW Government 
Cyber Security Policy, the Contractor does not represent any compliance with such clauses. 

Policy 
Number 

Policy statement Applicable to 
SAP and SAP 
is compliant 

SAP statement 

1 Agencies must implement cyber security planning 
and governance.  

Agencies must: 

Heading only  

1.1 Allocate roles and respons bilities as detailed in this 
policy. 

No SAP has a structured 
security organisation 
under a Chief 
Security Officer 

1.2 Ensure there is a governance committee at the executive 
level (dedicated or shared) to be accountable for cyber 
security including risks, plans and meeting the 
requirements of this policy. Agencies need to consider 
governance of ICT systems and OT to ensure no gaps in 
cyber security related to items such as video surveillance, 
alarms, life safety and building management systems that 
use automated or remotely controlled or monitored assets 
including industrial Internet of Things (IoT) devices. 

Yes  

1.3 Have an approved cyber security plan to manage the 
agency’s cyber security risks, integrated with business 
continuity arrangements. This must include consideration 
of threats, risks and vulnerabilities that impact the 
protection of the agency’s information, ICT assets and 
services. 

Yes  

1.4 Consider cyber security threats when performing risk 
assessments and include high and critical risks in the 
agency’s overall risk management framework. 

Yes  

1.5 Be accountable for the cyber risks of their ICT service 
providers and ensure the providers comply with the 
applicable parts of this policy and any other relevant 
agency security policies. This must include providers 
notifying the agency quickly of any suspected or actual 
security incidents and following reasonable direction from 
the agency arising from incident investigations. 

No  SAP will notify 
Customer of any 
Personal Data 
Breach in accordance 
with clause 3.5 of the 
Data Processing 
Agreement 

2 Agencies must build and support a cyber security 
culture across their agency and NSW Government 
more broadly. Agencies must: 

Heading only  

2.1 Implement regular cyber security education for all 
employees and contractors, and ensure that outsourced 
ICT service providers understand and implement the 
cyber security requirements of the contract. 

Yes  

2.2 Increase awareness of cyber security risk across all staff 
including the need to report cyber security risks. 

Yes  
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Policy 
Number 

Policy statement Applicable to 
SAP and SAP 
is compliant 

SAP statement 

2.3 Foster a culture where cyber security risk management is 
an important and valued aspect of decision-making and 
where cyber security risk management processes are 
understood and applied. 

Yes  

2.4 Ensure that people who have access to sensitive or 
classified information or systems and those with privileged 
system access have appropriate security screening, and 
that access is removed when they no longer need to have 
access, or their employment is terminated. 

Yes  

2.5 Share information on security threats and intelligence with 
Cyber Security NSW and cooperate across NSW 
Government to enable management of government-wide 
cyber risk. 

No SAP will notify 
Customer of any 
Personal Data 
Breach in accordance 
with clause 3.5 of the 
Data Processing 
Agreement 

3 Agencies must manage cyber security risks to 
safeguard and secure their information and systems.  

Agencies must: 

Heading only  

3.1 Implement an Information Security Management System 
(ISMS) or Cyber Security Framework (CSF), with scope at 
least covering systems identified as an agency’s “crown 
jewels”. The ISMS or CSF should be compliant with, or 
modelled on, one or more recognised ICT/OT standard 
(see guideline for more information). 

Yes  

3.2 Implement the ACSC Essential 8. See appendix 1 
– “Essential 8 
Compliance” 

 

3.3 Classify information6  and systems according to their 
importance (i.e. the impact of loss of confidentiality, 
integrity or availability), adhere to the requirements of the 
NSW Government Information Classification Labelling and 
Handling Guidelines and 
○   assign ownership 
○   implement controls according to their classification and 
relevant laws and regulations 
○   identify the agency’s “crown jewels” and report them to 
Cyber Security NSW as per mandatory requirement 5.4. 

No SAP has its own data 
classification system.  

3.4 Ensure cyber security requirements are built into 
procurements and into the early stages of projects and the 
system development life cycle (SDLC), including agile 
projects. 

Yes  

3.5 Ensure new ICT systems or enhancements include 
processes for audit trails and activity logging to assess the 
accuracy and integrity of data including processes for 
internal fraud detection. 

Yes  
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Policy 
Number 

Policy statement Applicable to 
SAP and SAP 
is compliant 

SAP statement 

 

4 

Agencies must improve their resilience including their 
ability to rapidly detect cyber incidents and respond 
appropriately.  Agencies must: 

Heading only  

4.1 Have a current cyber incident response plan that 
integrates with the agency incident management process 
and the NSW Government Cyber Incident Response Plan. 

No SAP has a cyber 
incident response 
plan 

4.2 Test their cyber incident response plan at least every 
year, and involve their senior business and IT executives, 
functional area coordinators (if applicable), as well as 
media and communication teams. 

Yes  

4.3 Deploy monitoring processes and tools to allow for 
adequate incident identification and response. 

Yes  

4.4 Report cyber security incidents to Cyber Security NSW 
according to the NSW Cyber Security Response Plan. 

No SAP will notify 
Customer of any 
Personal Data 
Breach in accordance 
with clause 3.5 of the 
Data Processing 
Agreement 

4.5 Participate in whole of government cyber security 
exercises as required. 

No The Contractor will 
make available 
information, reports 
and certifications to 
the customer that the 
customer may use in 
a cyber security 
exercise 

5 Agencies must report against the requirements 
outlined in this policy and other cyber security 
measures. Agencies must: 

Heading only  

5.1 Report annually to their cluster CISO, or Cyber Security 
NSW, their compliance with the mandatory requirements 
in this policy, in the format provided by Cyber Security 
NSW. Cluster CISOs must provide all reports to Cyber 
Security NSW by 31 August. 

No The Contractor will 
make available 
information, reports 
and certifications to 
the customer that the 
customer may use for 
its own reporting 

5.2 Report annually to their cluster CISO, or Cyber Security 
NSW, their maturity against the ACSC Essential 8, in the 
format provided by Cyber Security NSW. Cluster CISOs 
must provide all reports to Cyber Security NSW by 31 
August. 

No The Contractor will 
make available 
information, reports 
and certifications to 
the customer that the 
customer may use for 
its own reporting 
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Policy 
Number 

Policy statement Applicable to 
SAP and SAP 
is compliant 

SAP statement 

5.3 Report annually to their cluster CISO, or Cyber Security 
NSW, the agency’s cyber security risks with a residual 
rating of high or extreme7, in the format provided by Cyber 
Security NSW by 31 August. 

No The Contractor will 
make available 
information, reports 
and certifications to 
the customer that the 
customer may use for 
its own reporting 

5.4 Report annually to their cluster CISO, or Cyber Security 
NSW, the agency’s “crown jewels”. Cluster CISOs must 
provide all reports to Cyber Security NSW by 31 August. 

No The Contractor will 
make available 
information, reports 
and certifications to 
the customer that the 
customer may use for 
its own reporting 

  

 

5.5 Provide a signed attestation to Cyber Security NSW by 31 
August each year and include a copy of your attestation in 
your annual report, as outlined in section 4. If your agency 
does not complete an annual report, an attestation must 
still be completed and signed off by your agency head and 
submitted to your cluster CISO. 

No The Contractor will 
make available 
information, reports 
and certifications to 
the customer that the 
customer may use for 
its own attestation 

4 Compliance Reporting and Attestation 

 

 

Compliance reporting 
Agencies must provide a yearly report to their cluster CISO, or Cyber 
Security NSW, on their compliance with this policy in a format 
provided by Cyber Security NSW by 31 August each year. This will 
largely be a maturity-based assessment on the items listed as 
mandatory requirements as well as the ACSC Essential 8. It is 
poss ble to have a response of “not applicable” with an appropriate 
explanation that is acceptable to your agency. 
The reports will be summarised and provided to the relevant 
governance bodies including the Cyber Security Senior Officers 
Group (CSSOG) and the ICT and Digital Leadership Group (IDLG) 
and used to identify common themes and areas for improvement 
across NSW Government. 

No The Contractor will 
make available 
information, reports 
and certifications to 
the customer that the 
customer may use for 
its own reporting 
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Policy 
Number 

Policy statement Applicable to 
SAP and SAP 
is compliant 

SAP statement 

Annual attestation 
Agencies must provide a signed annual attestation to Cyber Security 
NSW by 31 August each year. This same attestation must be 
provided in agency annual reports or in department annual reports, if 
applicable. If your agency does not complete an annual report, an 
attestation must still be completed and signed off by your agency 
head and submitted to your cluster CISO. If more than one agency is 
included in the attestation, a list of all the agencies should be detailed 
within the attestation itself. The attestation should address the 
following items: 
• the agency has assessed its cyber security risks 
• cyber security is appropriately addressed at agency governance 
forums 
• the agency has a cyber incident response plan, it is integrated with 
the security components of business continuity arrangements, and 
has been tested over the previous 12 months (involving senior 
business executives) 
• certification of the agency’s Information Security Management 
System (ISMS) or confirmation of the agency’s Cyber Security 
Framework (CSF) 
• what the agency is doing to continuously improve the management 
of cyber security governance and resilience 
The template below is a suggestion only and should be updated to 
reflect the appropriate wording for the agency’s situation. 

No The Contractor will 
make available 
information, reports 
and certifications to 
the customer that the 
customer may use for 
its own reporting 

Appendix 1: Essential 8 Compliance 

Control 
# 

Control Description Maturity Level 1 Compliance with 
Maturity Level 1 

1 Application control to prevent 
execution of 
unapproved/malicious programs 
including .exe, DLL, scripts (e.g. 
Windows Script Host, PowerShell 
and HTA) and installers. 

Application control is implemented on all 
workstations to restrict the execution of 
executables to an approved set. 
 
Application control is implemented on all 
servers to restrict the execution of 
executables to an approved set. 

Yes 

2 Configure Microsoft Office macro 
settings to block macros from the 
internet, and only allow vetted 
macros either in ‘trusted 
locations’ with limited write 
access or digitally signed with a 
trusted certificate. 

Microsoft Office macros are allowed to 
execute, but only after prompting users 
for approval. 
 
Microsoft Office macro security settings 
cannot be changed by users. 

Yes 

3 Patch applications e.g. Flash, 
web browsers, Microsoft Office, 
Java and PDF viewers. 
Patch/mitigate computers with 
‘extreme risk’ vulnerabilities 
within 48 hours. Use the latest 
version of applications. 

Security vulnerabilities in applications 
and drivers assessed as extreme risk are 
patched, updated or mitigated within one 
month of the security vulnerabilities 
being identified by vendors, independent 
third parties, system managers or users. 
 
Applications that are no longer supported 
by vendors with patches or updates for 
security vulnerabilities are updated or 
replaced with vendor-supported versions 

Yes 

4 User application hardening. 
Configure web browsers to block 
Flash (ideally uninstall it), ads 
and Java on the internet. Disable 
unneeded features in Microsoft 
Office (e.g. OLE), web browsers 

Web browsers are configured to block or 
disable support for Flash content. 

Yes 
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and PDF viewers. 

5 Restrict administrative privileges 
to operating systems and 
applications based on user 
duties. Regularly revalidate the 
need for privileges. Don’t use 
privileged accounts for reading 
email and web browsing. 

Privileged access to systems, 
applications and data repositories is 
validated when first requested. 
 
Policy security controls are used to 
prevent privileged users from reading 
emails, browsing the web and obtaining 
files via online services. 

Yes 

6 Multi-factor authentication 
including for VPNs, RDP, SSH 
and other remote access, and for 
all users when they perform a 
privileged action or access an 
important (sensitive/high-
availability) data repository. 

Multi-factor authentication is used to 
authenticate all users of remote access 
solutions. 
 
Multi-factor authentication uses at least 
two of the following authentication 
factors: passwords, Universal 2nd Factor 
security keys, physical one-time 
password tokens, biometrics, 
smartcards, mobile app one-time 
password tokens, SMS messages, 
emails, voice calls or software 
certificates. 

Yes 

7 Patch operating systems. 
Patch/mitigate computers 
(including network devices) with 
‘extreme risk’ vulnerabilities 
within 48 hours. Use the latest 
operating system version. Don't 
use unsupported versions. 

Security vulnerabilities in operating 
systems and firmware assessed as 
extreme risk are patched, updated or 
mitigated within one month of the 
security vulnerabilities being identified by 
vendors, independent third parties, 
system managers or users. 
 
Operating systems for workstations, 
servers and ICT equipment that are no 
longer supported by vendors with 
patches or updates for security 
vulnerabilities are updated or replaced 
with vendor-supported versions. 

Yes 

8 Daily backups of important 
new/changed data, software and 
configuration settings, stored 
disconnected, retained for at 
least three months. Test 
restoration initially, annually and 
when IT infrastructure changes. 

Backups of important information, 
software and configuration settings are 
performed monthly. 
 
Backups are stored for between one to 
three months. 
 
Partial restoration of backups is tested 
on an annual or more frequent basis. 

Yes 

 








